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 Tool: ChromePass

Names ChromePass

Category Malware

Type Credential stealer

Description
(Kaspersky) Proprietary tool that steals saved passwords from Chromium-based browser
databases. The output of the parsed database is an HTML document containing a table

with URLs and their corresponding stolen username and password information.

Information <https://securelist.com/cycldek-bridging-the-air-gap/97157/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:chromepass>

Last change to this tool card: 13 June 2020

Download this tool card in JSON format

All groups using tool ChromePass

Changed Name Country Observed

APT groups

  Goblin Panda, Cycldek, Conimes 2013-Jun 2020  

  XDSpy [Unknown] 2011-Jul 2024  

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=127cb9e7-d520-43d4-b663-57de50a8e2ae

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=127cb9e7-d520-43d4-b663-57de50a8e2ae
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