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Parallax RAT: Common Malware Payload After Hacker Forums

Promotion
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A remote access Trojan named Parallax is being widely distributed through malicious spam campaigns that when installed

allow attackers to gain full control over an infected system.

Since December 2019, security researcher MalwareHunterTeam has been tracking the samples of the Parallax RAT as they

have been submitted through VirusTotal and other malware submissions services.

Being offered for as low as $65 a month, attackers have started to heavily use this malware to gain access to a victim's

computer to steal their saved login credentials and files or to execute commands on the computer.
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The attackers can then use this stolen data to perform identity theft, gain access to online bank accounts, or further spread

the RAT to other victims.

Parallax sold on hacker forums

Since early December 2019, the Parallax RAT has been sold on hacker forums where the developers are promoting the

software and offering support.

In their pitch to would-be buyers, the "Parallax Team" is promoting their product as having 99% reliability and being

suitable for both professionals and beginners.

"Parallax RAT had been developed by a professional team and its fully coded in MASM.

Its created to be best in remote administration. Parallax RAT will provide you all you need.

Suitable for professionals and as well for beginners.

First and most important we offer 99% reliability when it comes to stability.

Parallax was designed to give the user a real multithreaded performance, blazing fast speed and lightweight deployment to

your computers with very little resource consumption.

We are a group of developers and we are here to offer quality service.

-Parallax Team, join now!"

Attackers can purchase a one month license to the RAT for as little as $65 or $175 for a three-month license, which provides

the following advertised features:

e Login credential theft

* Remote Desktop capabilities

¢ Upload and download files

» Execute remote commands on the infected computer
» Encrypted connections

e Supports Windows XP through Windows 10.

o Standard support

Below you can see an image of the Parallax RAT and the commands that can be executed remotely on victims.
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The developers also claim that their software can bypass Windows Defender, Avast, AVG, Avira, Eset, and BitDefender,

which is not true based on these detections.

Spread via malicious email attachments

While each buyer of the Parallax RAT determines how they will distribute the malware, researchers are commonly seeing it

being distributed through spam with malicious attachments.
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Security research James has told BleepingComputer that it has become very common to find new spam campaigns with

malicious attachments that install Parallax.

For example, the below email pretends to be a company looking to purchase products listed on an attached 'Quote List'.

Antonia C 'mailer netfl
RE: RE: VERY TOP URGENT

i If there are problems with how this message is displayed, click here to view it in a web browser,

== QUOTE LIST.xlsm
E[1] 57 KB

Dear All,

VERY TOP URGENT

We are - ~ a trading company established in Birmingham USA.
We have an urgent reguest for the enclosed list of vour product range
Please check the guote list.

Your fast response is highly needed and appreciated

Important Hotes, Please advise:

-If you receive this mail.

—-The availability in s=stock.

3411 technical specs.

The origin of the goods (A Certificate of origin is a reguirement)
Awaiting vour reply =soonest.

Best Regards
Antonia Aldofo
Purchase Manager
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Parallax Spam Campaign

When the attachment is opened, an attempt to exploit the Microsoft Office Equation Editor vulnerability (CVE-2017-
11882) will be launched and if the content is enabled, malicious macros will execute to install the RAT.
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Malicious Parallax attachment

When installing the RAT, attackers are utilizing a variety of methods ranging from intermediary loaders or to directly

installing the RAT onto the computer.
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For example, both James and Head of SentinelLabs Vitali Kremez have seen a loader downloading an image from the
Imgur image sharing site that contains an embedded Parallax executable. This executable is then extracted from the image

and launched on the computer.

Vitali Kremez L
James 4 @VK_Inte
@James_inthe_box S
#parallax #rat #/0Cpastebin.com/Re5jj5j2 2020-02-13: @Pcssibie #Parallax #RAT | #Signed
mm 'RTI, 000" #Sectigo
hash Imagem”Big Brother Is Watching You"ZE| "\ Low
345d8b4c0479d97440926471c2a8bed43162a3d75be12422¢1c Detection

410f5ec90acd? pretty much everywhere. Bsophisticated Loader via Imgur Img Pixel
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View image on Twitter

Q36 7:52 AM- Feb 11, 2020 ®
© 27 people are talking about this >

When executed, the RAT will either be copied to another location and executed or injected into another process.

In a sample analyzed by BleepingComputer, Parallax was injected into the svchost.exe process and in another sample,

Kremez saw it injected into cmd.exe.

# | svchost.exe:4868 Properties E@

[ TCR/IP | Security | Environment | Strings |
Image ‘ Performance I Performance Graph Disk and Metwork | Threads
Image File

1 Host Process for Windows Services

— Microsoft Corporation

Version:  6.1.7600.16385

Build Mon Jul 13 19:19:28 2009
Path:
C:\windows\Syswowea4\svchost.exe Explore

Command line:
C:\windows\system32\svchost.exe
Current directory:
C:\Users\User',
Autostart Location:

nfa Explore
Parent: <Non-existent Process>(1078)
User: User-PC\User

Bring to Front
Started:  3:00:55 PM  2/13/2020 Image:

Comment |

VirusTotal: Submit

Data Execution Prevention {DEP) Status: DEP
Address Space Load Enabled

Injected into svchost.exe

Once Parallax is installed, a shortcut to the launcher will be added to the Windows Startup folder so that it is launched

automatically when a user logs into the system. In some cases, scheduled tasks will also be created to launch the malware at
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various intervals.
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This allows the attackers to gain persistence on the infected computer and access it whenever they wish.

Now that the attackers have installed the RAT software on the computer, they can use their command and control host to

steal the victim's saved passwords, steal files, execute commands, and have full control over the computer.

For many of the Parallax samples, the command & control servers are being hosted on the free dynamic DNS server

duckdns.org.

As always, the best defense against this malware is to be wary of any unsolicited emails that you receive that contain

attachments. Before opening them, it is best to call the sender to confirm that they sent you the email.
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Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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