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& Tool: MATA

Names MATA
Category Malware
Type Loader, Backdoor

(Kaspersky) The MATA malware framework possesses several components, such as
loader, orchestrator and plugins. This comprehensive framework is able to target

Windows, Linux and macOS operating systems.

Description
The MATA framework targets not only the Windows system but also Linux and macOS
systems.
<https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/>
<https://www.sygnia.co/mata-framework>

Information <https://media.kasperskycontenthub.com/wp-

content/uploads/sites/43/2023/10/18092216/Updated-MATA -attacks-Eastern-Europe full-
report ENG.pdf>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag: MATA>

Last change to this tool card: 29 November 2023

Download this tool card in JSON format

All groups using tool MATA

Changed Name Country Observed

APT groups

E

Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025 @

1 group listed (1 APT, 0 other, 0 unknown)
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