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The RAT King Parser

A robust, multiprocessing-capable, multi-family RAT config parser/extractor, tested for use with:

e AsyncRAT
e DcRAT

e VenomRAT
¢ QuasarRAT
e XWorm

e XenoRat

e Other cloned/derivative RAT families of the above

This configuration parser seeks to be "robust" in that it does not require the user to know anything about the strain

or configuration of the RAT ahead of time:

It looks for common configuration patterns present in the above-mentioned RAT families (as well as several
clones and derivatives), parses and decrypts the configuration section, using brute-force if simpler patterns are not

found, and uses YARA to suggest a possible family for the payload.

The original (much less robust) version of this parser is detailed in the accompanying YouTube code overview

video here:

e https://www.youtube.com/watch?v=y0z44QKe 20

and based on the original AsyncRAT config parser and tutorial here:

* https:/github.com/jeFFQFalltrades/Tutorials/tree/master/asyncrat config_parser

Usage
Installation

As of v3.1.2 , the RAT King Parser is now available on PyPI and can be installed via pip :
pip install rat-king-parser

Note that YARA must be installed separately.

Usage Help

$ rat-king-parser -h
usage: rat-king-parser [-h] [-v] [-d] [-n] [-p] [-r] [-y YARA] file_paths [file_paths ...]

positional arguments:

file_paths One or more RAT payload file paths
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options:
-h, --help show this help message and exit
-v, --version show program's version number and exit
-d, --debug Enable debug logging
-n, --normalize Attempt to translate common variations of config keys to normalized field names

-p, --preserve-keys Preserve potentially obfuscated configuration keys as-is instead of replacing them with
-r, --recompile Recompile the YARA rule file used for family detection prior to running the parser

-y, --yara YARA Uses the *compiled* yara rule at this path to determine the potential family of each payload

Using YARA for Payload Identification

A YARA rule for RAT family identification is included with this script in yara_utils in both raw and compiled

forms.

However, using the --yara flag allows a user to specify their own custom YARA rule (in compiled form) to use

for identification as well.

If you encounter errors using the included compiled YARA rule (which most often occur due to mismatched
YARA versions), the included rule can be recompiled using your local YARA version by specifying the --

recompile flag.
yara_utils/recompile.py , which is the script invoked by the --recompile flag, can also be executed on its

own to (re)compile any YARA rule:

$ python yara_utils/recompile.py -h
usage: recompile.py [-h] [-1 INPUT] [-o OUTPUT]

options:
-h, --help show this help message and exit
-i INPUT, --input INPUT
YARA rule to compile
-0 OUTPUT, --output OUTPUT
Compiled rule output path

python recompile.py -i my_rule.yar -o my_rule.yarc

External Integrations

As of v3.1.0 , RAT King Parser has introduced additional, optional wrapper extractors for integration with some

external services.
These currently include:

e MACO: The Canadian Centre for Cyber Security's malware config extractor framework, which allows
RAT King Parser to be integrated with MACO-compatible tools like AssemblyLine (though RAT King
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Parser is already integrated in AssemblyLine's configuration extraction service without need for further

configuration)
In order to utilize these extractors, the optional dependencies for a particular extractor must be installed.

This can be completed with pip by referencing the specific optional dependency group to install; For example:

pip install "rat_king_parser[maco] @ git+https://github.com/jeFF@Falltrades/rat_king_parser.git"

Example Input/Output

Not Preserving Obfuscated Keys

$ rat-king-parser -n dangerzone/* | jq

"file_path": "dangerzone/034941clealblae32a653aab6371f760dfc4fc43db7c7bf@7ac10fc9e98c849e",
"sha256": "034941clealblae32a653aab6371f760dfc4fc43db7c7bf@7ac10fc9e98c849e",
"yara_possible_family": "dcrat",
"key": "3915b12d862a41cce3da2e11cal8cefc26116d0741c23c0748618add80ee31a5¢",
"salt": "4463526174427971777164616e6368756e",
"config": {

"Ports": [

"2525"
1,
"Hosts": [
"20.200.63.2"

1

"Version": " 1.0.7",

"Install": "false",

"InstallFolder": "%AppData%",

"InstallFitle": "",

"Key": "dU81ekM1S2pQYmVOWWhQc jVAW1IwcWRkSnVYR2tTQOw=",

"Mutex": "DcRatMutex_gwgdanchun",

"Certificate": "MIICMDCCAZmgAwIBAgIVANpXtGwt9gBbU/pdFz8d/Ptbkzb7MABGCSqGSIb3DQEBDQUAMGQXFTATBg

"Serversignature": "c+KGEQAw1XRgjGe2KvayTH3VgUggKRYGit46DnCR6eW/g+k0+H50Rs fBNkVizj0Q862zTXvLkW

"Pastebin": "null",

"BSOD": "false",

"Hwid": "null",

"Delay": "1",

"Group": "16JUNIO-PJOAQ",

"AntiProcess": "false",

"Anti": "false"
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"file_path": "dangerzone/@aa7bfb081e73a67c23715a55ff13a74efbb1ce2b82a33b5537e€001592919a4",
"sha256": "0aa7bfb081e73a67c23715a55ff13a74efbb1ce2b82a330b5537€€001592919a4",
"yara_possible_family": "asyncrat",
"key": "564eced38c73ee8089d8bcc95128c0589a54388a4058b0da1d9c4d94514518F",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {
"TelegramToken": "7153134069:AAHd4riTPdhAdVGBwo16vIQ5H3e0Ru5QAED",
"TelegramChatID": "1863892139",
"Ports": [
"6606",
"7707",
"8808"
15
"Hosts": [
"127.0.0.1"
1
"Version": "",
"Install": "false",
"InstallFolder": "%AppData%",
"InstallFitle": "",
"Key": "Uk9tUOhKZU1VdXBwek1tV3NgYnBLYVRYck1WQXB5cOI=",
"Mutex": "AsyncMutex_6SI80kPnk",
"Certificate": "MIIE9jCCAt6gAwIBAgIQAKQXqY8ZdB/modqi6ImWGTANBgkqghkiGIw@BAQOFADACMRowGAYDVQQDDB
"Serversignature": "b4TmzraaQMXPVpdfHoéwgqDtnXhWPISP6GAUMgvKSpjP1WufiGM88XWg3Wnv1bdulRMUOAIBN3 1
"Anti": "false",
"Pastebin": "null",
"BDOS": "false",
"Hwid": "null",
"Delay": "3",
"Group": "Default"

"file_path": "dangerzone/@e19cefba973323c234322452dfd04e318f14809375090b4f6ab39282f6babd7e",
"sha256": "0e19cefba973323c234322452dfd04e318f14809375090b4f6ab39282f6bab7e",
"yara_possible_family": "asyncrat",
"key": "None",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {
"Ports": [
"%Ports%"
15
"Hosts": [
"%Hosts%"

1,

Page 5 of 24



https://github.com /jeFFOFalltrades/rat_king_parser

"Version": "%Version%",
"Install": "%Install%",
"InstallFolder": "%Folder%",
"InstallFile": "%File%",
"Key": "%Key%",

"Mutex": "%MTX%",

"Certificate": "%Certificate%",
"Serversignature": "%Serversignature%",
"Anti": "%Anti%",

"Pastebin": "%Pastebin%",

"BDOS": "%BD0S%",

"Hwid": "null",

"Delay": "%Delay%",

"Group": "%Group%"

"file_path": "dangerzone/6b99acfa5961591c39b3f889cf29970c1dd48ddb0e274f14317940cf279a4412",
"sha256": "6b99acfa5961591c39b3t889c29970c1dd48ddb@e274114317940cf279a4412",
"yara_possible_family": "asyncrat",

"key": "eebdb6b2b00c2501b7b246442a354c5c3d743346e4cc88896ce68485dd6bbh8T",

"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",

"config": {
"Ports": [
"2400"
1)
"Hosts": [

"minecraftdayzserver.ddns.net"
1,
"Version": "0.5.8",
"Install": "true",
"InstallFolder": "%AppData%",
"InstallFile": "WinRar.exe",
"Key": "VUpkMU9QUTEhRSEVSN2d2eWplLeDJud2Q@STFIcDRXS@U=",
"Mutex": "LMAsmxp3mz2D",
"Certificate": "MIIE4DCCAsigAwIBAgIQAM+Wal40e]Ij4I0Usuk11TANBgkqhkiGIw@BAQOFADARMQ8wDQYDVQQDDA
"Serversignature": "PBjqcvsYypDmnjgUVv1SkvtLx+jFt2V7NyZ+nHik@CWcLbwOwBXD6/3an89d/I7pFAxwZXgSiLi
"Anti": "false",
"Pastebin": "null",
"BDOS": "false",
"Hwid": "null",
"Delay": "3",
"Group": "Default"

"file_path": "dangerzone/83892117f96867db66c1e6676822a4c0d6691cde60449eed7457F4cc31410fce”,
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"sha256": "83892117f96867db66c1e6676822a4c0d6691cde60449ee47457f4cc31410fce",
"yara_possible_family": "quasarrat",
"key": "ff230bfb57fecad4bd59d4d97f6883b4",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {

"obfuscated_key_1": "1.3.0.0",

"obfuscated_key_2": "qztadmin.duckdns.org:9782;",

"obfuscated_key_3": 3000,

"obfuscated_key_4": "1WvgEMPjdwfqIMeMIMclyQ==",

"obfuscated_key_5": "NcFtjbDOcsw7Evd3coMC@y4koy/SRZGydhNmno81Z0WOvdfg7sv@Cj5ad2ROUTX4QMscAI YT

"obfuscated_key_6": "APPLICATIONDATA",

"obfuscated_key_7": "SubDir",

"obfuscated_key_8": "Client.exe",

"obfuscated_key_9": false,

"obfuscated_key_10": false,

"obfuscated_key_11": "QSR_MUTEX_YMb1z1A3rm38L7nnxQ",

"obfuscated_key_12": "Quasar Client Startup",

"obfuscated_key_13": false,

"obfuscated_key_14": true,

"obfuscated_key_15": "mDf80DHd9XwgMsIxpY8F",

"obfuscated_key_16": "0ffice04",

"obfuscated_key_17": "Logs",

"obfuscated_key_18": true,

"obfuscated_key_19": false

"file_path": "dangerzone/9bfed30be017e62e482a8792fb643a0cadfa22167e4b239cde37b70db241f2c4",
"sha256": "9bfed30be017e62e482a8792fb643a0ca4fa22167e4b239cde37b70db241f2c4",
"yara_possible_family": "venomrat",

"key": "86cfd98ca989924e7a9439902dc6a72e315da@9c110100c39cd59b9c9372b192",

"salt": "56656e6T6d524154427956656e616d",

"config": {
"Ports": [
"4449"

1,

"Hosts": [
"127.0.0.1"

1

"Version": "Venom RAT + HVNC + Stealer + Grabber v6.0.3",

"Install": "false",

"InstallFolder": "%AppData%",

"InstallFile": "speedy",

"Key": "TzY1S@thald3UGNURmITYjNSQVdBY1BQR2tTdUFaTTg=",

"Mutex": "ypxcfziuep",

"Certificate": "MIICNjCCAZ+gAwIBAgIVALWZXeR1iC16frxuoSrGsVI04U2tMABGCSqGSIb3DQEBDQUAMGCXFTATBg
"Serversignature": "Sn1WeJuN+YpbbkUw4QirT1RzbwUEoeSYTmJAIlg@LayMd/VSwAo+0LnnT/g5HFx4QrqaM689Cy
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"Pastebin": "null",
"BSOD": "false",
"Hwid": "null",
"Delay": "1",

"Group": "Default",
"AntiProcess": "false",
"Anti": "true"

"file_path": "dangerzone/a2817702fech28006970723cd2d@bfdcab3763h9cdc833941c4f33bbe383d93e",
"sha256": "a2817702fech280069f0723cd2d0bfdcab3763b9cdc833941c4f33bbe383d93e",
"yara_possible_family": "quasarrat",
"key": "None",
"salt": "None",
"config": {
"Version": "1.0.00.r3",
"RECONNECTDELAY": 5000,
"PASSWORD": "5EPmsqV4iTCGjx9aY3yYpBWDOIgEIpHNEP75pks",
"SPECTALFOLDER": "APPLICATIONDATA",
"SUBFOLDER": "SUB",
"INSTALLNAME": "INSTALL",
"INSTALL": false,
"STARTUP": true,
"Mutex": "e4dbabec-320d-48ee-bbb2-fa24f03760d4",
"STARTUPKEY": "STARTUP",
"HIDEFILE": true,
"ENABLELOGGER": true,
"Key": "02CCR1KB5V3AWLrHVKWMrr1GvKqVxXWdcx@10s6L8fB2mavMar",
"Group": "RELEASE",
"hardcoded_hosts": [
"kilofrngcida.xyz:443",
"sartelloil.lat:443",
"fostlivedol.xyz:443",
"comerciodepeixekino.org:443",
"cartlinkfoltrem.xyz:443",
"trucks-transport.xyz:443"

"file_path": "dangerzone/a76af3d67a95a22efd83d016c9142b7ac9974068625516de23e77a5ac3dde51b",
"sha256": "a76af3d67a95a22efd83d@16c9142b7ac9974068625516de23e77a5ac3dd@51b",
"yara_possible_family": "quasarrat",

"key": "b30ceab30f7facbc2e@66ce’f29eTbdbab548ee95b20ff6aa7387cel4df5dc30",

"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",

"config": {
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"obfuscated_key_1":
"obfuscated_key_2":
"obfuscated_key_3":
"obfuscated_key_4":
"obfuscated_key_5":
"obfuscated_key_6":
"obfuscated_key_7":
"obfuscated_key_8":
"obfuscated_key_9":

"obfuscated_key_10":
"obfuscated_key_11":
"obfuscated_key_12":
"obfuscated_key_13":
"obfuscated_key_14":
"obfuscated_key_15":
"obfuscated_key_16":
"obfuscated_key_17":
"obfuscated_key_18":
"obfuscated_key_19":
"obfuscated_key_20":
"obfuscated_key_21":
"obfuscated_key_22":
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"1.4.1",

"10.0.0.61:4782;24.67.68.3:4782;",

3000,

"APPLICATIONDATA",

"SubDir",

"GloomTool.exe",

true,

true,

"9fdd3e80-d560-431b-b526-3ebbc1799110",
"WindowsAV",
true,
true,
"5F91B88C67A9ACF78B2396771B3B6F2B4615CA57",
"Office04",
"Logs",
"KQrwmpZSwOF20ZdNZ1V37YjgErzUf9cophPOCAULRI4gSid7geSaRL4LhhUXzEq1JuUlkRR7!
"MIIEIDCCAtygAwIBAgIQAIhgXB+nLwd+VvEk3rjLsTANBgkqghkiGIw@BAQOFADAbMRkwFwYD
true,

true,

nn
I

nn
I

true

"file_path": "dangerzone/b5bff486f091f9539606931e0aff280eaeal7064b2a12940675dfac926e9666e.exe",
"sha256": "b5bff486f091f9539606931e0aff280eaeal7064b2a12940675dfac926e9666e",
"yara_possible_family": "xworm",
"key": "c527ac2adeeb6039d9477583d0f4f2c527ac2a4eeb6039d9477583d0F4f2ee00",
"salt": "None",
"config": {

"Hosts": [

"act-cleaning.gl.at.ply.gg"
1,
"Ports": [
"37158"

1

"KEY": "<123456789>",

"SPL": "<Xwormmm>",

"Sleep": 3,

"Group": "NeverlLoseCrack",

"USBNM": "USB.exe",

"InstallDir": "%ProgramData%",

"InstallStr": "svchost.exe",

"Mutex": "OkWVOTiolLbk3Fg3w",

"LoggerPath": "\\Log.tmp"
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"file_path": "dangerzone/beb1b5cd2a33e86e48599h183b882fc3e80198a8062e5b9d9251e605d3f0bfd5.exe",
"sha256": "beb1b5cd2a33e86e48599b183b882fc3e80198a8062e509d9251e6@5d3f0bfd5",
"yara_possible_family": "quasarrat",

"key": "b5580a84ddadcf548713dd64fedbbe@67f931e6ce4699271de572achd5214074",

"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",

"config": {

"obfuscated_key_1":
"obfuscated_key_2":
"obfuscated_key_3":
"obfuscated_key_4":
"obfuscated_key_5":
"obfuscated_key_6":
"obfuscated_key_7":
"obfuscated_key_8":
"obfuscated_key_9":
"obfuscated_key_10"

"obfuscated_key_11":
"obfuscated_key_12":
"obfuscated_key_13":
"obfuscated_key_14":
"obfuscated_key_15":
"obfuscated_key_16":
"obfuscated_key_17":
"obfuscated_key_18":
"obfuscated_key_19":
"obfuscated_key_20":
"obfuscated_key_21":
"obfuscated_key_22":

"1.4.1",
"91.92.241.122:6969;",
3000,
"APPLICATIONDATA",

nn
14

"Client.exe",

true,

true,
"fcf2beba-a426-40c6-b153-1a354814180d",

: "Quasar Client Startup",

false,

true,

"26A6CQ7FE7354B(D244B108D2E3538DCFO4477F5",

"Fab",

"Logs",
"U/jVimjpH/9zMrLF1a8LcLavxUQe9wt9L6qGARIzYqPdgDWOeBfRINXEST/s3HTV1AyugIyn
"MIIEIDCCAtygAwIBAgIQAIMCTKONf3PAJ47s02Mc 1TANBgkghkiG9w@BAQOFADAbMRkwFwYD
false,

false,

nn
I

nn
I

true

"file_path": "dangerzone/d5028e10a756f2df677f32ebde105d7de8df37e253c431837c8181026014428e",
"sha256": "d5028e10a756f2df677f32ebde105d7de8df37e253c431837c8181026014428e",
"yara_possible_family": "xenorat",

"key": "650f47cdd14eaef8c529f2a03fa7744c",

"salt": "None",
"config": {
"Hosts": [
"77.221.152.198"

15
"Ports": 4444,

"Key": "03ac674216f3e15c7671ee1ab5e255f067953623c8b388b4459e13978d7c84614",

"delay": 5000,

"mutexstring": "Xeno_rat_nd89dsedwqdswdqwdwgdqwdqwdwgdwgdqwdqwdwgdwgd12d",

"DoStartup": 2222,
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"Installpath": "appdata",
"startupname": "nothingset"
}
h
{
"file_path": "dangerzone/db@9db5bdf1dcf6e607936ababbe5ce9lefbbfIcel3b6efc3bdbd5222710792fa",
"sha256": "db@9db5bdf1dcf6e607936ababbe5ce9dTefbbfIce136efc3bdb45222710792fa",
"yara_possible_family": "venomrat",
"key": "11ed70df5ce22de750c6e7496fa5c51985¢321d2d9dd463979337af003644141",
"salt": "56656e6f6d524154427956656e676d",
"config": {
"Ports": [
"4449",
"7772"
i
"Hosts": [
"127.0.0.1"
1
"Version": "Venom RAT + HVNC + Stealer + Grabber v6.0.3",
"Install": "false",
"InstallFolder": "%AppData%",
"InstallFitle": "",
"Key": "M1NoWkREazBvNTNGUKR1T@s4TjET1QLRRQmx4bW1zd2U=",
"Mutex": "gmhvogiycvwh",
"Certificate": "MIICOTCCAaKgAwIBAQIVAPyfwFFMs6hxoSr1U5gHImBruaj1MABGCSqGSIb3DQEBDQUAMGOXGDAWBY
"Serversignature": "BWImNNWdALZ+UgmfSTOot753DE24GfE+H6HYG5y141FszdMLpfQXijxV1t3bcz68PrHwYG2R70]:
"Pastebin": "null",
"BSOD": "false",
"Hwid": "null",
"Delay": "1",
"Group": "Default",
"AntiProcess": "false",
"Anti": "false"

"file_path": "dangerzone/fb@d45b0e48bdcdda2dd8c5a152f3c7a375c18d63e58816a217c9d47f7d5199d",
"sha256": "fb@d45b0e48bbcdda2dd8c5a152f3c7a375¢18d63e58816a217c9d47f7d5199d",
"yara_possible_family": "xworm",
"key": "e5f7efe2fddd6755c92cbc39d5559ce5f7efe2fddd6755¢92chc39d5559c4000",
"salt": "None",
"config": {

"obfuscated_key_1": "mo1010.duckdns.org",

"obfuscated_key_2": "7000",

"obfuscated_key_3": "<123456789>",

"obfuscated_key_4": "<Xwormmm>",

"obfuscated_key_5": 3,
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"obfuscated_key_6": "USB.exe",
"obfuscated_key_7": "%AppData%",
"obfuscated_key_8": "tBZ7NDtphvUCm@Dc",
"obfuscated_key_9": "\\Log.tmp"

"file_path": "dangerzone/vstdlib_s64",
"sha256": "6e5671dec52db7f64557ba8ef70caf53cf0c782795236h0365562364019e6a83",
"yara_possible_family": "quasarrat",
"key": "526135346a62726168486530765a6266487a7039685575526637684a737575794b4c7933654e5a3465644c41
"salt": "None",
"config": {
"Version": "1.0.00.r6",
"RECONNECTDELAY": 5000,
"PASSWORD": "5EPmsqV4iTCGjx9aY3yYpBWDOIgEIpHNEP75pks"”,
"SPECIALFOLDER": "APPLICATIONDATA",
"SUBFOLDER": "SUB",
"INSTALLNAME": "INSTALL",
"INSTALL": false,
"STARTUP": true,
"Mutex": "e4dbabec-320d-48ee-bbb2-fa24f03760d4",
"STARTUPKEY": "STARTUP",
"HIDEFILE": true,
"ENABLELOGGER": true,
"Key": "02CCR1KB5V3AWLrHVKWMrr1GvKqVxXWdcx@10s6L8fB2mavMgr",
"Group": "RELEASE",
"xor_decoded_strings": [
"BPN - Nuestro Banco",
"Red Link - bpn",
"HB Judiciales BPN",
"Ingreséa a tu cuenta",
"Online Banking Web",
"Banca Empresa 3.0",
"Banco Ciudad",
"Banco Ciudad | Autogestion",
"Banca Empresa 3.0",
"Banco Comafi - Online Banking",
"Banco Comafi - eBanking Empresas",
"Online Banking Santander | Inicio de Sesién",
"Online Banking Empresas",
"Online Banking",
"0ffice Banking",
"HSBC Argentina",
"HSBC Argentina | Bienvenido",
"accessbanking.com.ar/RetailHomeBankingWeb/init.do?a=b",
"ICBC Access Banking | Home Banking",
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"Banco Patagonia",
"ebankpersonas.bancopatagonia.com.ar/eBanking/usuarios/login.htm",
"Pagina del Banco de la Provincia de Buenos Aires",

"Red Link",

"bind - finanzas felices :)",

"BindID Ingreso",

"BBVA Net Cash | Empresas | BBVA Argentina",

"Bienvenido a nuestra Banca Online | BBVA Argentina",

"Ingreséa tu e-mail, teléfono o usuario de Mercado Pago",
"Mercado Pago | De ahora en adelante, hacés mas con tu dinero.",
"Mercado Pago",

"Home Banking",

"0ffice Banking",

"Banco Santa Cruz Gobierno - Una propuesta para cada Comuna o Municipio | Banco Santa Cruz",
"Home banking",

"0ffice Banking",

"Banco de Santa Cruz",

"Red Link",

"Banco de la Nacién Argentina",

"Red Link - BANCO DE LA NACION ARGENTINA",

"Red Link",

"Macro | Agenda powered by Whyline",

"Banco Macro | Banca Internet Personas",

"Banco Macro | NUEVA Banca Internet Empresas”,
"https://argentina-e4162-default-rtdb.firebaseio.com/user.json",
"C:A\\\\Users\\\\",

"\\\\AppData\\\\Local\\\\Aplicativo Itau",

"C:\\\\Program Files\\\\Topaz OFD\\\\Warsaw",
"C:\\\\ProgramData\\\\scpbrad",

"C:\\\\ProgramData\\\\Trusteer",

"dd.MM.yyyy HH:mm:ss",

"application/json",

"Sistema no disponible, intente nuevamente mas tarde.",

"SENHA DE 6 BPN",
"SENHA DE 6 NB",

"SENHA DE 6 CIUDAD",
"SENHA DE 6 COMAFI",
"SENHA DE 6 GALACIA",
"SENHA DE 6 HSBC",
"SENHA DE 6 ICBC",
"SENHA DE 6 PATAGONIA",
"SENHA DE 6 PROVINCIA",
"SENHA DE 6 SANTANDER",
"SENHA DE 6 BIND",
"SENHA DE 6 BBVA",

"driftcar.giize.com:443",
"adreniz.kozow.com:443"
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Preserving Obfuscated Keys

$ rat-king-parser -np dangerzone/* | jq

"file_path": "dangerzone/034941clealblae32a653aab6371f760dfc4fc43db7c7bf07ac10fc9e98c849%e",
"sha256": "034941clealblae32a653aab6371f760dfc4fc43db7c7bf@7ac10fc9e98c849e",
"yara_possible_family": "dcrat",
"key": "3915b12d862a41cce3da2e11ca8cefc26116d0741c23c0748618add80ee31a5¢",
"salt": "4463526174427971777164616e6368756e",
“config": {

"Ports": [

"2525"
15
"Hosts": [
"20.200.63.2"

1

"Version": " 1.0.7",

"In_stall": "false",

"Install_Folder": "%AppData%",

"Install_File": "",

"Key": "dU81ekM1S2pQYmVOWWhQc jVAW1IwcWRkSnVYR2tTQOw=",

"Mutex": "DcRatMutex_gwgdanchun",

"Certifi_cate": "MIICMDCCAZmgAwIBAgIVANpXtGwt9qBbU/pdFz8d/Ptbkzb7MARGCSqGSIb3DQEBDQUAMGQXFTATB

"Server_signa_ture": "c+KGE@GAw1XRgjGe2Kvay1H3VgUggqKRYGit46DnCR6eW/g+k0+H50RsfBNkVizj@Q862zTXvL

"Paste_bin": "null",

"BS_OD": "false",

"Hw_id": "null",

"De_lay": "1",

"Group": "16JUNIO-PJOAQ",

"Anti Process": "false",

"An_ti": "false"

"file_path": "dangerzone/@aa7bfb081e73a67c23715a55ff13a74efbb1ce2b82a33b5537e€001592919a4",
"sha256": "@aa7bfb@81e73a67c23715a55ff13a74efbb1ce2b82a33b5537ee001592919a4",
"yara_possible_family": "asyncrat",

"key": "564eced38c73ee8089d8bcc951128c0589a54388a4058b0dald9c4d94514518F",
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"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d41180e7e6c33941",
"config": {
"TelegramToken": "7153134069:AAHd4riTPdhAdVGBwo16vIQ5H3e0Ru5QAE0",
"TelegramChatID": "1863892139",
"Ports": [
"6606",
"7707",
"8808"
1,
"Hosts": [
"127.0.0.1"
1
"Version": "",
"Install": "false",
"InstallFolder": "%AppData%",
"InstallFitle": "",
"Key": "Uk9tUOhKZU1VdXBwek1tV3NqYnBLYVRYck1WQXB5c@I=",
"Mutex": "AsyncMutex_6SI80kPnk",
"Certificate": "MIIE9jCCAt6gAwIBAgIQAKQXqY8ZdB/modqi6ImWGTANBgkqghkiGIw@BAQOFADACMRowGAYDVQQDDB
"Serversignature": "b4TmzraaQMXPVpdfHowgqDtnXhWPISP6GAUMgvKSpjP1WufiGM88XWg3Wnv1bdulWRMUOAIBN3 1
"Anti": "false",
"Pastebin": "null",
"BDOS": "false",
"Hwid": "null",
"Delay": "3",
"Group": "Default"

"file_path": "dangerzone/@e19cefba973323c234322452dfd04e318f14809375090b4f6ab39282f6bab7e",
"sha256": "0e19cefba973323c234322452dfd04e318f14809375090b4f6ab39282f6bab7e",
"yara_possible_family": "asyncrat",
"key": "None",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {
"Ports": [
"%Ports%"
1,
"Hosts": [
"%Hosts%"
1
"Version": "%Version%",
"Install": "%Install%",
"InstallFolder": "%Folder%",
"InstallFile": "%File%",
"Key": "%Key%",
"Mutex": "%MTX%",

Page 15 of 24



https://github.com /jeFFOFalltrades/rat_king_parser

"Certificate": "%Certificate%",
"Serversignature": "%Serversignature%",
"Anti": "%Anti%",

"Pastebin": "%Pastebin%",

"BDOS": "%BD0S%",

"Hwid": "null",

"Delay": "%Delay%",

"Group": "%Group%"

"file_path": "dangerzone/6b99acfa5961591c39b3f889cf29970c1dd48ddb0e274f14317940cf279a4412",
"sha256": "6b99acfa5961591c39b3t889c29970c1dd48ddb@e274114317940cf279a4412",
"yara_possible_family": "asyncrat",

"key": "eebdb6b2b00c2501b7b246442a354c5c3d743346e4cc88896ce68485dd6bbh8T",

"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",

"config": {
"Ports": [
"2400"
1
"Hosts": [

"minecraftdayzserver.ddns.net"
1,
"Version": "0.5.8",
"Install": "true",
"InstallFolder": "%AppData%",
"InstallFile": "WinRar.exe",
"Key": "VUpkMU9UTEhRSEVSN2d2eWpleDJud2Q@STFIcDRXSOU=",
"Mutex": "LMAsmxp3mz2D",
"Certificate": "MIIE4DCCAsigAwIBAgIQAM+Wal40eJIj4I0Usuk11TANBgkghkiG9w@BAQOFADARMQ8wDQYDVQQDDA
"Serversignature": "PBjqcvsYypDmnjgUVv1SkvtLx+jFt2V7NyZ+nHik@CWcLbwOwBXD6/3an89d/I7pFAxwZXgSiLi
"Anti": "false",
"Pastebin": "null",
"BDOS": "false",
"Hwid": "null",
"Delay": "3",
"Group": "Default"

"file_path": "dangerzone/83892117f96867db66c1e6676822a4c0d6691cde60449eed7457F4cc31410fce”,
"sha256": "83892117f96867db66c1e6676822a4c0d6691cde60449ee47457F4cc31410fce"”,
"yara_possible_family": "quasarrat",
"key": "ff230bfb57fecad4bd59d4d9716883b4",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {

"IEE e H QN HAWKIEES Weaol": "1.3.0.0",
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" DR g B L 0TEIR0R TR & 24T #3": "gztadmin.duckdns.org:9782;",
"MHIE 2 45 IS RINE 200 B osRIRETREIAT" . 3000,

"WENEEAR R ZEY SR EE E AR "IWygEMPjdwfqIMeMIMclyQ==",
"aXe¢S i K - By ASoREPZ R0 " "NcFtjbDOcsw7Evd3coMCOy4koy/SRZGydhNmno81ZOWOvdfg7sveC]5
"QH B EE 004 fRA S 5 MR KO- 5T "1 "APPLICATIONDATA",

"D iE R 2 Rl & BREARTHI02E": "SubDir",

"TRZ 7 7K/ ARIAR IS ¥ AR M AE ofl": "Client.exe",

o IHINELS SR TESS AR PP ++ " false,

"M BAEQ | EER 1T ¥ BRRE0LSERLE " false,

" | B0 = ALK R A 7 @ SHOXI 278" . "QSR_MUTEX_YMb1z1A3rm38L7nnxQ",
S oHREE ST @ M2+ KEEQ ARTIED" . "Quasar Client Startup”,

"FLBE LA o SRS IRGN 1 BEFRIFEMM": false,

"BRiE T VU UISZ e @E B 2RI " true,

"SR Sw EE S R Bl < MISAIEZ": "mDf8ODHA9IXwgMsIxpY8F",
"SR SIAIERFR B0 § Y-RBfEROIGSE": "0ffice0d",

"4 E B0 E 02 A AEB0SRET S v " "Logs”,

"AEFLEE A SITF RTE P BOE2slf 5" true,

"IHRI SO {TE KD BT HAEE IR SUEF": false

"file_path": "dangerzone/9bfed30be017e62e482a8792fb643a0cadfa22167e4b239cde37b70db241f2c4",
"sha256": "9bfed30be017e62e482a8792fb643a0ca4fa22167e4b239cde37b70db24112c4",
"yara_possible_family": "venomrat",

"key": "86cfd98ca989924e7a9439902dc6a72e315dad9c110100c39cd5909c9372b192",

"salt": "56656e6T6d524154427956656e616d",

"config": {
"Ports": [
"4449"

1)

"Hosts": [
"127.0.0.1"

1

"Version": "Venom RAT + HVNC + Stealer + Grabber v6.0.3",

"In_stall": "false",

"Install_Folder": "%AppData%",

"Install_File": "speedy",

"Key": "TzY1S@thald3UGNURmITYjNSQVdBY1BQR2tTdUFaTTg=",

"Mutex": "ypxcfziuep",

"Certifi_cate": "MIICNjCCAZ+gAwIBAQIVALWZXeR1iC16frxuoSrGsVI04U2tMARGCSqGSIb3DQEBDQUAMGCXFTATB
"Server_signa_ture": "Sn1WeJuN+Ypb6kUw4QirT1RzbwUEoeSYTmJAIlg@LayMd/VSwAo+@LnnT/g5HFx4QrqaM689
"Paste_bin": "null",

"BS_OD": "false",

"Hw_id": "null",

"De_lay": "1",

"Group": "Default",

"Anti_Process": "false",
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"An_ti": "true"

"file_path": "dangerzone/a2817702fech28006970723cd2ddbfdcab3763h9cdc833941c4f33bbe383d93e",
"sha256": "a2817702fecb280069f0723cd2d0bfdcab3763b9cdc833941c4f33bbe383d93e",
"yara_possible_family": "quasarrat",
"key": "None",
"salt": "None",
"config": {
"Version": "1.0.00.r3",
"RECONNECTDELAY": 5000,
"PASSWORD": "5EPmsqV4iTCGjx9aY3yYpBWDOIgEIpHNEP75pks",
"SPECIALFOLDER": "APPLICATIONDATA",
"SUBFOLDER": "SUB",
"INSTALLNAME": "INSTALL",
"INSTALL": false,
"STARTUP": true,
"Mutex": "e4dbabec-320d-48ee-bbb2-fa24f03760d4",
"STARTUPKEY": "STARTUP",
"HIDEFILE": true,
"ENABLELOGGER": true,
"Key": "02CCR1KB5V3AWLrHVKWMrr1GvKqVxXWdcx@10s6L8TB2mavMqgr",
"Group": "RELEASE",
"hardcoded_hosts": [
"kilofrngcida.xyz:443",
"sartelloil.lat:443",
"fostlivedol.xyz:443",
"comerciodepeixekino.org:443",
"cartlinkfoltrem.xyz:443",
"trucks-transport.xyz:443"

"file_path": "dangerzone/a76af3d67a95a22efd83d016c9142b7ac9974068625516de23e77a5ac3dde51b",
"sha256": "a76af3d67a95a22efd83d016c9142b7ac9974068625516de23e77a5ac3dde51b",
"yara_possible_family": "quasarrat",
"key": "b30ceab30f7facbc2e@66ce’f29eTbdbab548ee95b20ff6aa7387cel4df5dc30",
"salt": "bfeb1e56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941",
"config": {

"EEISE QLR MR R B HEE : "1.4.1",

"= [ AR i @ sEE ISR KBS " "10.0.0.61:4782;24.67.68.3:4782;",

"R EET AR @b Z A" 3000,

"SR S 2 T S L R B IR R R0 W § " "APPLICATIONDATA",

"E e SR REIEFARIR B DB RERL " . "SubDir",

"2 A R EBE A0 2HIEE QU MLAESR" . "GloomTool.exe",
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"B PP AR Lo R A 0 DA " 1 true,

"ZOBIEIMO N HAM PP HEE": true,

"R DTk X 208509 % @B " "9fdd3e80-d560-431b-b526-3ebbc1799110",
"R e 2 H SRR 5 OB IR LIZEE": "WindowsAV",

"SR IFIOEZ S BIRO 0 JEISHEI": true,

"INE R B T S A En o uELE PR " true,

"Bl Z S AT AR P 0 J oEEFZI0" . "5F91B88C67A9ACF78B2396771B3B6F2B4615CA57",
" 2 oF M SZRIIHNERIE S ARSI " "0ffice04",

"SrABRIF O 2 SR FE- @I ZIHIRIAIN": "Logs",

"5 52 Ok I BEAIRRINE | @0030:": "KQrumpZSwOF20ZdNZ1V17YjgErzUf9cophPOCAULRI4gSid7qeSaRLALhhUX:
" BRES RS S ST HETE S FE A4 3R A BR0ERSHE " . "MITEIDCCAtygAwIBAGIQAThgXB+nLwd+VvEk3rjLsTANBgkghkiG
"PRIEIT S 9 01 | QURESI B 2 e SHATTR" : true,
"R ESRAAEIR 20N R SO B BINEE " true,
"= QMUK BBA Bk S BE" ",
"85 HO @ MR QTR T ABNE FyiTe " ",

"G L A Dy BARURBERE AR BN H R true

"file_path": "dangerzone/b5bff486f091f9539606931e0aff280eaeal7064b2a12940675dfac926e9666e.exe",
"sha256": "b5bff486T091f9539606931e0aff280eaeal7064b2a12940675dfac926e9666e",
"yara_possible_family": "xworm",
"key": "c527ac2adeeb6039d9477583d0f4f2c527ac2adeeb6039d9477583d0F4f2ee00",
"salt": "None",
"config": {

"Hosts": [

"act-cleaning.gl.at.ply.gg"
1
"Ports": [
"37158"

1,

"KEY": "<123456789>",

"SPL": "<Xwormmm>",

"Sleep": 3,

"Group": "NeverLoseCrack",

"USBNM": "USB.exe",

"InstallDir": "%ProgramData%",

"InstallStr": "svchost.exe",

"Mutex": "OkWVOTiol6k3Fg3w",

"LoggerPath": "\\Log.tmp"

"file_path": "dangerzone/beb1b5cd2a33e86e48599b183b882fc3e80198a8062e5b9d9251e605d3f0bfd5.exe",
"sha256": "beb1b5cd2a33e86€48599b183b882fc3e80198a8062e509d9251e605d3f0bfd5",
"yara_possible_family": "quasarrat",

"key": "b5580a84ddadcf548713dd64fedbbe@67f931e6ced699271de572achd5214074",
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"salt": "bfeble56fbcd973bb219022430a57843003d5644d21e62b9d4180e7e6c33941",
"config": {
"{RAER SR 2 A RS B E Z MR "1.4.1",
"@ E S EHREIEER0 Z ESIFLIPIER" : "91.92.241.122:6969; ",
"B E LI AAREIFC A" : 3000,
"LCHGT) 8 RS EHEQIZ R OFFe = L "1 "APPLICATIONDATA",
" SyEPIRERIE ¢ @IFOIOEERSV " ",
"oy B 2000 < BELAFFREAR SAnSBRR4R": "Client.exe",
" oo ) BRERIDE MCE RS X [ B2 RERO Q" true,
"EEEIEsEHEY & TZHRIREB AT true,
" MBS EH W REE  ERHTAIII0Z 4" . "fcf2be@a-a426-40c6-b153-1a354814f80d",
"EIRIE M A S THIRENEZ O S @ 42" "Quasar (lient Startup",
"BEXEO©RIA L | L | WHRE": false,
" RO ERE HE TE S 5 R R B BB TSR " true,
"SR AP0 S E RN IR B R d5 " : "26A6CQ7FE7354BCD244B108D2E3538DCFO4477F5" ,
" ZREEE 9@ R SHBEEIRZIE": "Fab",
"1 2l 2 W FRIIE AT AL < fB0E-IRIE": "Logs",
"w-SRJE TR JIATIIY S ) e 1@ W 1" "U/jVimjpH/9zMrLF1a8LcLavxUQe9wt9L6qGAh9zYqPdqDWOedf
"SRIR 0@ OME =N A B Se1" 1 "MITEIDCCAtygAwIBAgIQAIMCTKON3PAI47502Mc 1TANBgkghk iG9w@BAQOF,
"IEIIE S LB o B 2 M BUE LB IR": false,
" SRR RS SRS IR 7 o0 BRIE "1 false,
" ORISR SR B SrefF 2T ",
"TRIE0 S A E T En e FHRESIED : ",
"ESHZE Q@ RISk RO HEEIVES": true

"file_path": "dangerzone/d5028e10a756f2df677f32ebde105d7de8df37e253c431837c8f810260f4428e",
"sha256": "d5028e10a756f2df677f32ebde105d7de8df37e253c431837c8181026014428e",
"yara_possible_family": "xenorat",
"key": "650f47cdd14eaef8c529f2a03fa7744c",
"salt": "None",
"config": {
"Hosts": [
"77.221.152.198"
1,
"Ports": 4444,
"Key": "03ac674216f3e15c7671eelabe255f067953623c8b388b4459e13978d7c84614",
"delay": 5000,
"mutex_string": "Xeno_rat_nd89dsedwqdswdqwdwgdqwdqwdwgdwgdqwdqwdwgdwgd12d",
"DoStartup": 2222,
"Install_path": "appdata",
"startup_name": "nothingset"

"file_path": "dangerzone/db@9db5bdf1dcf6e607936ababbe5cedlefbbfIcel36efc3bdbd5222710792fa",
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"sha256": "db@9db5bdf1dcf6e607936ababbebce9Tefbbf9ce136efc3bdb45222710792Fa",
"yara_possible_family": "venomrat",

"key": "11ed70df5ce22de750c6e7496fa5c51985c321d2d9dd463979337af003644141",
"salt": "56656e6f6d524154427956656e6f6d",

"config": {
"Ports": [
"4449",
"7772"

1,

"Hosts": [
"127.0.0.1"

1

"Version": "Venom RAT + HVNC + Stealer + Grabber v6.0.3",

"In_stall": "false",

"Install_Folder": "%AppData%",

"Install_File": "",

"Key": "M1NoWkREazBvNTNGUKR1T@s4TjET1QLRRQmx4bW1zd2U=",

"Mutex": "gmhvogiycvwh",

"Certifi_cate": "MIICOTCCAaKgAwIBAgIVAPyfwFFMs6hxoSr1U5gHImBruaj1MA@GCSqGSIb3DQEBDQUAMGOXGDAWB
"Server_signa_ture": "BWImNNWdLZ+UgmfSTOot753DE24GfE+HOHYG5Y14IFszdMLpfQXijxV1t3bcz68PrHwYG2R7!
"Paste_bin": "null",

"BS_OD": "false",

"Hw_id": "null",

"De_lay": "1",

"Group": "Default",

"Anti Process": "false",

"An_ti": "false"

"file_path": "dangerzone/fb@d45b0e48h0cdda2dd8c5a152f3c7a375¢18d63e58816a217c9d47f7d5199d",
"sha256": "fb@d45b0e48b@cdda2dd8c5a152f3c7a375c¢18d63e5886a217c9d47f7d5199d",
"yara_possible_family": "xworm",
"key": "e5f7efe2fddd6755c92cbc39d5559ce5f7efe2fddd6755c92chc39d5559c4000",
"salt": "None",
"config": {

"aumDBZNDJ7f2": "mo1010.duckdns.org",

"gnnrkMjhrGnD": "7000",

"xeGVxN2u4Sp3": "<123456789>",

"upgseICLHsZe": "<Xwormmm>",

"jF5pyMR4K1B8": 3,

"VpYiyt9aVUsv": "USB.exe",

"z7TmwUS4LmaFC": "%AppData%",

"Fjg9TdM4RTsH": "tBZ7NDtphvUCm@Dc",

"5BPKEMIKpcCV": "\\Log.tmp"

b
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"file_path": "dangerzone/vstdlib_s64",
"sha256": "6e5671dec52db7f64557ba8ef70caf53cf0c782795236h0365562364019e6a83",
"yara_possible_family": "quasarrat",
"key": "526135346a62726168486530765a6266487a7039685575526637684a737575794b4c7933654e5a3465644c41
"salt": "None",
"config": {
"Version": "1.0.00.r6",
"RECONNECTDELAY": 5000,
"PASSWORD": "5EPmsqV4iTCGjx9aY3yYpBWDOIgEJpHNEP75pks"”,
"SPECIALFOLDER": "APPLICATIONDATA",
"SUBFOLDER": "SUB",
"INSTALLNAME": "INSTALL",
"INSTALL": false,
"STARTUP": true,
"Mutex": "e4dbabec-320d-48ee-bbb2-fa24f03760d4",
"STARTUPKEY": "STARTUP",
"HIDEFILE": true,
"ENABLELOGGER": true,
"Key": "02CCR1KB5V3AWLrHVKWMrr1GvKqVxXWdcx@10s6L8fB2mavMgr",
"Group": "RELEASE",
"xor_decoded_strings": [
"BPN - Nuestro Banco",
"Red Link - bpn",
"HB Judiciales BPN",
"Ingresa a tu cuenta",
"Online Banking Web",
"Banca Empresa 3.0",
"Banco Ciudad",
"Banco Ciudad | Autogestion”,
"Banca Empresa 3.0",
"Banco Comafi - Online Banking",
"Banco Comafi - eBanking Empresas",
"Online Banking Santander | Inicio de Sesién",
"Online Banking Empresas"”,
"Online Banking",
"0ffice Banking",
"HSBC Argentina",
"HSBC Argentina | Bienvenido",
"accessbanking.com.ar/RetailHomeBankingWeb/init.do?a=b",
"ICBC Access Banking | Home Banking",
"Banco Patagonia",
"ebankpersonas.bancopatagonia.com.ar/eBanking/usuarios/login.htm",
"Pagina del Banco de la Provincia de Buenos Aires",
"Red Link",
"bind - finanzas felices :)",
"BindID Ingreso",
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"BBVA Net Cash | Empresas | BBVA Argentina”,

"Bienvenido a nuestra Banca Online | BBVA Argentina",

"Ingresa tu e-mail, teléfono o usuario de Mercado Pago",
"Mercado Pago | De ahora en adelante, hacés mas con tu dinero.",
"Mercado Pago",

"Home Banking",

"0ffice Banking",

"Banco Santa Cruz Gobierno - Una propuesta para cada Comuna o Municipio | Banco Santa Cruz",
"Home banking",

"0ffice Banking",

"Banco de Santa Cruz",

"Red Link",

"Banco de la Nacién Argentina",

"Red Link - BANCO DE LA NACION ARGENTINA",

"Red Link",

"Macro | Agenda powered by Whyline",

"Banco Macro | Banca Internet Personas",

"Banco Macro | NUEVA Banca Internet Empresas",
"https://argentina-e4162-default-rtdb.firebaseio.com/user.json",
"C:A\\\\Users\\\\",

"\\\\AppData\\\\Local\\\\Aplicativo Itau",

"C:\\\\Program Files\\\\Topaz OFD\\\\Warsaw",
"C:\\\\ProgramData\\\\scpbrad",

"C:\\\\ProgramData\\\\Trusteer",

"dd.MM.yyyy HH:mm:ss",

"application/json",
"Sistema no disponible, intente nuevamente mas tarde.",
"SENHA DE 6 BPN",
"SENHA DE 6 NB",

"SENHA DE 6 CIUDAD",
"SENHA DE 6 COMAFI",
"SENHA DE 6 GALACIA",
"SENHA DE 6 HSBC",
"SENHA DE 6 ICBC",
"SENHA DE 6 PATAGONIA",
"SENHA DE 6 PROVINCIA",
"SENHA DE 6 SANTANDER",
"SENHA DE 6 BIND",
"SENHA DE 6 BBVA",

"driftcar.giize.com:443",

"adreniz.kozow.com:443"
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Development Guide
More Verbose Guide To Be Published
Development Dependencies

RKP uses pre-commit to enforce formatting.
To begin development and install pre-commit , use the following command:

Then, ensure you install the pre-commit hook:
Feedback, Issues, and Additions

If you have suggestions for improvement, bugs, feedback, or additional RAT families that use a similar
configuration format as AsyncRAT, QuasarRAT, VenomRAT, DcRAT, etc. that are not yet supported, please send

me a message on Bluesky, YouTube, or submit an Issue or PR in this repo.

Also, if this tool or video tutorial was helpful to you, that's always nice to hear as well!

Thank you!

Contributions & Attribution

Huge thanks to the following contributors for their outstanding work:

e doomedraven: For your help in integrating RKP into CAPEV2, as well as your continued contributions to
the project as a coauthor

e cccs-rs: For your help in integrating RKP into AssemblyLine, as well as helping me wrap it to work with
MACO

The logo for this project contains modifications of the following images:

e Ouroboros (modified) - Image by Freepik - https://www.freepik.com/free-vector/ouroboros-symbol-
illustration 37368320.htm
e Rat King Illustration (modified) - User:Di (they-them), CC BY 4.0

https://creativecommons.org/licenses/by/4.0, via Wikimedia Commons -

https://commons.wikimedia.org/wiki/File:Rat King Illustration.svg

Source: https://github.com/jeFF0OFalltrades/rat_king_parser
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