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DarkSide Ransomware With Self-Propagating Feature in AD

Environments
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In order to evade analysis and sandbox detection, DarkSide ransomware only operates when the loader and data
file are both present. The loader with the name “msupdate64.exe” reads the “config.ini” data file within the same
path that contains the encoded ransomware and runs the ransomware on the memory area of a normal process. The
ransomware is structured to only operate when a specific argument matches. It will then register itself to the task

scheduler and run itself periodically.
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Figure 1. Ransomware operation method
The following are the features of DarkSide ransomware.

1) Ransomware Encryption Target Exception List
After being injected into a normal process, the ransomware encrypts all files aside from those with certain folder

and file names. Table 1 and 2 contains the folder paths and filenames excluded from the encryption.

Folder Paths Excluded From Encryption

“AppData”

“Boot”

“Windows”
“WINDOWS”
“Windows.old”
“Ahnlab”

“Tor Browser”
“Internet Explorer”
“Google”

“Opera”

“Opera Software”
“Mozilla”
“Mozilla Firefox”
“$Recycle.Bin”
“ProgramData”
“All Users”
“Program Files”
“Program Files (x86)”

“#recycle”

“SYSvVOL”

“bootmgr”
“ntldr”

Table 1. List of folder paths excluded from encryption

Filenames Excluded From Encryption

“autorun.inf”
“boot.ini”
“bootfont.bin”
“bootsect.bak”
“bootmgr.efi”

“bootmgfw.efi”
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“desktop.ini”
“iconcache.db”
“ntuser.dat”
“ntuser.dat.log”
“ntuser.ini”
“thumbs.db”
“AUTOEXEC.BAT”
“autoexec.bat”
“bootfont.bin”
“bootfont.bin”
“ntldr”
“config.ini”
“begin.txt”
“finish.txt”

Table 2. List of filenames excluded from encryption

2) Force Terminate Running Processes
The ransomware terminates running processes in order to prevent file-handling conflicts during the encryption

process. The following is a list of those targets.

Force Terminated Processes

“sql.exe”
“oracle.exe”
“ocssd.exe”
“dbsnmp.exe”
“synctime.exe”
“agntsvc.exe”
“isglplussvc.exe”
“xfssvccon.exe”
“mydesktopservice.exe”
“ocautoupds.exe”
“encsvc.exe”
“firefox.exe”
“tbirdconfig.exe”
“mydesktopqos.exe”
“ocomm.exe”
“dbeng50.exe”
“sgbcoreservice.exe”
“excel.exe”
“infopath.exe”
“msaccess.exe”

“mspub.exe”
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“onenote.exe”
“outlook.exe”
“powerpnt.exe”
“steam.exe”
“thebat.exe”
“thunderbird.exe”
“visio.exe”
“winword.exe”
“wordpad.exe”
“wrapper.exe”
“dbsrv12.exe”

“WinSAT.exe”

Table 3. List of processes to be force terminated

3) Service Termination Targets

The ransomware closes backups and services related to AV products. Table 4 is a list of such targets.

Terminated Services

VvSS

sql

svc$

memtas

mepocs

sophos

backup

GxCIMgr

DefWatch

ccEvtMgr

ccSetMgr

SavRoam

RTVscan
QBFCService
QBIDPService
Intuit.QuickBooks.FCS
QBCFMonitorService
YooBackup
zhudongfangyu
stc_raw_agent
VSNAPVSS
VeeamTransportSvc
VeeamDeploymentService
VeeamNFSSvc
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PDVFSService
BackupExecVSSProvider
BackupExecAgentAccelerator
BackupExecAgentBrowser
BackupExecDiveciMediaService
BackupExecJobEngine
BackupExecManagementService
BackupExecRPCService
AcrSch2Sve

AcronisAgent
CASAD2DWebSvc
CAARCUpdateSvc

Table 4. List of services to be terminated
4) Delete Volume Shadows, Suspend Windows Event Logging, and Deactivate Windows Recovery

The threat actor uses tools such as vssadmin.exe to perform acts like deleting volume shadow copies, but they
manage to bypass command line-based behavior detection by using the following method.

Each process is run in SUSPEND mode, but garbage values like “11111111” are given as command line
arguments. Afterward, the address of the command line is obtained by reading the PEB from the corresponding
process memory and finding the RTL,_USER_PROCESS_PARAMETERS struct.

Finally, by using WriteProcessMemory() to rewrite the actual command line argument in the obtained address,

tools like vssadmin.exe can perform normally by using the newly transmitted argument.

69 00 &e 00 v.s.s.a.d.r.i.m.

1o HxD.exe [¥]Hide free regions 00000790 76 00 73 00 73 00 €1 00 64 00 &4 00
@- fender. 000007a0 78 BRI 5 P
i * cllydbg.exe ] Base address Size Protect... ggggg;ig :‘Z
4871 exe 40%10000 128kB RW 000007d0 31
l 0x10000 128kB RW 0000070 31
—— [+ 0x30000 16kE R 000007£0 3T 3Ja 00 5c Cazate
Usage: 446%  Physical > Dx40000 4kB R 00000800 57 00 69 00 & 00 64 00 &F 00 77 00 73 00 5S¢ 00 K.i.n.d.0.wW.sS.\.

Figure 2. Original command line

BBLESA3E ¢ UNICODE ™w 11l /Quiet™

Figure 3. Command line argument being changed

190 HxD exe Base address Type 00000730 e
. . 000007a0 =
%Y MalwaraDefender exe 4 0x10000 Private 000007b0
4 * cllydbg.exe 0x10000 Private: Commit 000007e0
4[n] 1 exe [ 0x30000 Mapped 00000740
[ yssadmin.exe > 0%40000 Mapped 000007e0

-2 ProcessHacker exe

lisane” 5 0% Phusical m

Figure 4. Changed command line argument

> 0x50000
[+ Ox60000
> Mhe 70000

Process Execution Log

Private
Private
Private

000007£0
00000800
00000810
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vssadmin.exe 11111111111111111111111111

bededit.exe 111111111111111111111111111111111

bcdedit.exe

111111111111111171112111711111717111117111117111111711

wbadmin.exe 111111111111111111111111

wbadmin.exe 11111111111111111111111111111111111111

wbadmin.exe 111111111111111111111

wbadmin.exe 1111111111111

wbadmin.exe

1111111111111111111111111111111111111111

wevtutil.exe 111111111111111111111

wevtutil.exe 111111111111111111

wevtutil.exe 1111111111111111

wevtutil.exe 111111111111111111111111111111

wmic.exe 1111111111111111111111111

net.exe 1111111111

net.exe 1111111111111111111

net.exe 1111111111111111

net.exe 11111111

net.exe 11111111111111
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vssadmin.exe Delete Shadows
/All /Quiet

bcdedit.exe /set {default}

recoveryenabled No

bededit.exe /set {default}

bootstatuspolicy ignoreallfailures

wbadmin.exe DELETE
SYSTEMSTATEBACKUP

wbadmin.exe DELETE
SYSTEMSTATEBACKUP -
deleteOldest

wbadmin.exe delete catalog -

quiet
wbadmin.exe delete backup

wbadmin.exe delete
systemstatebackup -

keepversions:0

wevtutil.exe clear-log

Application
wevtutil.exe clear-log Security
wevtutil.exe clear-log System

wevtutil.exe clear-log “windows

powershell”

wmic.exe SHADOWCOPY

/nointeractive
net.exe stop MSDTC

net.exe stop
SQLSERVERAGENT

net.exe stop MSSQLSERVER
net.exe stop stop vds

net.exe stop SQLWriter
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net.exe 111111111111111

net.exe 1111111111111111

net.exe 1111111111111111111
netsh.exe 1111111111111111111111111111111111111111

netsh.exe 11111111111111111111111111111111

Table 5. Actually executed command lines

notepad.exe

Fe DEMLAVHESHD PELE 4 H UL (105500

net.exe stop SQLBrowser
net.exe stop MSSQLSERVER

net.exe stop
MSSQL$CONTOSO1

netsh.exe advfirewall set

currentprofile state off

netsh.exe firewall set opmode

mode=disable

{:"—E | S LCH(10550) 2023-01-26 10:24:07
Target: wevtutil exe
e DDA} | EAA0 HHHo = LS Ols UL (10550) 2023-01-26 10:24:07
10 A
dgh Ha TEHAI HEAEHD SHO S MsHE LT (10550) 2023-01-26 10:24:07
Target: bededit exe =7
Ho TEHAJ HIE A0 WHO = ASHE|H=1 T (10550) 2023-01-26 10:24:06
106 Native 2
G 0 TEIODEMLVEIEEHE BEEE g H T2 (10550 2023-01-26 10:24:06
Target: vssadmin,exe 2
PID 3164
Al ZEMD5) 614b5c42389771308a2270cBad38cebC
Sl Al ZH(SHA 256) d7577Tb88cca3169c7931dc0dBec9a444227dc1 4f6c7 1d6d39d86a
0cScad1976
O hA HE CWindows¥system 32 #vssadmin.exe
ora 37 143,872 bytes
Cmd line | 2122/C|22(Baserd) | @
vesadmin.exe 11111111111 1111 11111111111
=[P

Figure 5. AhnLab EDR detecting abnormal process executions from Table 5
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ZEHL 1148 2620 ® 18e8aeaafcf13fb105ded 25731003553 .exe
BE: C#Users) lic#Desktop18e8aezafci13fb105de425fa10d355a exe
MD35: 70c933d3c463495323a2ed4ccc 125083
BojEs 220 2656
2l m32#fschiasks.exe
02b146dad2e383ac1e3
Iz 43 2620 @ 18e832aafcf1 5ded25f310d3553 exe
BE: C#fUserstPublicttDesktop 1 8eBaeaafci13fb105de4251a10d355a exe
MDS5: 70c9a3d3cd 6543592332ed4ccc 125083
o=2e 1148 2620 ® 18e8aeaafci1 5de425fa10d355a.exe

FE: C#UserstPublicy Desktop 1 8e8aeaafcf13fb105ded25a10d355a exe
MD5: 70¢9a3d9c465495923a2ed4ccc 125083

Z2HA S22 283 APIS EEHE S BARSUCL

(4P HE]
OIE: Process32First

W2 L]
[ZEHA 5]
PID: 2728

L indowst System32#ussadmin.exe

it UsersirPublici Deskiopitt

LK A7t EZ 210282 (kimw32 dI} S 2=5H FZ SIS
me P

® kimw32.dl

3c0df473dba?3ecfag15159bad6e

& e

HE: CrWindowsttSystem32#tktmw32.dll

PE TFZ0] OFc! Thtf BZ5ts #912 SRS
m2 F=]

® sysmain sdb

MD5: 393cb4d2863177134b1517bcbdba43be
FAHT TS

FE Cwwindows AppPatchivsysmain sdo

G2 Z2HA0| HZ2| SN0 S HOIEE 2= B9S YRBSUT
e Fe]
® vssadmin.exe

5 6e248a3d528eded3994457C: dE6S5
indowsSystem32#vssadmin exe

vriteVirtuzlMemory
[BI= 2] 7] 8| Y]
PID: 8

25 indowstSystem32##ussadmin.exe
G2E| 27| 24 67202

2037 G0|Ef: 76 00 72 00 73 00 &7 00 &4 00 6d 00 69 00 £e 00 2e 00 65 00 78 00 65 00 2000 42 0C 65 00 6< 00
65 00 74 00 65 00 20 00 53 00 65 00 61 00 64 00 6 00 77 00 73 00 20 00 2 00 41 00 6c 00 6c 00 2000 2f 00 51
00 75 00 69 00 65 00 74 00

ACF GOE 371078

Figure 6. AhnLab MDS detecting execution and data written in memories

Written data

The AhnLab EDR/MDS line of products considers executions like the ones above as abnormal executions. MDS

products can also check the data that’s written on target process memories.

76 00 73 00 73 00 61 00 64 00 6d 00 69 00 6e 00 2e 00 65 00 78 00 65 00 20 00 44 00 65 00 6¢
00 65 00 74 00 65 00 20 00 53 00 68 00 61 00 64 00 6f 00 77 00 73 00 20 00 2f 00 41 00 6¢ 00

6c 00 20 00 2f 00 51 00 75 00 69 00 65 00 74 00

What command the above data means

vssadmin.exe Delete Shadows /All /Quiet

Table 6. Command written in the memory

5) Ransom Note and File Encryption Extension

encrypted folder.
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1 e s d m_ent - Windows HET - ] Y
EE FTE: M40 2574 B8V
Decryption |D:B0MGEE 060 | "FSad _
Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt your data.
But you can restore everything by purchasing a special program from us - universal decryptor. This program will restare all your network.
You need to contact us by email:
53550 30rF@onionmail.org
Alternate emails:
59550 5or¥miifc@tutanota.com
We guarantee to decrypt one file for free (no more than 10Mb).
We has BREACHED your security perimeter and DOWMNLOADED more than 300 GB of your PRIVATE SENSITIVE Data.
Don't waste our time. if you will contact us within 48 hours since get penetrated - you can get a very SPECIAL PRICE.
But if you don't contact us within 96 hours, we will publicly disclose all data and clear it,
Don't try to contact us at that time, all contact information waill be cut off and you will never be able to recover your data.
We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.

All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.

Ln 31, Col 14 100%  Windows (CRLF) UTF-8

Figure 7. Ransom note

Additionally, the ransomware changes the extension format of encrypted files to “.s1s2s3[number of encrypted

6) Self-deleting Ransomware

After the ransomware finishes its actions, it attempts to delete itself through the following command.

Self-deletion Command

“C:\Windows\System32\cmd.exe” /c ping 127.0.0.1 -n 3 && del /f/q
“C:\Users\Default\Desktop\msupdate64.exe”

Table 7. Self-deletion command

na2Mq2 888 2700 ®D7e54ea2TeSal 67322111 cdd746ad02e x64 exe
Y2 (om0 T omwmma 7e5dea2 7e5a 16732211 cdd746ad02e.x6
4exe
MDS: 1560cc5731b713775e7882beced64e8

e A

@ cmd.exe

MD5: 5748bd7e255dd6aBafaD6f7cd 2c1bad 1
=2 CWWindows W System32Womd exe

2 M pS

[ZRas Y]

PID: 1228

AR CWWindowsWSystem3ZWomd exe

W *C-wwindowswsystem32 wemd exe” fc ping 127.0.0.1 -n 3 && del fffa s mag—=rclrwmsery
07e54ea27e5a1673221f1cdd746ad02e x64,exe”
CIfE{2): C:wUserswPublicwDesktopw

HY=7
Ping RIZIOHE OLS 3101 L AI0| 2AE T UG A4St YR SAWEUICH %4 Usle) 297 1Y 2UF 24 AEY 4 YsUCH

Figure 8. AhnLab MDS detecting self-deletion command
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@ ®
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. FING.£XE C#Windows# System32wemd exe
& 8 289,792 bytes
D cmdexe
4 i
conhost.exe
. <onhost.exe
C N )
netl exe
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conhost.exe
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Figure 9. AhnLab EDR detecting self-deletion command
Internal Propagation (Ransomware Distribution Method Through Domain Controller)

When this ransomware becomes active on the domain controller of an AD server, it creates a group policy as

shown in Figure 9 to distribute the ransomware to other PCs linked to the current domain.
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Figure 10. Ransomware distribution method through domain controller

Table 8 shows a file-related group policy which gives the command to copy the executable file within the
ransomware’s domain controller to the desktops of infected PCs with the name format “[Distribution

Date] [Ransomware Filename].exe”.

{D6C45CD3-BCB9-4D6C-A16C-FD416DAA1C47 }\User\Preferences\Files\Files.xml

<?xml version="1.0" encoding="utf-8"?>

<Files clsid="{215B2E53-57CE-475c-80FE-9EEC14635851}”><File clsid="{50BE44C8-
567A-4ed1-B1D0-9234FE1F38AF}” name="[Distributed Date][Ransomware Filename].exe”
status="[Distribution Date][Ransomware Filename].exe” image="2" changed="[Distribution
Date]” nid="{1F86D6A8-6640-47D8-A26B-E263CAECE394}” bypassErrors="1">

Table 8. Group policy that generates ransomware executable file
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@ S1TCa0077ib6E0aB0d0Le3 3 ecks
& .8 42b5606¢1 3320802 0948673
@ spurdate exe © netexe >
o I’ @ C#UsersiUSER#Desktop#msupdate6s exe [
&
B ) gpupcateene 01 A0
a2
& - 8
. Q@ taskiilloe @ taskiilloe
@ ®
&
. @ wertutl e
{ & )
© msupdatess.ene notepad exe
»a 3
@ 5 @ @ sichost exe & © tskiloxe
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HES3 (0) A (0) AAR(1)
@ © teskkilere 52
@ Target: notepad.exe
. 6984
{E"} 0e61079d3283687d2e279272966399d
@ taskkillexe 22, 72260639:876d01552496021804610300160849521e 1176
&
g & System32¥notepad.ene
5
@ tskiloe
@
@ msupdatesd exe -
© teskkilee
“ ®
& D taskiilleve

Figure 11. AhnLab EDR detecting the execution of ransomware generated through a group policy

DarkSide will not operate if a certain argument to prevent replication and analysis does not match. However, as
shown in Figure 10, AhnLab EDR detects ransomware strains generated through group policies in AD

environments. It is also possible to check the arguments at the point of execution.

For continuous propagation, the ransomware distributes group policies with the following command.

PowerShell command

powershell.exe -Command “Get-ADComputer -filter * -Searchbase ‘DC=ahnlabs,DC=com’

foreach{ Invoke-GPUpdate -computer $_.name -force -RandomDelayInMinutes 0}”

Table 9. Propagation command
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© msusdateblere @, 16) notepad exe
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Figure 12. AhnLab EDR detecting the distribution of group policies using PowerShell

The threat actor that performs an ATP attack on the AD environments of companies for monetary gain distributes

their malware after checking the detection of all AV products based on existing signatures.

E I 70c9a9d9c4p549502 3a2eddccc 25683 = Help Q T ® 0 ¢
C)\
= No matches found
There are over 40 search modifiers that you can use, you can also automate your searches with the premium API. Alternatively, you can create a Livehunt YARA rule to
D get notified when we receive the file.
@
B4

Figure 13. DarkSide ransomware not found by VirusTotal

As shown in the above Figure 13, there is a great chance that DarkSide ransomware can evade being detected by

AV products based on existing signatures since it cannot be collected by even VirusTotal.

The importance of an APT detection solution like MDS and EDR, which records and reports all suspicious

behaviors in endpoints, becomes clear when it comes to trying to detect this threat effectively.
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Figure 15. DarkSide ransomware detected on AhnLab EDR
DarkSide ransomware attacks correspond to the following techniques in the MITRE ATT&CK framework.

o T1486 Data Encrypted for Impact[l]

« T1484.001 Domain Policy Modification: Group Policy Modification!2!

« T1053.005 Scheduled Task/Job: Scheduled TaskL3l

e T1562.001 Impair Defenses: Disable or Modify Tools or T1489 Service StopIil
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« T1489 Service Stop!2!
« T1021.002 Remote Services: SMB/Windows Admin Shares!®!
e T1562.001 Impair Defenses: Disable or Modify ToolsZl

Subscribe to AhnLab’s next-generation threat intelligence platform ‘AhnLab TIP’ to check related IOC

and detailed analysis information.

Source: https://asec.ahnlab.com/en/47174/
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