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In this past few days I stumble to some new and old variant of ICEID malware that uses .png steganography to hide
and execute its encrypted shellcode. In this article I will share how the structure of the Iceid png payload look like

and how to extract its encrypted shellcode.

Loader Compression:

same as the other malware, IceID Loader changes its Crypter to execute its main module in memory. From old
variant where the encrypted code stub and decryption module is place in the RSRC section as a data .rsrc entry (RC4

encrypted) to applib compression like the figure below.
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figure 1: The aplib decompressed module of ICEID

PNG Header:
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Before we deal with the ICEID PNG steganography, I think it is a good idea to have some preview what PNG file
header format is. It will give as a clear preview how ICEID parse the .PNG header and look for its encrypted
shellcode.

The PNG file format started with 8-bytes signature header "89 50 4e 47 0d 0a 1a 0a". after this header is a chunk
structure or series of chunk structures that contains either a " critical chunks" like "IHDR", "IDAT" and etc... or

" Ancillary chunks" that may contain some attribute related to the color, pixel or metadata of the png file like
"sRGB", "gAMA" and many more.

each PNG chunks layout consist of 4 parts or 4 structure member. the figure below show the 4 parts in IHDR chunk

type.

figure 2: PNG File header Format

ICEID PNG Module Decryptor:

Now that we have some insight how PNG file format look like, lets dive in to the ICEID PNG decryptor module
("let's call it PNG module") that we already extracted earlier in the memory. This part is really interesting

especially in parsing the header. :)

The PNG module start by executing a thread that will do the following:

1. decrypt its data section (C&C url link) using same approach how it decrypt the shellcode in PNG payload file.
2. it will check the existence of the PNG file in %appdata%<randomname>/, if not

3. it will try to download it to its C&C server
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4. then it will parse and check the png file to extract and execute its shellcode.

The first task is decrypting the C&C server URL link that are place in data section that are encrypted in RC4
algorithm. the structure of data it used in decrypting this data section can be seen before a call function that will do

the decryption part.

paoaeea ;U delete structure member
push ebp BEBEBEEE ; ------ -
mow ebp, esp BEeEReEe
sub esp, 12&h pEEEEEEE EncryptedBlobStruct struc ; (sizeof=8x14,
Mo eax, offset dword_lees4pes 2EEEEees DecrypticnKeyVirtualAddrs dd ? ;
mav [ebp+var_24], offset unk_lessdaes BeeBReadL DecryptionKeySize dd ?
lea ecx, [ebp+var_24] pEEEERes EncryptedBlLobVirtualAddrs2 dd ?
mow [ebp+var_28], 8 eeaeeeeC EncyptedBlobSize dd ?
mov [ebp+var_1C], eax Geeeeele EncryptedBLeobVirtualAddrs dd ?
mov [ebp+var_18], 248h Geaeeeld EncryptedBlobStruct ends
mov [ebp+var_14], eax Eaaaeald
call func_DecryptDataBlock BRBEEREE ; ---- - - — oo

figure 3: Encrypted Data Structure

The first 8 bytes of the encrypted data section is the RC4 key and the rest is the encrypted data.

Page 4 of 8


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgRoCMcEPKDsxAcKYF67kLitniJTWcKQToJx_X2Nnzua1ygofVRklp6ZqOB8dZPym5W7aloMmdW_QFqtMjn5TO2B_CZAwOKafsMJZCNyT40AjWSbDuMWr81UZ4RjlosG0mK2XYcp9epPBQ/s709/struct.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgRoCMcEPKDsxAcKYF67kLitniJTWcKQToJx_X2Nnzua1ygofVRklp6ZqOB8dZPym5W7aloMmdW_QFqtMjn5TO2B_CZAwOKafsMJZCNyT40AjWSbDuMWr81UZ4RjlosG0mK2XYcp9epPBQ/s709/struct.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZxCDjfDxNIuRSQ3dOEBFWGAI0llGqxC9joFwjj0Ika67o95VZvQv85ShVfDL5iheC9NZBoDpptKjH1RnFNwHJT-KGt35oCH__Gzm8Zpa9G57myLt9EfNrw2Go_MmVljau0MO_YTN4DXM/s568/url.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZxCDjfDxNIuRSQ3dOEBFWGAI0llGqxC9joFwjj0Ika67o95VZvQv85ShVfDL5iheC9NZBoDpptKjH1RnFNwHJT-KGt35oCH__Gzm8Zpa9G57myLt9EfNrw2Go_MmVljau0MO_YTN4DXM/s568/url.png

https://tccontre.blogspot.com/2021/01/

figure 4: decrypting C&C server URL link

Next it will create a random name folder in %appdata% using the "username" of the infected machine.

with the use of RDTSC command to generate random character. If the module didn't find the png payload in the said

folder it will try to contact the C&C server to download it.

= (LPCVOID)dword 10@04008;
= func_CreatefppDatalir( 1i
func_StrConcat(lu, (int *)& s .png”, & [ 13;
if { !func_ReadPngPayload( s (void **)& » (int) )
|| 'func_LocatePayloadHeader( , (int) » (LPVOID *}&wE, w5) )
1
if { !func_DownloadPngPayload({void **)& , & )
|| !'func_LocatePayloadHeader( » [int » (LPVOID *)&v6, w5} )
1
return @;

figure 5: looking for the PNG payload file

Parsing PNG Header:

after reading the PNG and save it in the memory, it will start the checking in offset 0x8 (skipping the PNG header)
which is the "chunk_data_length" of the first chunk type in the header which in our case is "THDR". The way how it
parse the header to look for "IDAT" chunk_type structure is by adding:

next_chunk_type_struct = size(chunk_data) + chunk_data_length (4 bytes) + chunk_type (4byes) +
chunk_crc32 (4 bytes)

except for the start chunk_type structure where you need to include or add the PNG header size which 8 bytes.

for this topic, I created a simple python script that will parse this header and give you the basic information about the

header. it also parse the chunk_data but I place it in the debug.leg of this script.

3 -> urziac.png
k_ty| : b"IHDR"
length: 000

B R B
1 00000001 1 3 (BIG-ENDIAN)
: edlcceae i :

: bgAMAT 1 3 ] )
HEHHE S B (BIG-EMDIAM )
: 0561fcOb 1 3

: b"pHYs® 1 3 ] )
s DO00009 1 B (BIG-EMDIAM )
: Gdalefcy B

(B IG-EMDIAN)

figure 6: parsing the header
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Byte Flag and Decryption Key:

as soon as it found the IDAT chunk_type structure it will check first if the chunk_data_length > 5 then it will skip
the chunk_data_length , chunk_type and chunk_crc32 by adding 0x0c to the current pointer of the "IDAT" chunk
header. the byte in this position looks like a validity flag of the PNG. If this byte is zero, the PNG module will check
another value which is one of the parameter to the function that parse the png header which is also zero, so in this

case it will exit the flag.

loc_leaalare: 3 CODE XREF: func_ParsingPNGHdr+SAT]
lea ecx, [esi+ebp]
cmp edx, 5
jb short exitfunc
Mo ebp, [ecxtd]
sub edx, 4
add ecx, @Ch
Mo al, [ecx]
movzx  esi, al
cmp esi, edx
ja short exitfunc
test al, al ; byte flag check
jnz short loc_le@818A7
Mo eax, [edi+&] ; parameter which is alse zero
test eax, eax
jz short exitfunc
Mo esi, [edi+@Ch]
test esi, esi
jz short exitfunc

figure 7: byte flag
after this byte is the 8 byte RC4 decryption key followed by the encrypted shellcode using this RC4 key. the python

script I mentioned earlier will parse the RC4 key, extract the shellcode and check the shellcode header and entrypoint

by dis-assembling it using capstone python library.
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: IDAT chunk_type found
: checking the 1ceid 1dat data walid byte flag....
: non-zero 1dat chunk data byte flag .
: RC4 decryption key: b' aFL7555297c52baa" dec_key_size:
: enc_data_size: Oxa5913
: erc_data_ofs: Ox68
0x100 byte swap table

02t .
120 13!
3207 1330
Tggt 1331,
42", 43",
"§2", '53",
w3t

1b2'|
1o
"d2* E]
‘g2, "e3d’
KSA table us'mg the dec

MR M T kg @ e S
“h=h-h-h-h-h-h-h-h-h-h-h-h-+h-h

B

ER T T
SIELM e
whkowmp F B

"3

"3a" )
7 44 aa "25" E|::1
: DWORD ('I'ltt'lel ‘shellcode_header: 01020100
: DWORD (1ittle) total_emcrypted_size: 000a5918
: DWORD (little) shellcode_entrypoint: 0O000009c
: DWORD (11ttle) shellcode_size: OO000151F
shellcode extracted: urziac.png_shellcode.bin

g8 LD

LA e P T g 7 s
o
[ T R

.F
c
9
C
3
a
5
&
1
2
2
]
.F
1
1
1
1
1
1
1

0x0004009¢ & ebp

00004 009d: ebp, esp

0004 009 T = esp, Oxd70

0x000400a5 & dword ptr [ebp

Ox0004 00ad : h ebx

00004 00aa: es]

(0004 00ab : v edi

O 004 00ac : Ox40324

0x0004 0002 eax, dword ptr fs:[0x30]
0x0004 0008 : ; ebx, ebx

0x000400ba: eax, eax

00004 00bc : j Ox40324

Ox000400c2 : eax, dword ptr [eax + Oxc]
0x000400c5 & ecx, dword ptr [eax + Oxlc]
O 0004 00c8: ecx, BcH

00004 00ca: je Ox30324

0x 0004 00d0: ecx, -0x10

Ox 0004 00d3 : ] Ox40324

0x 0004 00d3 = eax, dword ptr [ecx + Ox23]
00004 00dc : eax, eax

00004 Bide = ] Oxd Ole 7

0x0004 000 al, byte ptr [eax]
00004002 - " byte ptr‘ Ifebp - 51,

D004 De 5 2 04 00eb

00004007 - byte ptr [ebp - 51, Ox43
0o 00 D0eb : ecx, dword ptr [ecx + Owxlg]
OO0 Dlee BCM, BCH

00004 000 ] Ox40324

0x 0004 0076 & eax, OxSaid

00004 007 - word ptr [ecx], ax

Q0004 00Fe : ] Ox40324

Ox 00040004 & es1, dword ptr [ecx + Ox3c]

figure 8: script tool parser

Conclusion:
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In this analysis we learned how PNG file can be used as a weapon to hide the malicious code and how malware

keeps on updating their tools to bypassed detection.

Also thanks to the community for sharing the samples :)

Samples:

shal: 9a07f8513844e7d3f96c99024fffe6e891338424

shal: 1ab6006621c354649217a011cd7ca8eb357c3db4

shal: c1faa9cb4aa7779028008375e7932051ee786a52

shal: 481bcOcbdcaelcd40b70b93388bf4086781b44b4
https://www.virustotal.com/gui/file/45520a22cdf580f091ae46c45be318c3bb4d3e41d161ba8326a2e29f30c025d4/details
https://www.virustotal.com/gui/file/e6e0adcc94c3c4979eal659c7125allaa7cdabe24a36f63bfelf2aeee2c5d3al/detection
https://www.virustotal.com/gui/file/cc1030c4c7486£5295444acb205fa9c9947ad41427b6b181d74e7e5fede6f8a9/details

https://www.virustotal.com/gui/file/f6ea81aaf9a07e24a82b07254a8ed4fcf63d5a8e6ea7b57062f4c5baf9ef8bf2/detection
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