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 Tool: NOOPDOOR

Names
NOOPDOOR
HiddenFace

Category Malware

Type Backdoor

Description

(Cybereason) NOOPDOOR is a 64-bit modular backdoor which employs DGA-based C2

communication. The backdoor is seen to be loaded by NOOPLDR, which is responsible for
decrypting and executing NOOPDOOR.

Information <https://www.cybereason.com/blog/cuckoo-spear>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.noopdoor>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool NOOPDOOR

Changed Name Country Observed

APT groups

  Stone Panda, APT 10, menuPass 2006-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=0d486f8b-072f-4703-83d4-322ea23fd030
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