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 Tool: The CloudSorcerer

Names The CloudSorcerer

Category Malware

Type Reconnaissance, Backdoor, Info stealer, Downloader, Loader

Description
(Kaspersky) The backdoor module begins by collecting various system information about the
victim machine, running in a separate thread.

Information
<https://securelist.com/cloudsorcerer-new-apt-cloud-actor/113056/>
<https://securelist.com/eastwind-apt-campaign/113345/>

Last change to this tool card: 27 August 2024

Download this tool card in JSON format

All groups using tool The CloudSorcerer

Changed Name Country Observed

APT groups

  CloudSorcerer [Unknown] 2024-Jul 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8076eecb-18b5-4122-90f4-ec322cd54b30
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