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Keyhole is a multi-functional VNC/Backconnect component used extensively by IcedID/Anubis. While the malware
contains functionality that has been previously reported on as typical VNC and HDESK capabilities, a general lack of
technical information appears to exist around some of the expanded functionality currently present. In fact, the

functionality we mapped out for the main Keyhole component rivals that of IcedID itself:

e Collect system information

e VNC

¢ HDESK

¢ Socks/Backconnect

¢ Console command detonation via cmd.exe or powershell
o Multiple methods of injecting explorer.exe

¢ LDAP queries

* File retrieval from infected systems

» Hijacking browser profiles

» Deleting browser profiles

e Lower security of running browsers via command line manipulation
e Checking for webcam existence

» Taking pictures with webcam

e Turning on microphone in registry for apps

o Enumerating servers and shares in network

Portions of this functionality are spread out over multiple open-source reports but significant analysis appears to be

missing on several noteworthy improvements.

Technical Overview

Initial loader piece:

The initial component involves a loader that can handle both PE files or shellcode versions of the main component; they
also can utilize a custom PE loader with mangled headers. Ultimately the loader is responsible for decoding and loading

the core module and executing it properly.
Decoding Core Module:

The core module is encoded using a 256 byte array of swap values, (key). After locating the initial blob containing the

key values, a parsing algorithm is implemented to create the array.
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Unparsed Key Blob:
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An integer is given to decide how many bytes to pull from the unparsed blob. This integer will double in size until the
value exceeds 256. Adding 1 to the amount of times the integer could double before exceeding 256 will be the number of

bytes pulled.

Finding an integer to decide how many bytes to pull that is not 0 will result in different behavior. The first time this
happens, the appropriate amount of bytes will be added followed by the addition of a null byte. All bytes until the next 0
will be grabbed, and the process repeats until the key len is 256.

Python: Parse Key
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def parse_ke y[key blob) :
key = b
key += by es ([key blob[0]1)
kb = key blob[l:]
kl len(key_blob) - 1

z

bl += 1

if ¥b[i] == 0:
key 4= Kb[i+l:i414bl]
i+=1 + bl

else:

if z == (:
z =1
kd = b'"\x00".join(kb[i+l:].split(b'\x00"}[:2])
key += kd
i 4= len(kd)

else:
ey += kb[i+l:i+l+bl]
i 4= 1 4+ bl

return key

from binascii impeort hexlify, unhexlify
key_blob = unhexlify(b'CCC EOR1456860

SeBC

002REBETS7

print (hexlify{parse key(¥ey blob}))

b'cc2ac8f79720a1498

[T+

o

63e2854ae6c096ededsfd9976a421a8

Parsed Key / Encoded Core Module
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- Key: Swap Values

- Encoded Core Module
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To decode the core module, each byte in the encoded module will be used as an index value. The byte in the key at that

index will replace the encoded byte.
Python: Decode Core Module

Press enter or click to view image in full size

key = b'\xcc\x2a\xef \xET\x5T\xe
encoded core module = b'\x00\xOM\xO00AX1IOAX00\X00\X00N\x

for i in range (len(encoded_core_module)):
o = bytes([key{encodﬁd_:ore_moﬂule[i]]]}

print (o)

b"\xechxechxoc\xde\xcchxechxoe\xee\xech k13 xeB\xce\xcT\x8a\xcchxecl\ xbb* \xceh\xech\ xd3\xe8\xcchf\ xce

Subset of Strings in Decoded Core Module

user32.dll

bad pathname
path not found
Default

TOP WND
Rt1ExitUserProcess
MS Shell Dlg
already exists
explorer.exe
move

test

auth

-err-
runasinvoker
mkdir

disk

busy
__compat_layer
invalid name
hcddir

action not found
Allow

CREATE

AD not found
Value

HIDE

Settings
WINMM.DLL

2500

disk not found
combase.dll
MOVE

divice not readed
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mdiclient

%0.8X

User32.dll

Lucida Console
ntdll.dll

memory alloc
shell32.d11l

access denied

open

error
%0.8X-%0.4X-%0.4X-%0.4X-%0.4X%0.8X}
abcedfikmnopsutw
SelectObject
GetCurrentObject
GetObjectA
CreateCompatibleDC
DeleteDC
CreateDIBSection
CreateCompatibleBitmap
GetViewportOrgEx
BitBlt

NetShareEnum
NetApiBufferFree
NetGetDCName
NETAPI32.d1l
RtlLargelntegerDivide
RtlGetVersion
NtReadVirtualMemory
NtWriteVirtualMemory
NtFlushInstructionCache
NtProtectVirtualMemory
NtAllocateVirtualMemory
LoadCursorA
GetAncestor
CreateDesktopA
GetKeyboardLayoutlist
GetKeyboardLayout
VkKeyScanA
VkKeyScanExA
VkKeyScanExW
MapVirtualKeyA
MapVirtualKeyExA
OpenClipboard
CloseClipboard
Set(ClipboardData
EmptyClipboard
EnumiWindows
SetWinEventHook
GetThreadDesktop
RegisterClassExA
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Get(ClipboardData
AddClipboardFormatListener
OpenInputDesktop
VkKeyScanll

SendInput

WinExec
GetPrivateProfileIntW
ACTIVEDS.d11l
WS2_32.d11

TRUE

name

Exec

High Definition Audio

Main component:

The main component of Keyhole can contain encoded strings, the really interesting part is that the algorithm used is the

same as a sample I analyzed in June of 2017
1cd6f992fbeee0ab6elc329e15db71fe891ae0e845867d6d30df867babe5bed6

Old IcedID string decoding routine:
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[l et 5

loc_4BABTF:

Mouzx eax, [ebp+var_4]
mouzx ecx, [ebp+var_8]
cmp eax, ecx

jge short loc_ 48ABC3

¥

MFE=

il e 5

mou
shr
mou
shl
or
mou
mouzx
add
mou
mouzx
mou
mouzx
mouzx
xor
mouzx
mou
mou

jmp

eax, [ebp+var_C]
eax, 3

ecx, [ebp+var_C]
ecx, 1Dh

eax, ecx
[ebp+var_C], eax
eax, [ebp+var_4i]
eax, [ebp+uvar_C]
[ebp+var_C], eax
eax, [ebp+var_4u]
ecx, [ebp+arg_#a]
eax,
BCX,
eax,
ecx, [ebp+var_4u]
edx, [ebp+arg_4]
[edz+ecx], al
short loc_L4BAB73

ecx

byte ptr [ecx+eax]
byte ptyr [ebp+var_C]

loc_48ABC3:

mou eax, [ebp+arg_4]
mow esp, ebp

pop ebp

retn

stringDecrypt_48AB46 endp

Ll e 55

loc

mow
add
mow

_4BAB73:
ax,
ax,

[ebp+var_4], ax

[ebp+uvar_4]
1

Keyhole string decoding routine:
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L

loc_322669:
movzx ecx,
mouzx edx,

[ebp+uvar_4]
[ebp+var_8]

[l i =

mou
shr
mou
shl
or
mouvzx
add
mou
mouvzx
mou
MoOVZEx
mouvzx
xor
mouzx
mou
mou

jmp

cmp ecx, edx
jge short loc_3226A9
Y
il et 5=

eax, [ebp+var_C]
eax, J loc_3226A9:
ecx, [ebp+var_C] mou eax, [ebp+arg_4]
ecx, 1Dh mow esp, ebp
eax, ecx pop ebp
edx, [ebp+var_4] retn
eax, edx stringDecrypt_322638 endp

[ebp+var_C], eax

eax, [ebp+var_4i]

ecx, [ebp+arg_#a]

edx, byte ptr [ecx+eax]
eax, byte ptr [ebp+var_C]
edx, eax

ecx, [ebp+var_4]

eax, [ebp+arg_u]
[eax+ecx], dl

short loc_32265D

Ll i =]

_32265D:

loc
mou
add
mou

ax, [ebp+var_4]
ax, 1
[ebp+var_4], ax

Decoding the strings in Keyhole took only a small edit in my old IcedID IDA script:

def gen_key(k):

return(((k << 0x1d) | (k >> 3)) & Oxffffffff)

for addr in XrefsTo(@x322630, flags=0):

addr = addr.frm

addr = idc.PrevHead(addr)
while GetMnem(addr) != "push":
addr = idc.PrevHead(addr)

print(hex(addr))

data_addr = GetOperandValue(addr,®)

xork_init = Dword(data_addr)

data_addr += 4

length_delta = Word(data_addr)

data_addr += 2

length = (xork_init A length_delta) & Oxffff

out =
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xork = xork_init

for i in range(length):

xork = gen_key(xork)

xork += i

out += chr((Byte(data_addr) A (xork & @xFF)) & OxFF)
data_addr += 1

if out[-2:] == "\x00\x00':

print(out.decode('utf16"'))

MakeRptCmt(addr, out.decode('utf16').encode('ascii'))
else:

print(out)

MakeRptCmt(addr, out)

The main component of Keyhole also expects a parameter to be passed, this address will be the shellcode blob from the

previous loader component.

push esi
mou esi, [esp+344h+arg 4]
test esi, esi

jnz short loc_31999E

I

loc_31999E:
cmp byte ptr [esi+16Ch], 4
jnz short loc_3199B6

First a DWORD value is pulled out, which will eventually be used as the initial seed value for the XOR loop:
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Y
loc_319BED:
mow ebx, [esi+14Dh]
test ebx, ehx
jz short loc_ 319C33
L J
I
push 14Fh
push 8
call ebp ; GetProcessHeap
push eax
call ds:RtlAllocateHeap
mou edi, eax
test edi, edi
jz short loc_319BDE

v

t, [esp+358h+var_334+4]

g

Fset unk_32C838 ; SetProcessDpifAwarenessContext
~ingDecrypt_ 322630
2

hl

Next every byte after the DWORD is pulled out and run through a XOR loop where the initial seed value is manipulated

v
Ll s =]

Xor
nop

BeCx,

BCX

every iteration, we can also see below that the blob being decoded is 0x14e bytes in length:

ol s 5

loc_319C18:

mov al, [esi+ecx+151h]
imul ebx, 343FDh

add ebx, Z269EC3h

®or al, hl

mou [ecx+edi], al

inc ecx

cmp ecx, 14E

jb short loc_ 319C18

The decoded blob turns out to be the config for the main Keyhole component, so the loader component passes the config

in itself off to the main component as a parameter. After decoding we have a few values that will be used for C2

communications:
', ', ", "\xbb\xa2\xbd\x9e\x1f\x8b\x08\x08",
e 0
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II’ ll’ I‘, ll' Il’ .l, ll’ Il’ lI’ Il’ ||’ ll, Il’ I\X90\X1fl]

A few values we can see, especially the C2 address but also the C2 traffic marker of “\x1f\x8b\x08\x08’ and the port

0x1f90 which is 8080.

Get Jason Reaves’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

Functionality

As mentioned the malware will retrieve some basic information about the infected system:

LAp sivoru

lea eax, [esp+inih]
mou [esp+358h+var_ 2AC], 11Ch
push eax
call j_RtlEGetUersion
test eax, eax
jnz short loc_319a86
: y : y
ol = Lol e [=]
mouzx eax, [esp+3uCh+var_2A4]
mov ds:HajorVersion, al loc_319n86:
mouzx eax, [esp+3uCh+var_2A8] mov dword ptr ds:HajorVUersion, 6
mov ds:HinorVersion, al mov ds:word_32a384, A
mov ax, [esp+34Ch+var_29C]
mov ds:BuildHumber, ax
mouzx eax, [esp+3uCh+var_194]
mov byte ptr ds:word_32A384, al
movzx eax, [esp+34Ch+var_1BE]
mov byte ptr ds:word_32A384+1, al
jmp short loc_319A99
|
Yy
ol e [-=]
loc_319A99:
XOFps xmmd, xmm@
mouv [esp+34Ch+var_38C], 8
lea eax, [esp+34Ch+var_ 334+8]
push eax
movups [esp+358h+uvar 334+8], ZmmA
movups [esp+358h+uvar 324+8], ZmmA
call ds:GetHativeSystemInfo
cmp word ptr [esp+358h+var 334+4], 9
now eax, 28h ; " °
now ecx, 48h ; '@’
CMouVZ eax, ecx
now ds:SystemBitness, al
mov al, [esi+16CH]
test al, al
jz loc_319BED

It can also enumerate servers and shares in the network and leverages LDAP queries in the process:

Page 11 of 18



https://medium.com /walmartglobaltech/keyhole-analysis-60302922aa03

loc_323B7A:

lea eax, [esp+BAkh+var_68]

push eax

push 32ELCEBH ; Active Directory]|]|
call stringDecrypt_322630

mou esi, [ebx]

lea eax, [esp+BACh+var_60]

add esp, &

push eax

call ds:1strlenf

push eax

lea eax, [esp+BABh+var_60]

push eax

push esi

call sub_3219BA

1lea eax, [esp+BBBh+var_98]

mou dword ptr [esp+BBEBh+var_6C], 1
moy [esp+BBBh+var_708], eax

1lea eax, [esp+BBBh+var_48]

push eax

push 32D688h ; (objectClass=computer)
mou [esp+8B8h+var_8A], @

mou [esp+8B&h+var_7C], @

mov [esp+BB8h+var_78], @

call stringDecrypt_322630

lea eax, [esp+BBEh+var_48]

mou dword ptr [esp+BEBh+var_68], 311868h
mow [esp+BB8h+var_74], eax

lea eax, [esp+BBBh+var 80]

push eax

moy [esp+BBCh+var_64], ebx

call sub_327CHBA

add esp, 18h

test eax, eax

jz short loc_323C15

File retrievals are limited in size to roughly 33MB:

Press enter or click to view image in full size

v
s =
jg short loc_3180B3
1
L]
=
cmp [esprarg_C], 20080006h
jbe short loc_2180FC
1
‘ ¥ ¥ v ¥
HE] [l i (=]
3188B3: loc_3186FC:
eax, [esp+arg_14] lea eax, [esp+arg_14]
] eax push eax
1 32D02F 8h ; —file is wvery big to transfer push 32CF9Ch ; *%I6ku
stringDecrypt_322638 call stringDecrypt_322638
esi, [edi+h] push [esp+8+arg_10]
eax, [esp+B+arg_14] lea eax, [esp+BCh+arg_14]
esp, 8 push [esp+BCh+arqg C1
Browsers

For Chrome the module can copy the User Data to a new folder in temp:
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— g e
1ea eax, [esp+4bh+var_ 48]

push eax

push offset unk_32C96C ; “\Google\Chrome\User Datal
call stringDecrypt_ 322638

1lea eax, [esp+48h+var_4@]
push eax
push offset aC RN

push [esp+58h+arg_A]

call CopyBrowserProfileData 31B628
add esp, Shh

retn

Along with the parameter of ‘C\\’ we can see below that the folder structure will be built under temp:

sub esp, BAGBh
push esi
push offset unk_32A834 ; DWORD
=0 esi, esi
call ds:RtlEnterCriticalSection
lea eax, [esp+BAG4h+var_AZ2A]
push eax ; _DUWORD
push 84 5 _DUWORD
call ds:GetTempPath¥
test eax, eax
jz loc_321B8FA
Y

FIEE

mov eax, ds:dword_32A614

push ebx

push edi

mou edi, ds:1strcat¥

add eax, 44h ; 'D°

push eax

lea eax, [esp+BA7Ah+var_AZ2A]

push eax

call edi ; 1lstycati
push offset asc_32F428 ; "W

lea eax, [esp+BA7ABh+var_A28]
push eax

call edi ; 1lstrcaty

mou ebx, ds:CreateDirectoryV
lea eax, [esprBAGCh+var_A28]
push esi

push eax

call ebx ; CreateDirectory
push [esp+BAGCh+arg_L4]

1ea eax, [esp+BA7Ah+var_AZ2A]
push eax

call edi ; lstrcaty

lea eax, [esp+BAGCh+uar_B18]
push eax s _DWORD

In this case with a flag value of 0 we end up having the profile copied to:

%STEMP%\D\C\

Browser are manipulated in a similar way that old banking trojans used to do it, the module contains code for hooking

NtCreateUserProcess which will then look for browsers to be spawned:
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M=

1ea eax, [esp+58h+var_48]
push eax
push 32E448h ; firefox.exe
call stringDecrypt 322638
add esp, &
lea eax, [esp+58h+var_4@]
push 8Bh
push eax
push [esp+6Bh+arg_28]
call ds:StrCmpHIUW
test eax, eax
jnz short loc_3256BE

Y

=

ds:dword_32A838, 2
short loc_3256BE

Yy
ol et =]
loc_3256BE:
lea eax, [esp+58h+var_4a]
push eax
push 32CC7Bh : chrome.exe
call stringDecrypt_322630
add esp, &
1lea eax, [esp+58h+var_4a]
push BAh

This lets the core module manipulate the command lines of the browsers, however it does more depending on which

browser is found to be executing.

Chrome

- Copies profile data to
- %TEMP%\D\C\

- Modifies command line
- --user-data-dir="

- " --ash-force-desktop --disable-3d-apis --disable-accelerated-layers --disable-accelerated-plugins --di

FireFox

- Reads default profile path from profiles.ini file

- Copies default profile to
- %TEMP%\D\F\

- Edits prefs.js
- user_pref("browser.preferences.defaultPerformanceSettings.enabled", false);
- user_pref("layers.acceleration.disabled", true);

- Modifies command line

u

- --no-remote -no-deelevate -profile

Edge
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- Sets registry keys
- SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Layers
- C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe="" WINSRTM
- Copies profile data to
- %TEMP%\D\E\
- Modifies command line
- --user-data-dir="

- " --ash-force-desktop --disable-3d-apis --disable-accelerated-layers --disable-accelerated-plugins --di

Internet Explorer

- Modifies registry
- Software\Microsoft\Internet Explorer\Main
- NoProtectedModeBanner=1
- TabProcGrowth=0
- Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
- 2500=3
- Modifies command line

- -nomerge -noframemerging -nohome

Keyhole can also perform injection into newly started explorer processes in a variety of ways:

Press enter or click to view image in full size

uEp UIFUFL LT [ EdX], Ooio5 o n LUL_asiawii

jnb short loc_3217C3 lea eax, [esp+iC8hevar_1CE]
push A%
push JZETHER 3 cnd.exe fc start "™
call stringbecrypt_ 3226308
add esp, &
lea eax, [esp+iCBhevar 1CE]
push EH
lea eax, [esp+iCCh+var_184]
push eax
call ds:lstrcpyn
push [esp+iCBh+aryg_0]
lea oAy, [esp+ICChsvar_104]
push Bax

call ds:lstrocath
push [esp+iGBh+aryg_4]

lea eax, [esp+1CGhevar_104]
push pax

call sub_318374

add esp, 1000

Fetn

sub_321770 endp

g

eax, [espe1CBNheuar_108]

eax

J2ZED20N0 i ond.exe f¢ start Juait explorer.exe /factory, {7SOFF2bT-6936-4c06-aBbb-676a7b0Ab2ND}
stringbecrypt_322630

[esp+iDdh+rarg_ 4]

eax, [esp+iblh+uar_1C8]

¢ax

sub_318370

esp, 10h

TF My

ds:5leep

P

loc_3217C03:

lea gax, [esp+1CER+uar_108]

push eax

push A2E9CChH ; explorer.exe shell:nycomputerfolder

call stringbecrypt_322630

For BackConnect commands:
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Press enter or click to view image in full size

loc_ 15952
crp

al.
inz Shark bae_ 215148

lec_295168:
g al, 1
Jnz sharl loc_JN5073|
L ]
i 5
Roc_315173:
ap al, 12k
inz shart e 11510
—r——

ac _3HFTE:
e al, 13h

o Ahark lec_TUS1HF

" —

1oe_F15189:
g al, 14h
jinz loc 11576k
|

+ 1
}

= = | = = )

push  nFFset StartSncks_31G598) (push  affset Fllellnsger_31ka70| [push  oFfset GossoleGnd_ 923570 [push  offset Tune_ba_Wicreghane_Rrcess_azsane]

inp short loc 515104 1ep shork lec_J151%6 i shart loc Fi5H86
]

) ti%
= =

plsh  [espeAChivas 17
push  [esgesenovar_ | |bee_a1E1ee:
e

call  Startubm_szades | [u wax, [eipriBhevar_78]
add =9, 8 push wan
g sheet Loc_sisunn| [pash  esi

eall  sub_3F6IAE

adn w3p, BEA

For console command line detonation a string is expected for either powershell or cmd detonation:

Press enter or click to view image in full size

|:=a11 edi : send S ||

'

loc_ 3236701 ; _DMORD
push ]
push 1 7 _DuDHD
Llea vax, [esprZCEhsvar_2EO+d]
[push rax : _DMORD
push  esi : _OMOHD
call dsrecy
cnp vax, 1
jmz loc_d2383E
1
L
=
oy al, byte ptr [esp+2Cihevar 2810+3]
chp al, 63k ; "¢
inz short Loc_32R6AZ
I
loc_J236R2:
g al, Toh ; 'p°
jnz Lloec_321812
= =
eax, ds:0FF_FI2518 ; cnd.exe SE chep 45081 &R c: BN cd e (now nax, ds:0FF_RI251C ; powershell.exe - “[Console]::OutputEncoding = [Console]::
short loc_3ZF6AF

Also above it can be seen for commands related to the microphone, these are primarily related to manipulating registry
values:

Press enter or click to view image in full size
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ds:dword_S2R000, eax

eax, [esp+iSuheuar_100]

Ban

I2CESRN ; SOFTUAMRENHicrosoftyMindows\CurrentUersionyCapabilityAccessManagerytonsentStoreynicrophone
duard ptr [¢5p¢15[:|uu.1|-_11;9a-1]_ Lin ; '@’

stringhecrypt_ 322630

esi, ds:IHSetUalusn

eax, [esp+iSCh+uar_100]

Bsp, #

&
offset anllow : "Allowm™
1

offset alalue  ; “Uslue®
Bax

BEANERARIN

esi ; SHSetValueh

eax, [espeiSihevar_100]

Pax

32EDALR 7 SOFTUAREMHicrosoftyWindows\CurrentlUersionyCapabilityAccessHanageryConsentStore\nicrophone\HonPackaged
stringbecrypt_322630

esp, &

eak, [espriS4h+uar_100]

offset anllow ; "ALlow*
1

offset allalue ; CUaluet
Bax

BRDERABIh

esi ; SHSetValueh

eaw, [espsishh+uvar_100]
Ban

3202180 : SOFTUAREZMicrosoftyWindouss\Currentlersion\ExploreryStuckReckss
stringbecrypt_322630

BSp,

Bax, [Espeisuhsuar_149s1]

eax ; _DUORD

eax, [espriS@h+var_180]

L H

1} ; _DUoRD

offset asettings ; “settings”

- Facneddibinae Af07

After the modifications the explorer will be restarted.

o SOFTWARE\Microsoft\Windows\CurrentVersion\Capability AccessManager\ConsentStore\microphone\NonPackaged
e SOFTWARE\Microsoft\Windows\Current Version\Capability AccessManager\ConsentStore\microphone
¢ SOFTWARE\Microsoft\Windows\Current Version\Explorer\StuckRects3

e cmd.exe /c taskkill /f /im explorer.exe && start explorer.exe

YARA

rule keyhole_32

{

strings:

$config_decode = {694d0cfd43030081c1c39¢2600894d0c}
condition:

all of them

}

rule keyhole_loader

{

strings:

$64exe = {5390 9cbb be@c c453 9d5b 5290}
$64d11 = {7809 7407 7305 eb@3 3941}
$32exe = {770c 569c cleb QacT ee@9 f7d6}
$32d11 = {5781 f7fc 46d8 5083 c728 bfob}
condition:

any of them
}

I0CS
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Sample hash

742a61cc1157529tb98b757fb879616Ffc2b54e4d4ff08c9b9d5bbdcec868c2a

Command Line

powershell.exe -c "[Console]::OutputEncoding = [Console]::InputEncoding = [System.Text.Encoding]::GetEncoc
cmd.exe /K chcp 65001 &% c: && cd c:\

cmd.exe /c taskkill /f /im explorer.exe &% start explorer.exe

cmd.exe /c start /wait explorer.exe /factory, {75dff2b7-6936-4c06-a8bb-676a7b00b24b}

explorer.exe shell:mycomputerfolder

explorer.exe shell:mycomputerfolder

Browsers with params:
--user-data-dir="

--ash-force-desktop --disable-3d-apis --disable-accelerated-layers --disable-accelerated-plugins --disable

--no-remote -no-deelevate -profile

File activity:

%TEMP%\D\C\
%STEMP%\D\F\
%STEMP%\D\E\
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