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File Name ekrnview.exe

File Size 98816 bytes

File Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 96986b18a8470f4020ea78df0b3db7d4

SHA1 431c792fcc8ba9b58f0ffde5c8fe6fd93066ecd5

SHA256  2eb447785e5b35c42d842706d593a907d0bdbc50ad9d0327c3591ac4ef17cebe

Page 4 of 16


https://blog.alyac.co.kr/2160
https://blog.alyac.co.kr/2160

https://blog.alyac.co.kr/2219

L

(12! 4] ACE 2% The L 2 7% 5}

ot

2 ot LR oll= thEat 22 nfed S0| ZeE o] JUSFLHICH

A

- About SysAid and our customer commitment.pdf

- Bug Fixes 17 - Cloud.pdf

- Cloud Release Notes _ SysAid.pdf

- Contact Us.png

- Contact Us.txt

- How to download SysAID 18 for Windows.txt

- InstandDemo-Preview.png

- Read up on SysAid.pdf

- Thumbs.db.Ink

- Vendor-Landscape_Mid-Market-Service-Desk-Software.pdf

"How to download SysAID 18 for Windows.txt' Tt/ 0f| = C}2 1} Zt0| 'SysAid 18 Download' CHFH2 2= LH 0| Z&HE| 0]
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StringData

namestring: not present
relativepath: .\100m.bat
workingdir: C:\Users\john\Desktop
commandlinearguments: not present

iconlocation: \\103.225.168.159\c$\windows\system32\PerfCenterCpl.ico

}
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[O2 5] A& = 2 T (Startup) 4 20| M E of M mpd 5t
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0| oM Tl 2 'GuiCache.db' H|0|E{ 2} TDR_RESOURCE' 2| AA LHE0]| H 2ol E=E A| =L C
v0 = GetModuleHandleW(0i64);
vl =v0;

if (v0)

Page 6 of 16



https://blog.alyac.co.kr/2219

v3 = FindResourceW(v0, (LPCWSTR)0x6F, L"IDR_RESOURCE");

vd =v3;

if (v3)

v5 = LoadResource(v1, v3);
if (v5)
{
v6 = LockResource(v5);
if (v6)
{
v7 = SizeofResource(v1, v4);

v8 = LocalAlloc(0x40u, v7);

Je|nst=agE HEAM0{(C2) MEHZ

=Y
[SES= PN

- http://www.alahbabgroup.com/bakala/verify[.]php (198.96.95.58)

- http://103.225.168.159/admin/verify[.]Jphp

- http://www.khuyay.org/odin_backup/public/loggoff[.]php (170.239.84.243)

- http://47.91.56.21/verify[.]Jphp
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Lo

[O& 6] st=R Y & ™A 0{(C2) 2tH

lea rcx, [rbp+6260h+var_6220] ; IpBuffer

mov  [rspthMem], r13
mov  1bx, rax

mov  [rsp+arg_18], r13
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call

lea

mov rdx, r15

ea 18, [rspthMem]

lea
call
lea
mov
lea rdx, SubKey
mov
call
mov
lea
mov

lea

lea

'GetComputerNameA' API

'"ProdcutName’ Zf2 S35l Windows
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cs:GetComputerNameA

rax, [rbp+6260h+var_6220]

rcx, [rbp+6260h+var_6220]
sub_140001C40
18, [rbp+6260h+phkResult] ; phkResult

[rbp+6260h+nSize], 100h

; "SOFTWARE\\Microsoft\\Windows NT\\Curren"...

rcx, OFFFFFFFF80000002h ; hKey
cs:RegOpenKeyA

rcx, [rbp+6260h+phkResult] ; hKey
rax, [rbp+6260h+nSize]

qword ptr [rsp+dwService], rax ; IpcbData
rdx, ValueName ; "ProductName"

rax, [rbp+6260h+Data]

SEAE=
st+8

02

T2/ HTTP POST S41 THH0| A T2 T} ZH0| 07} W42 AMR ElLICH
- alive

- name

- key

- page

- session_data
lea
mov  IcX, rbx
call
mov  IcX, rbx
call cs:LocalFree
mov  edx, 20000h
mov

call cs:LocalAlloc

ecx, 40h ;

18, [rsp+arg_28]

sub_140001C40

; hMem

; uBytes

uFlags
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mov  rl4, qword ptr [rbp+6260h+cbSize]

lea rdx, aAliveVerify_se ; "alive=verify_session&name=%s&key=%s&page=%s&session_data="
mov 19, [rsp+arg_18]

mov rl2, rax

mov 18, [rsp+hMem]

mov  rdi, rax

XOr  eax, eax

mov  [rsp+20h], r14

mov  ecx, 20000h
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- C:\Users\idans\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
- C:\Users\ronpe\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
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'APT-C-27 (Goldmouse): Suspected Target Attack against the Middle East with WinRAR Exploit'
- MD5 : 314e8105f28530eb0bf54891b9b3ff69

- MD5 : 102d3104a010e49f92a6903adc92c449
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- C:\Users\Albany\documents\visual studio 2012\Projects\New March\New March\obj\Debug\New March.pdb
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- C:\Users\Albany\documents\visual studio 2012\Projects\New March\WriteString\obj\Debug\WriteString.pdb
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