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& Tool: NetSupport Manager

Names

Category

Type

Description

Information

Malpedia

NetSupport Manager
NetSupport Manager RAT
NetSupportManager RAT
NetSupport RAT
NetSupport

Tools

Backdoor

(Palo Alto) This RAT is typically used for legitimate purposes allowing administrators remote
access to client computers. However, malicious operators are installing the RAT to victim’s
systems allowing them to gain unauthorized access. The use of this NetSupport Manager RAT

for unauthorized access has been observed in phishing campaigns since at least 2018.

<https://unit42.paloaltonetworks.com/cortex-xdr-detects-netsupport-manager-rat-campaign/>

<https://www.bleepingcomputer.com/news/security/microsoft-warns-of-massive-phishing-

attack-pushing-legit-rat/>
<https://asec.ahnlab.com/en/45312/>

<https://blogs.vinware.com/security/2023/11/netsupport-rat-the-rat-king-returns.htmI>

<https://blog.talosintelligence.com/detecting-evolving-threats-netsupport-rat/>

Last change to this tool card: 27 August 2024
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APT groups
FIN7 [ ] 2013-Jul 2024
Other groups
CoralRaider 2023-Feb 2024
Scully Spider, TA547 [Unknown] 2017-Mar 2024
TAS511 [Unknown] 2018-Oct 2020

4 groups listed (1 APT, 3 other, 0 unknown)
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