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GoldDigger  Malware analysis  Trojan

released a report about a previously unknown Android

Threat Intelligence
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Gigabud

Key findings

Group-IB’s Threat Intelligence unit discovered a previously unknown iOS Trojan
GoldPickaxe.iOS that collects identity documents, SMS, and facial recognition data.

The GoldPickaxe family is available for both iOS and Android platforms.
The suite of sophisticated Trojans developed by GoldFactory has been active since mid-2023.

GoldFactory is believed to be a well-organized Chinese-speaking cybercrime group with close
connections to Gigabud.

Social engineering is the primary method used to deliver malware to victims’ devices across the
whole family of GoldFactory Trojans.

GoldPickaxe.iOS is distributed through Apple’s TestFlight or by social-engineering the victims
to install an MDM profile.

GoldPickaxe Trojans collect face profiles, ID documents, and intercept SMS. To exploit the
stolen biometric data from iOS and Android users, the threat actor creates deepfakes using Al
face-swapping services to replace their faces with those of the victims. This method could be
used by cybercriminals to gain unauthorized access to victims’ bank accounts.

Victims of Trojans developed by GoldFactory are located in Vietnam and Thailand.

Following the publication of the initial report about GoldDigger, Group-IB’s researchers identified
a new variant of malware named GoldDiggerPlus.

GoldDiggerPlus extends the functionality of GoldDigger and enables the threat actors to call
its victims in real time.
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It is achieved through a specially designed APK, dubbed GoldKefu by Group-IB. When the
victim clicks on the contact customer service button fake alert, GoldKefu checks if the current
time falls within the working hours set by the cybercriminals. If it does, the malware will try to find
a free operator to call through. It is as though the cybercriminals are running a real customer

service center.

All the Trojans identified in this report are in the active stage of evolution.

Introduction

first known

version of the GoldDigger malware

IB Fraud Protection
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GoldDigger is the classic Android banking Trojan that abuses Accessibility Service and grants
cybercriminals control over the device

GoldDiggerPlus is also an Android malware that extends the functionality of GoldDigger

GoldKefu, an embedded Trojan inside GoldDiggerPlus, contains web fakes and enables voice
calls to be made to victims in real-time

GoldPickaxe is a Trojan designed for both iOS and Android platforms. GoldPickaxe is used to
harvest and exfiltrate personal information from victims as well as biometric data.

the Bank of Thailand instructed banks
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news emerged that a
Vietnamese citizen fell victim to a malicious mobile application

the State Bank of Vietnam (SBV) has outlined its plan to mandate the use of facial authentication
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From a clickto a coin mine. Infection chain
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According to Thailand Banking Sector CERT (TB-CERT)
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the Gigabud malware, described by Group-IB researchers
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CryptoRAM campaigns TestFlight

platform
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manipulation of Apple devices through Mobile Device Management

Apple ecosystem
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Thai Cyber Police
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The victim opens the URL.

The system notices that the website is trying to download a configuration profile and asks for
permission to install it.

After, the victim must press a button, indicating that they trust this configuration.

Safari automatically opens the URL.

Finally, the website asks the victim to authorize the installation of the Trojan.
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used by Thai financial organizations

Thai police have confirmed
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Listening is gold: analyzing technical
capabilities of Trojans developed by
GoldFactory
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GoldPickaxe Family

Fast Reverse Proxy
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The same tactics were used in Gigabud.RAT/Loan
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[common]

server_addr = #server_addr
server_port = #server_port
token = #token

[#adid]

type = tcp

local_ip = 1270.0.1
local_port = 1081
remote_port = #remote_port
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Table 1. The description of GoldDigger's commands for iOS

Heartbeat Send an alive ping to C2
init Send information about the compromised phone
upload_idcard Request ID card
face Request a video of the face
upgrade Display that the system is in use and do not use mobile phones
message

album Synchronise photo library

Upload the video with the victim’s face. Highly likely to use once

again_upload . .
network errors appear during execution of face command

destory Disable the application
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Table 2. APl endpoint descriptions for the iOS version of GoldPickaxe
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|api/apple/applyauth

|api/apple/changesignal

|api/apple/changewifistatus

[api/apple/checkdestruction

|api/apple/getfrpconfig

[api/apple/login

[apifapple/online

[api/apple/savealbum

https://www.group-ib.com /blog/goldfactory-ios-trojan/

Send status of permission

Send the result of ping

Show status of connection to WiFi network

Check on the back end if the application should be running

Get configuration for fast reverse proxy

Send a phone number and username on login page

Send after receiving “heartbeat” messages from C2

Send URL to photo
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<key>NSExtension</key=>
<dict>
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<key>=NSExtensionPrincipalClass</key=>
<string>MessageFilterExtension<key>NSExtensionAttributes</key=>
<dict>

<key=ILMessageFilterExtensionNetworkURL</key=>
<string=https://[REDACTED/api/apple/sms_</string=

</dict>

<key=NSExtensionPointldentifier</key=>
<string=com.apple.identitylookup.message-filter</string=>

</dict>
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Table 3. Description of GoldPickaxe.Android’s commands

Heartbeat - Send an alive ping to C2

Send information about the compromised phone such
as device product, brand, model, language, battery,
country, isp

sync Get current Ul node information

click Click at given coordinate

longclick Long press at given coordinate

slide Slide

Open recents

Table 4. Description of GoldPickaxe.Android’s APl endpoints

[api/app/uploadidcard Send cloud URL of the uploaded ID card images

Submit username and phone number that user keyed in on fake
login page

[api/app/login
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|api/app/getfrpconfig

|api/app/getBPackageUrl

/api/app/applyauth

[api/app/applynoauth

/api/app/changesignal

GoldDigger Family
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Get configuration values for fast reverse proxy

Retrieve URL for ‘B’ package

Report what permission it has

Report what permission it does not have

Report ping speed

Virbox Protector

GoldDigger decided to abuse Android’s

the very first variant of GoldDigger that Group-IB discovered

Page 34 of 56



https://github.com/SenseShield/Virbox-Protector
https://www.zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection/
https://www.zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection/
https://www.group-ib.com/blog/golddigger-fraud-matrix/

https://www.group-ib.com /blog/goldfactory-ios-trojan/

Page 35 of 56




https://www.group-ib.com /blog/goldfactory-ios-trojan/

Table 5. Description of GoldDigger’'s commands

Heartbeat Send an alive ping to C2

Send information about the compromised phone such
as product, brand, model, android_id, country,
language, isp, version

Get phone messages

sync Get current Ul node information

night /[ upgrade /

) Different mask modes
sunlight

VEY G Wake phone

Table 6. APl endpoint descriptions for GoldDigger

[api/app/canuninstall Check if app can be uninstalled

Update device information such as batte ercentage, SMS
[api/app/updatedevice b o P 9
permission

Update that the device has been “initialized” — additional permissions

api/a dateauth
apilapp/up Y granted, battery optimizations ignored, notifications enabled, etc
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Send device information such as: product, brand, model, android_id,
country, language, isp, version

|api/app/savedevice2

/api/app/getpackage Update targeted apps list
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Table 7 Description of GoldDiggerPlus’s commands

Heartbeat

init

sync

click

longclick

slide

Send an alive ping to C2

Send information about the compromised phone

Get current Ul node information

Click at given coordinate

Long press at given coordinate

Slide

Open recents

Home
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Agora Software Development Kit
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Table 8. Description of commands for GoldKefu

Heartbeat -

init

sync

screenshot

night [/ sunlight/
upgrade

Receive a client_id and send an alive ping to C2

Send information about the compromised phone

(Not implemented)

(Not implemented)

Different screen mask modes

Obtain phone SMS

Fake bank alert, entice victim to open the real bank app

Fake bank alert, entice victim to open the real bank app

Table 9. Combined APl endpoint descriptions for the GoldDiggerPlus and GoldKefu

[api/app/login

[api/app/applyauth

|api/app/applynoauth

[api/app/savedevicea

|api/app/savedeviceb

/api/app/getdownloadurl

Submit username and phone number that user keyed in on fake
login page

Report what permission it has

Report what permission it does not have

Send device information from GoldDiggerPlus

Send device information from GoldKefu

Get download url for b package, but unused
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/api/app/getbankconfig Retrieve configuration values for a fake bank alert

GoldFactory’s cybersecurity bonanza: the
new gold rush
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Table 10. Example of log strings from iOS application

HERB: %@ upload failed: %@

HE B E: %f Upload file progress: %f

WEEE: %@ Received the news: %@

Wi FFE1%E , websocket is disconnected: Disconnect and reconnect, websocket is disconnected:
%@ %@

K& %d Status: %d

AW %@ Conversion failed: %@

Gigabud, GoldDigger’s older brother?

recent findings of Group-IB’s Threat Intelligence unit
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Vietnamese Government information portal
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Infrastructure

Table 11. Sample of C2 - GoldDigger (left),
Gigabud (right)

ks8cbl[.Jcc bweri6[.]Jcc
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ms2ve[.]Jcc

zu7kt[]Jcc

t8bc[.]xyz

bv8k[.Ixyz

hzc5[.]xyz

Conclusion

https://www.group-ib.com /blog/goldfactory-ios-trojan/

blsdk5[.]Jcc

nnzfl[.]Jcc

appl.Jjs6kk[.]xyz

appl.lre6s[.]xyz

appl.Joc2k[.]xyz
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Group-IB Fraud Matrix

Recommendations

For Financial Organizations

Implement a user session monitoring system such as Group-IB’s Fraud Protection to detect the
presence of malware and block anomalous sessions before the user enters any personal
information.

Check out Group-IB’s webinar on the fraudulent use of neural network and deepfake
technologies

Educate your customers about the risks of mobile malware. This includes teaching them to spot
fake websites and malicious apps and protecting their passwords and personal information.

Use a Digital Risk Protection platform that detects the illegitimate use of your logos, trademarks,
content, and design layouts across your digital surface.

Maintaining a secure organization requires ongoing vigilance, and using a proprietary solution
such as Group-IB’s Threat Intelligence can help organizations shore up their security posture by
equipping security teams with the latest insights into new and emerging threats.
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For End Users

Do not click on suspicious links. Mobile malware is often spread through malicious links in emails,
text messages, and social media posts.

Download applications only from official platforms such as the Google Play Store, Apple App
Store, and Huawei AppGallery.

Tread with caution if it is necessary to download third-party applications.

Carefully review the requested permissions when installing a new application, and be on extreme
alert when applications request Accessibility Service.

Do not add unknown people to your messengers.

When contacting your bank, find and use their official contact number. Do not click on the bank
alert/pop-up if you think your device has been infected.

If you believe you have been defrauded, contact your bank to freeze any bank accounts that
your device has accessed.

Signs your phone may be infected with malware

Battery Drain. If your phon€’s battery is depleting much faster than usual, it could be a sign of
malware running in the background.

Unusual Data Usage. Increased data usage without any apparent reason may indicate a
malware infection, especially if you haven't changed your usage patterns.

Slow Performance. Malware can consume system resources, leading to slower performance. If
your phone suddenly becomes sluggish or freezes frequently, it could be a red flag.

Unfamiliar Apps. Check your list of installed apps for any unfamiliar or suspicious applications.
Some malware disguises itself as legitimate apps.

Sudden Increase in Permissions. If you notice that certain apps have gained unnecessary
permissions or if there are apps with excessive access to your device, it could be a sign of a
security issue.

Overheating. Malware can cause your phone to overheat as it strains the device's resources. If
your phone feels unusually hot, it's worth investigating.

Strange Behavior. If your phone is exhibiting strange behavior, such as making calls on its own,
sending messages without your consent, or accessing apps without your input, it could be a
sign of malware.
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Try Threat Intelligence Platform by
Group-IB

Requestademo

GoldPickaxe.iOS

GoldPickaxe.Android

GoldDigger

GoldDiggerPlus

Network

Group-IB’s Threat Intelligence platform

4571f8c8560a8a66a90763d7236f55273750cf8dd8f4fdf443b5a07d7a93a3d1

b72d9a6bd2c350f47c06dfad43ff7/baa59eed090ead34bd553c0298ad66318

d8834a21bc70fbe202cb7¢c865d97301540d4c¢27741380e877551e35belb727¢

b5dd9b71d2a359450d590bcd924f3e52eb51916635f7731331ab7218b69f3b
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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