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Cyrat Ransomware
Cyrat Python Ransomware

(mrudpoBanbUIMK-BhIMOraTe/b) (IePBOUCTOYHHUK)

Translation into English

OTOT KpUNTO-BbIMOTaTe/lb HGPyeT JaHHbIE [10/Ib30BaTe el ¢ IOMOILBI0 MeToza mHdposaHys Fernet, a 3atem TpeOyeT

By B $500 B BTC, uto6b1 BepHyTh (haityibl. OpuruHaabHOE Ha3BaHUe: B 3amMcKe He ykaszaHo. Harucau Ha Python,
ncronb3yet PyCryptodome.

OOHapy)XeHHS:

DrWeb -> Trojan.Encoder.32429
BitDefender -> Trojan.GenericKD.43738468
ALYac -> Trojan.Ransom.Python

Avira (no cloud) -> TR/Ransom.ghsqf
ESET-NOD32 -> Python/Filecoder.AB
Malwarebytes -> Ransom.FileCryptor
Tencent -> Win32.Trojan.Filecoder.Wopj
Symantec -> Trojan.Gen.MBT

TrendMicro -> TROJ_FRS.VSNTHQ20

© I'eneanorus: npeapiymue Python ransomware (® >> Cyrat

M3006pakeHrie — JIOTOTHUT CTaTbU
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K 3armmdpoBaHHbIM (aiiniam o0aB/iseTcst paciipeHue: .CYRATOB}mmaHne! Hoggle paciiiupenys, email u
TEKCThI O BBIKYIIe MO>)KHO HAalTH B KOHIIe CTaTb, B 0OHOB/IeHUsIX. TaM MOTYT ObITb pPa3/nnuyusi C IepPBOHaUaIbHbIM

BapUaHTOM.

AKTMBHOCTb 3TOT0 KPUMTO-BbIMOTaTe I MPHUILIACh Ha BTOPYIO MonoBUHY aBrycta 2020 r. OpyueHTHpOBaH Ha

dAHIJIOA3BIYHBIX HOHL3OBaTEHEﬁ, UTO He MelllaeT paClipoCTPAHATH €ro 1o BCeMy MUpYy.

3arrcka ¢ TpeboBaHKEM BBIKYIIa Ha3bIBAETCS:
RANSOME_NOTE.txt

Cojep)xaHue 3alIUCKH 0 BBIKYIIe:

The harddisks of your computer have been encrypted with an very very strong encryption algorithm.

There is no way to restore your data without a special key.

Only we can decrypt your files!

To purchase your key and restore your data, please follow these three easy steps:

1. Email the file called EMAIL_US.txt at Desktop\EMAIL_US.txt to officialintuitsoftware@gmail.com

2. You will recieve your personal BTC address for payment.

Once a payment of $1000 in btc has been completed, send another email to officialintuitsoftware@gmail.com Titled
"PAID".

We will check to see if payment has been paid.

Note: If you make your payment within 2 days, the fees would be slashed by half, that is $500 in btc

3. You will receive a text file with your KEY that will unlock all your files. You have 2 days from today being Aug-27-
2020

IMPORTANT: To decrypt your files, place text file on desktop and wait. Shortly after it will begin to decrypt all files.
WARNING:

Do NOT attempt to decrypt your files with any software as it is obselete and will not work, and may cost you more to
unlcok your files.

Do NOT change file names, mess with the files, or run deccryption software as it will cost you more to unlock your files
and Your files might be lost forever.

Do NOT send "PAID" without paying, price will double for disobedience.

Do NOT think that we won't leave your files encrypted forever because we will"

Don't know what btc is? Visit https://bitcoin.org
IlepeBoj 3aNIMCKU Ha PYCCKUH A3BIK:

Kectkue AVICKHA Balllero KOMITbIOTepa BaI.HI/ICl)pOBaHLI C O4YeHb HaJe>XHbIM a/ITOPUTMOM H.II/ICI)];)OBaHI/IH.

Bbe3 CIIejMaJIbHOT'O K/THOUd HEBO3MO>XHO BOCCTAHOBUTE BalllM JdHHBIE.
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Tombko MbI MOXKeM paciuugpoBars Bamy (aiiibi!

YTtoObI PHOOPECTH KJTFOY U BOCCTAHOBUTH JJaHHBIE, BHITIOIHUTE TPU TIPOCTHIX IIara:

1. Otmipassre daitn EMAIL_US.txt c Desktop\EMAIL_US.txt o email Ha agpec officialintuitsoftware@gmail.com

2. Bbl momyuute cBo nuHbik agpec BTC f/1s1 oniathkl.

[Tocsie 3aBepiienus ruiatexka B pazmepe $1000 B OMTKOMHAX OTIIpaBbTe elle ofHO email Ha ajpec
officialintuitsoftware@gmail.com c Temoit "PAID".

MB&!I rTpoBepyM, BHECEHa JIH OTlIaTa.

[MpuMeuaHe: eC/iv Bbl CeaeTe TUlaTeXx B TeueHue 2 JHeH, KOMUCCHsT OyzieT CHEDKeHa BABoe, To ecTh $500 B OUTKOMHAX.
3. Bel osmyuuTe TeKCTOBBIN (atin ¢ KITTFOUOM, KoTophlid pa36/i0KUpyeT BCe Baliu (aibl. Y Bac ecTb 2 AHS C
cerofHsIHero Axs - 27 asrycra 2020

BAJKHO: UtobsI pacimdpoBarh (aii/ibl, TOMeCTUTe TEKCTOBBIN (haii Ha pabounii cTos 1 mogoxauTe. Bckope mociie
3TOT0 HAYHYT paciin(poBbIBaTHCS BCe (aiibl.

MMPEAYTIPEXJEHUE:

HE nbiTatiTech paciimdpoBarh Baiiid (haitsibl C TOMOIIbI0 KaKOW-TO MPOrpaMMbl, TaK Kak OHO yCTapesio U He OyzieT
paboTath, a pacrakoBKa (aiiJioB MOXKeT CTOUTb BaM GosiblIle.

HE u3mensiiiTe nMeHa (aiinos, He CBs3bIBalTeCH C (aiiiaMu M He 3amycKaiTe TIPOrpaMMBbl /i1sl IeIIM(POBaHHS, TaK Kak
pa36I0KMpOBKa (aiiioB OyeT CTOMThL BaM JIOPOJKe, U BallK (aii/ibl MOTYT ObITh TIOTEPSTHBI HAaBCeT/a.

HE ornpaBmsitite "PAID" Ge3 oruiathl, 1ieHa 3a HEMOC/TYIIIaHUe YBOUTCSI.

HE aymaiite, yTo MBI He OCTaBUM Balllv (aii/ibl 3a1MpoBaHHBIMU HaBCeTZa, TIOTOMY UTO MbI "

He 3Haete, uto Takoe BTC? [Toceture https://bitcoin.org

Taxxke ncronb3yetcs daiin EMAIL_US.txt, KOTOpBIH HY>KHO OTIIPaBUTH BEIMOTaTeJIsIM.

TaxoKe ucrione3yeTcs usobpaxkenue background_img.png, 3amensitoiriee 06ou Pabouero ctosa. Tekcta HeT, BUAUMO

KapPTHWHKa ITPOCTO ITOHPaBW/IaCh BbIMOI'aTe/IAM U OHU eé TMPUJI0KWUIN BMECTO 0OBIYHOIO TEKCTa.

TexHuueckue geranun

MosKeT pacIipoCTpaHsAThCS ITYyTEM B3/I0Ma uepe3 He3allWIeHHY 0 KoHpuryparmto RDP, ¢ momortbio email-criama u
BPEZIOHOCHBIX BJIO’KEHHWH, 0OMaHHBIX 3arpy30K, OOTHETOB, SKCIIIOUTOB, BPeZIOHOCHOM PeK/aMbl, BeO-MHXeKTOB,
(banbIIMBBIX 0OHOBIIEHHH, TTePerlakOBaHHBIX M 3aPaKEHHBIX MHCTAIATOPOB. CM. TaKkke "OCHOBHBIE CTIOCOOBI

pacnpocTpaHeHust KPUNITOBBIMOTraTesieil" Ha BBO/JHOM CTpaHuIle Griora.
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Eciu BBl npeHebOperaeTe KOMIUIEKCHOW aHTUBUPYCHOM 3aIiuTol Kiacca Internet Security i Total Security, To x0Tst ObI

JlenaiiTe pe3epBHOEe KOMMPOBaHHe BaXKHBIX (aiiioB o Meroay 3-2-1.

» BpefioHOCHas MporpamMMa BhljleTaeT u3-3a rpobsiemsl ¢ Pyfiglet.

» CkauuBaeT nyommuHbIi kitou u3 MediaFire.

» Beizjaet cebst 3a MUHCTPYMeHT ucrpasiedus: DLL.

Crucok ¢aiiyioBbIX paclIMpeHu, MOABePrawIUxcs Mu(poBaHUIO:

.123, .3dm, .3ds, .3g2, .3gp, .3gp, .602, .7z, .accdb, .aes, .ai, .asf, .asm, .asp, .backup, .bak, .bat, .bmp, .boop, .brd, .bz2,
.c, .class, .cmd, .cs, .cst, .css, .csv, .db, .dbf, .dch, .deb, .der, .dif, .dip, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx,
.dwg, .edb, .eml, .exe, .flv, .frm, .gif, .gpg, .gz, .h, .html, .hwp, .ibd, .iso, .jar, .java, .jpeg, .jpg, .json, .jsp, .key, .lay, .lay6,
Adf, .m3u, .m4u, .max, .mdb, .mdf, .mid, .mml, .MP2, MP2, .mp3, .mp3, .mp3, .MPE, .MPE, .mpeg, .mpeg, .MPEG,
.MPEG, .mpg, .MPG, .MPV, .MPV, .msg, .myd, .myi, .nef, .odb, .odg, .odp, .ods, .odt, .OGG, .OGG, .onetoc2, .ost, .otg,
.otp, .ots, .ott, .p12, .PAQ, .pas, .pdf, .pfx, .php, .pl, .png, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsX, .ppt, .pptm, .pptx,
.psl, .psd, .pst, .py, .rar, .raw, .rb, .rtf, .sh, .sldm, .sldm, .sldx, .slk, .sln, .snt, .sql, .sqlite3, .sqlitedb, .stc, .std, .sti, .stw,
.suo, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .sxw, .tar, .tbk, .tgz, .tif, .tiff, .txt, .uop, .uot, .vb, .vbs, .vcd, .vdi, .vimdk, .vmx, .vob,
.vsd, .vsdx, .wav, .wb2, .WEBM, .wk1, .wks, .wma, .xlc, .xIm, .xls, .xlsb, .xlsm, .xlsx, .xIt, .xltm, .xltx, .xlw, .zip (188
paciIvpeHuii).

310 nokymenTsl MS Office, OpenOffice, PDF, TekcToBbie daiinbl, 6a3bl JaHHBIX, poTOrpaduu, My3bIKa, BUZe0, (anbl
06pa30B, apXMBHI U TIP.

B criucke ects etne 8 pacimpenwii: .ARC, .asc, .cgm, .cpp, .crt, .fla, .js, .sch, koTopble u3-3a o1mbKy B Kofie He OyayT

HaliieHbl.
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CnHCoK 1ie/1eBbIX JUPeKTOPUM:

"Pabouwnii cton”, "3arpy3ku”, "M3o00pakenus”, "My3bika", "Buzmeo", " JoKyMeHTHI"

®daiinkl, cBA3aHHbIE ¢ 3TUM Ransomware:

RANSOME_NOTE.txt - Ha3BaHue (haiiyia ¢ TpeOOBaHHEM BBIKYTIA;

EMAIL_US.txt - cneLjuaybHBIN (aiis, B KOTOPBIN coXpaHsieTcs 3ain$poBaHHbIN Kmod Fernet;
background_img.png - n3obpaxeHue 3ameHsitoiiee o6ou Pabouero crora;

key.txt

pub_key.pem

<random>.exe - cjlyuaiiHoe Ha3BaHHe BPeJJOHOCHOTO (aiina.

Forisbia [escctsbie info

[reee

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecrpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HIDKe pe3y/bTaThl aHa/IM30B.

HHTepecHbIH CTPUHT:

>0VovoNono o~o0AoaoQoqoloio YoyoEoeoUouoMomo]o}oCocoSosoKoko[o{oGo'o

MBIOTEeKChI:

CM. HIDKe pe3y/bTaThl aHa/IM30B.

CeTeBble NMOJK/TIOUEHHS U CBSI3HU:

URL un306pakeHust:
https://images.idgesg.net/images/article/2020/05/ransomware_attack_worried_businessman_by_andrey_popov_gettyimages-
1199291222 _cso_2400x1600-100840844-large.jpg

Email: officialintuitsoftware@gmail.com

BTC:

CM. HIKe B 0OHOB/IEHHSIX JpyTHe aZipeca U KOHTAKThI.

CM. HIKe pe3y/bTarhl aHa/IM30B.

Pe3ynbTarbl aHA/IM30B:
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v Triage analysis >>
() Hybrid analysis >>

Z VirusTotal analysis >>

% Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

1] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CreneHb pPacripoCTPaHEHHOCTH: HU3Kasl.

IMoapobHEle cBefieHHst COOUPAIOTCs pery/sipHo. IIpuckinaiite o6pasibl.

=== ICTOPUSI CEMEMCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Ewié He 66110 0GHOB/IEHUI 3TOTO BapUaHTA.

=== BJ/IOK CCBIIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Cyrat)
Write-up, Topic of Support

*
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https://www.gdatasoftware.com/blog/cyrat-ransomware

https://id-ransomware.blogspot.com /2020/08 /cyrat-ransomware.htm|

Thanks:
Karsten Hahn, Michael Gillespie

Andrew Ivanov (author)
*%k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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