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 Tool: PinkKite

Names PinkKite

Category Malware

Type POS malware

Description

(Kaspersky) PinkKite is less than 6k in size and similar to other small POS malware families
such as TinyPOS and AbaddonPOS. Similar to those small-sized malware families, PinkKite

uses its tiny footprint to avoid detection and comes equipped with memory-scraping and data
validation tools.

Information <https://threatpost.com/new-pos-malware-pinkkite-takes-flight/130428/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool PinkKite

Changed Name Country Observed

APT groups

  Tiny Spider [Unknown] 2015-2017  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2237e76e-00cb-4029-a78b-655ed21f667d
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