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&2 Tool: Dustman

Names Dustman
Category Malware
Type Wiper

(IBM) A ZeroCleare offshoot has been reported by the Saudi National Cybersecurity Authority

Description =~ (NCA) in destructive attacks targeting the same region. This variation of ZeroCleare was

dubbed “Dustman,” also per the PDB pathname of its binary file.

<https://securityintelligence.com/posts/enter-dustman-new-wiper-takes-after-zerocleare-

Information T . . .
targets-organizations-in-saudi-arabia/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.dustman>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool Dustman

Changed Name Country Observed
APT groups
—
OilRig, APT 34, Helix Kitten, Chrysene —— 2014-Sep 2024 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=85552932-c4be-498f-b427-2e45495¢62b3
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