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 Tool: BlackNET RAT

Names BlackNET RAT

Category Malware

Type Backdoor

Description

(Malpedia) Advanced and modern Windows botnet with PHP panel developed using VB.NET.
It has a lot of functionalities including: stealing/grabbing files and passwords, keylogging,

cryptojacking, loading files, executing commands, etc. It is open source and emerged at the
end of 2019.

Information
<https://malpedia.caad.fkie.fraunhofer.de/details/win.blacknet_rat>

<https://labs.k7computing.com/index.php/dark-side-of-blacknet-rat/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.blacknet_rat>

Last change to this tool card: 17 February 2023

Download this tool card in JSON format

All groups using tool BlackNET RAT

Changed Name Country Observed

APT groups

  OPERA1ER [Unknown] 2016-Jul 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=12b565ab-4c7d-4bdf-9fce-a0e7d1b32ca3

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=12b565ab-4c7d-4bdf-9fce-a0e7d1b32ca3
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