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A step-by-step analysis of the new malware used by
APT28/Sofacy called SkinnyBoy

'ﬂ:‘if cybergeeks.tech/skinnyboy-apt28

Summary

The malware extracts configuration information about the machine that it infects using
the systeminfo command, and then it retrieves the list of processes by spawning a tasklist
process. The content of the following directories, along with the processes’ output, is
base64-encoded and exfiltrated to the C2 server updaterwebl[.]com:

e Desktop folder

e C:\Program Files

e C:\Program Files (x86)

e (C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Administrative Tools

e (C:\Users\<User>\AppData\Roaming

e (C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Templates

e C:\WINDOWS

e (C:\Users\<User>\AppData\Local\Temp

The user agent used during the network communication is set to “Opera”, and the
following is the structure of the POST request: “id=<hostname>#Username# <Serial
number in decimal>&current=1&total=1&data=<data to be exfiltrated>". The “cmd=y”
command is used to download a DLL file from the C2 server, which is loaded using the
LoadLibraryW API, and the first ordinal function is executed.

Technical analysis
SHA256: aeobc3358fefoca2a103e694aa556f55a3fed4e98bas7d16f5ae7ad4ad583698

The DLL has 2 exports (DIIEntryPoint and RunMod). We have used rundll32.exe to run
the DLL by calling the RunMod function:

oA view-A ][Ol Hexview-1 ]  [B] structures [ [E] Enums [2] mports 2] (2 Exports 3
MName Address Crdinal
¥ RunMod - 6BD71D90
DIEntryPoint EBDV3365 [main entry]
Figure 1

The malware creates an unnamed event object by calling the CreateEventW API:
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XB7SW_ B 0O XB7SW C3 0 x875W €2 O

XB7SW C1 O xB7SW.CO O Xx87SW_ES O

XB7SW_SF O XB7SW_P 1 x87SW_U o
w

.Text:GBDTIDABR apt28.d11:$1DAB #11AB
Wowmp!  @oump2  @oump3  Dump4

Figure 2

Two new threads are created by the process using the CreateThread function:

. push 0 ASsIM_D 3 LEwMLY)  ASsim_s 3 LEuILY )
. push o
g ush o xB7Statusword 0020
. push apt258.68D71780 XBTSW_B O XxB7SW.C3 0 x87SW.C2 O
. BIISE 0 XB7SW.C1 0 xB7SW_CO 0 xB7SW_ES 0
. push o XBTSW_SF O xB7SW_FP 1 x&7sw_U 0O
. r ds: [6BDB1B28] , eax
= e T
. = [5 210 Unlock

00000000
p+8] GBDT17E0 apr28.EEDT1T80
.TEeXT:6BDTIDCE apr25.d11:81DCE #11CB =

ﬂDumB

% Dump 2 ¥4 Dump 4

XBTTW_E 3 (Empty)

XBTTW_7 3 (Empty)

XB7STatusword 0020
XB7SW_B O xB7SW C3 0 x87Sw CZ O
XB7SW.C1 O xB7SW.CO O XBFSW_ES O

pushg XB7SW_SF O XB7SW_P 1 xETSW.U O
mov ebx,eax

. Text:6BD71IDDE apt28.d11: $1DDE #11DE
$Goumpi  PYpump2 UNWDump3  EYDump4  EWDump 5

.....

Figure 4

The GetMessage routine is utilized to retrieve a message from the thread’s message

queue:
. x87statusword 0020
. XB7SW_B 0 XB7SW C3 0 XETSWE2 O
. XB7SW_E1 O XE7SW_CO O XBTSW_ES O
. - 3 XBTSW_SF 0 XETSW_P 1 XETSW_U O
. -
L]

ebx=<user32.GetMessageA> (75CFFCE0)

LTEeXt:6BDT1D12 apt28.d11:81D12 #1112
PWoump2 o3 PHDump4

Figure 5

The malicious process enumerates all the messages, and it breaks the loop if the message
is equal to ox16 (WM_ENDSESSION - inform the application whether the session is
ending):
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il s =]

Ltext:eBD71D21

.text:6B071021 loc_GRBDVID21: 3 dwMilliseconds
.text:6BD71D21 push 1886

.text:6BD71D26 call edi ; Sleep

Ltext:6BD71D28 cmp esi, @FFFFFFFFh
text:6BDVID2E j=z short loc_6BD7Y1DS9
1

FIE

.text:6BD71D20 cmp [ebptMsg.message], 16h

.text:6B071D31 jz short loc_ 6BD71D59

|1 Y
.tEKt.EBD?1D33 lea eax, [ebptisg]
.text:6B071036 push eax ; lpMsg
.text:6BD71D37 call ds:TranslateMessage
.text:6BD7103D lea eax, [ebptMsg]
.text:6BD71048 push eax 3 lpMsg
.text:6BD71D41 call ds:DispatchMessagel
.text:6BD71047 push @ ; whisgFilterMax
.text:6BD71049 push @ ; whMsgFilterMin
.text:6BD7104B push @ 3 hkind
.text:6BD71040 lea eax, [ebptisg]
.text:6BD71058 push eax ; lpMsg
.text:6B071D51 call ebx ; GetMessaged
.text:6BD71D53 mov esl, eax
text:6BD7IDSS test esi, esi
.text:6BD71D57 jnz short loc_6BD71D21
L] L}
Figure 6

Thread activity — StartAddress function

The malware creates an anonymous pipe using the CreatePipe API:

1 €8 00 90 01 00 1EG§'n 13000 st x87Tagword FFEF
gg 85 EO &F FE FF pS:hezgimrd ptr ssilfebp-130208 xg;'m_g i g;wtyg x:r--rTa-_; .; E:Mtyg
19014 HBTTW_ (EmpTy XBTTW_. mpTy
Eo BIREL e EE SR ;:;n':;;mrd per ssilieop-190148 X87TW_4 3 (Empty) X87TW_S5 3 (Empty)
80 85 FO &F FE FF lea eax,dword ptr ss:[febp-13010] NE7TTW_E 3 (Empty) xE7TW_7 3 (Empty)
50 push eax
88 FA mov edi,edx x875tatusword 0000
8B F1 mov esi,ecx esi X87S5W_B O xB7SW._C3 0O xB7SW.CZ O
C7 85 EO 6F FE FF OC 00 DOmov dword ptr ss:febp-1 s C oC: XB7SW_C1 0 xB7SW._CO O xBFSW_ES 0O
C7 B85 E4 6F FE FF 00 00 OOimov dword ptr ss: cl:l: 150108,0 XBTSW_SF O XB7SW P O XB7TSW.U O
C7 85 E8 6F FE FF 01 00 Utimu{'lmmll ptr r-‘; i 3 R
FF 15 58 BO D7 &8 cal ptr ds: <&crea(eP1pe=- w =
B rumpa an Aceds ' | etat ey <5 3]0 s
i: [esp] 02F56924
dword ptr [6BD7BOSS <ApT28.4CreatePipes]=<kernels2.CreatePipe 2: Eeswja 02F56920
3: [esprs] ozFsesls
4: [esp+C] 00013000
.TEeXTI6BD71119 apt28.d11:51119 #519 ,:,:_iu_l-—
@ ozFses24 |
@owmo!l Yoump2 $Moump3  @Dumps  Woumps @ watchi  bellocas ) Struct e RS s
_—M"“” | Hex Inscn ] || D2F56840 | 02756314
|02F;6914 0C 00 00 00|00 OO0 00 DO[OL 00 00 00|00 OO0 00 00| - |222’,-??22 anwa8 c£onTiTon

Figure 7

GetStartupInfoA is used to retrieve the content of the STARTUPINFO structure from
when the calling process was created:

push eax 5 |
44

..

XBTSW_SF O xBTSW_P 0 xB7SW_U o

50
C7 85 94 6F FE FF 44 00 oOimov dword ptr ss:febp-1906C], s | | e
Eﬁ—h FF 15 | €a11 aword prr ds: [<&Get5tar‘tuplnﬂnb] | = ——
i ", |oefout ey -5 3]0 uies
I
s o I &= D2F5EECE
Gword ptr (6807 <apt28.4Getstar tupInfoA>j=<kernel3z2. GeTStar LUpINfDA> 2 Eesn!i] 6BD71780 apt2s.s8D71780
3: [esp+8] 6BD71780 apt2s.E8D71780
4: [esp+C] 00000000
.text:GBD7114D apt28.d11:51140 #54D e ——
an . am_ - | = = T e e e == IEEGHEEEY 0275658 |
Figure 8
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The binary creates a new process that runs the systeminfo command, which displays
configuration information about the computer and its OS:

50 push eax = = eax: "systeminf X87r7 00000000000000000000 ST7 Emg
8D 85 94 6F FE FF lea eax,dword ptr ss:[ebp-190sC])
50 push eax eax: “systeminf x87Tagword FFFF
= pieh X87TW_0 3 (Empty) X87TW_1 3 (Emg
o Busﬂ o X87TW_2 3 (Empty) X87TW_3 3 (Emg
bl metidy x87TW_4 3 (Empty) xB7TW.S 3 (Emp
6A 00 push 0 X87TW_6 3 (Empty) X87TW_7 3 (Emf
64 00 push ©
BD BS F4 GF FE FF Tea eax,dword ptr ss:{febp-1300c] [ebp=-1900C] :Or x875tatusword 0000
50 push eax eax: "systeminf MBTSW_B 0 xB7SW C3 0 xB7SW_C2
6A 00 push o MEBTSW_C1 0 NB87SW.CO O K87SW_ES
C7 85 AD 6F FE FF 30 EE D7 mov dword D(I' 553 7EE30 [word ptr [ebp X8TSW_SF 0 X87SW_P 0 XB7SW_U
C7 85 €O 6F FE FF 01 01 00 mov dword 551 i RESRETE S
FF 15 50 80 D7 &8 | eall dword m:r ds:[6BD7 CreateProcessa =
. fhisoenpres (cEll A ) v [5 [$10] unlodk
. [1: [esp] ooooooos
dword ptr [apt28.cBD7BOSO]=aclayers.GACI4E20 %; [espr4] 02F56328 "systeminfo”
3: [esp+8] DO00DOODD
-TexXTt:6BDT1181 apr28.d11:81181 #4581 4.—" Q_S_p_‘\‘_(_______ﬂ___ﬂ
Woump1  @goump2  @Hoump3  @oumps  @oumps @ watchi  [xellocals 4 Struct
Address | Hex ASCIT
02F568CE44 00 00 00|38 SL F8 02128 06 F9 02130 EE D7 6310, ..8n0. (.u.07xk
02F568D8( 00 00 0O 00|00 OO0 00 00|00 00 00 00|00 00 00 -)\|| .
02F568E8| 00 00 00 00|00 00 00 00|00 00 00 00|01 01 00 00|
02F568F8| 00 O0 00 00|00 OO0 OO0 00|88 02 00 0O0|BC 02 00 00
02F56908( 8C 02 00 00|00 D0 00 00|00 OO 00 DO|OC 00 DO on|
02F56318| 00 00 00 00|01 00 0O 0O0|8C 02 00 00|88 02 00 00
maeceadrel 3 va 73 valee en 2a eelee 22 Aan Anlan o |r e M1n\‘n

Figure 9

The pipe created earlier is used as an inter-process communication mechanism. The
output of the systeminfo command is read via a ReadFile function call:

6A 00 push o

53 push ebx x87Sratusword 0000
56 push esi XB7SW_E O X87SW.C3 0 KBTSW_C2
50 push eax XE7SW_C1 0 XB7SW.CO O XB7SW_ES
FF !5 FO 6F FE FF pushd::o;d ptrd-..febp ;rl | XB7SW_SF 0 XB7SW.P O XB7SW. U
83 mov rd ptr ds: e e
FF 15 3C BO D7 68 | eall dword prr dsl[«MtaﬂH!e;] o [ —
Loe - 5 | Default (stdcal) * |5 13 uniock
dword ptr L6BDTBO3C <apt2B,&ReadrFiles]m<kernel32.Readriles 'i" ::gﬂmgggg;gw
3: [esprs] 00000373
F
. TeXT:6BOT1ZZC apr2s.dl1:$122C #62C As fesmC) OF6H 260

@oump1  @4oump2 @oump3  Phoumps  §Moumps @ watchi  [ellocas ¥ stuct A m“
ess | Hex ASCIT OZF56B89C | 00000979
|02Fsaoao 00 00 00 0000 00 0O 00]00 00 00 000D 00 00 nuli.,,, T — .I ||¥:§w s
Figure 10
Address | Hex ASCIT

D2F980BO0 | DD. DA 48 &F |73 74 20 4E|61 GD 65 3A|20 20 20 20|..HDST Name:
02F980CO| 20 20 20 20|20 20 20 20 44 45 53 DES
O2F980D0| 4B 54 4F 50(2D 32 43 oo oa 4F 53| kToP-2dJii}- - o5

0Z2F980E0Q| 20 4E &1 6D |65 3A 20 20|20 20 20 20|20 20 20 20| Name:

02F980F0| 20 20 20 20|20 20 20 20|20 4D &2 62|72 6F 73 G&F Microso
02F98100( 66 74 20 57 (69 6E 64 6F (77 73 20 31|30 20 45 &E|Tt windows 10 En
02F98110| 74 65 72 70|72 69 73 65 (0D OA 4F 53|20 56 65 72| terprise..05 Ver
02F98120( 73 6% 6F GE(3A 20 20 20(20 20 20 20|20 20 20 20|sion:

02F98130| 20 20 20 20|20 31 30 2E|30 2E 31 36|32 39 39 20 10.0.16299

02F98140| 4E 2F 41 20(42 75 6% 6C (64 20 31 36|32 39 39 0D |N/A Build 16299,

02F981>0|0A 4F 53 204D &1 6E 75|66 61 €3 74|75 72 65 72 .GE Manufacturer
02F98160| 3A 20 20 20|20 20 20 20|20 20 20 20|4D 69 63 72 Micr
02F98170|6F 73 6F 66|74 20 43 6F |72 70 6F 72|61 74 69 &F DSth Corporatio
02F98180|6E 0D 0A 4F (53 20 43 6F(6E 66 69 67|75 72 61 F4|n..05 Configurat
02F98190| 69 6F G&E 3A(20 20 20 20(20 20 20 20|20 20 CZ F4|ion: 5t
02F981A0| 61 6E 64 6L|(6C 6F 6E 65|20 57 6F F2|6B 73 74 61| andalone Worksta
02F981B0| 74 6% 6F GE|(OD OA 4F 53 (20 42 75 63|6C 64 20 54| tion..05 Build T
02F981CO| 72 70 &5 3A |20 20 20 20|20 20 20 20|20 20 20 20|ype:

02F981D0( 20 4D 75 6C|(74 69 7O 72[(6F 63 65 73|73 6F 72 20| Multiprocessor

Figure 11

The list of processes is retrieved by creating a new process that runs the tasklist
command:
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push eax

H 80 B5 94 &6F FE FF lea eax,dword ptr ss:febp-1906c]

¥ 50 push eax

! 6A 00 push o

| 64 00 push o

H 6A 0D push 0

1 BA 01 push 1

i 6A 00 push o

¥ 6A 00 qusn 0

! 80 85 F4 &F FE FF ea eax,dword ptr ss:febp-1200C)

! 50 push eax

' 6A 0D push o

i €7 B85 AD 6F FE FF 30 EE D7/mov dword ptr ss:

| C7 85 €O 6F FE FF 01 O1 00 mov dword ptr ss:febp-150408,101
EE— FF 15 50 BO | dword ptr de:[680D7BO50]

icbp 13055!,1;t25.63n'€£20

eax:"tasklist”

eax:"rasklist”

X87r7 00000000000000000000 STT Emg

x87Tagword FFFF

eax:"tasklist"

XBTTW_0 3 (Empty)
xB7TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

xg7Sratusword 0000

x87TW_1 3 (Emg
MBTTW_3 3 (Emg
X8TTW.S 3 (Emg
XB87TW_7 3 (Emg

XB7SW_B 0 xXB7SW.C3 0 x875W.C2
XB7SW_C1 0 XB7SW_CO 0 XB7SW_ES

.Text:6BD711B1 apt2s.d11:$1181 #5B1

dword ptr [apt2s.GBD7BOSO]=Ac]ayers.GACI4EZD

[word ptr [ebp XBTSW_SF 0 XB7SW_P 0 xB7SW_U
R
TToTTTTy | Defauit (stdcal) ¥ 31 0] Uniock
1: [esp] 00000000 ———
2: [esp+4] 02F56928 "tasklist”
3: [esp+B] 00000000
4: [esp+c] 000ODODO

= -
@ouwmo!  Phoump2  WHoump3  E4oumps  EMoumes @ warchi  bellocals ) St i Liian
e55 ' ASCIT al O2F5 00000000
02F56914 6 00 00 00|00 00 00 00|01 00 00 00]|BC 02 00 00 |Bsvsrssessssorsses o8 “0“00002
02F56924( 88 02 00O DO|74 €1 73 GB[EC 69 73 74|00 6F 00 00|,...tasklist.o.. m“m- 0000000.
02F56934( 00 00 00 00|00 OO0 0O 00|00 OO0 00 00|00 00 00 00 ﬁIF i.-"'_ nuﬁulluno_
02F56944| 00 00 00 00|00 00 00 DDIOD Q0 00 00|00 00 00 OO0 r . -
02F56954( 00 00 00 00(00 0O 00 00|00 00 00 00|00 00 00 00| b oSt e B =
2e385€4] 00 69 00 00|00 30 03 00|09 9 93 0900 0 00 oo G3Ficaas Oaricass
Figure 12

The output of the tasklist command is transmitted to the main process using the ReadFile

API:

B5 Fi
7

0 6F FE FF

push 0
push ebx
push esi
push eax
push dword ptr s5:[Jebp-13010§
mov_dword ptr ds:[edi

x875tatusword 0000
XB75W_B 0 xBTSW.C3 0 x87SwW. C2
XB7SW_C1 0 XB7SW.CO 0O xB7SW_ES
MB7SW_SF 0 xXB7SW_P

5 |pefaut (tdcal) v [s 210 triod

.Text:6BD7122C apt28.d11:$122C #62C

dword prr [6BD7BO3C <apiZs.&Readrile>]=<kernelsz.Readriles

@oump1  @Dump2 @4 Dump 3

B4 Dump 4

4% Dump 5

& watch 1

ess
02F98A38 |00 00
nacacasel nn nnor

00 uu|uu 00 00 UUlUU 00 00 UUlUU 00 00 UUl
nn anlan an nn anlan an ae anlon an e an

Figure 13

1: [esp] 00000288

2: [esp+4] D2F98A3B
3: [espt8] 0000168E
4: [lesp+C] D2FEF964

Address | Hex

ASCIT |

02F38A38
02F98A48
0ZF28ASE
02F98AGE
02F98ATE
0ZF28A88
02F98A98
0ZF28AAE
0ZF9BAEE
02ZF3BACE
02F38ADS
02F9BAESB
02ZF28AFE
0ZF9EBEOE
02F38B18
02F38EZ28
02F9BE38
0ZF28BE48
0ZF28E58

20
20
=1
23
3D
3D
)
iD
3D
73
73
20
20
20
65
20

20

04
20
50
20
20
3D
3D
3D
3D
3D
74
20
53
20
20

20

20

49
20
49
20
20
30
2D
20
3D
3D
65
20
65
20
20
20
20

20

20
44
20
20
D
D
3D
20
o

20
72
20
20
20
20

20

61
20
20
20
20
3D
3D
3D
3D
3D
20
20
7e
20
20
20
20

20

67
20
53
20

65
20
65
20
G5
3D
D
3D
D
3D
64
20
63
20
20
20
20

20
20
73
20

4E
20
73
20
20
3D
30
3D
30
30
65
20
73
20
20
20
20
20
20

61
20
5 ]
53
L&
D
20
3D
3D
3D
20
20
20
20
4B
20
20
20
20

&D
20
&F
&5
73
E{0]
E 1]
3D
E{1]
E{n]
50
20
20
20
oD
20
20
20
30

3D
3D
)
3D
3D
49
20
&2
20
20
20
20

{1}
E{n]
E{e]
E{n]
E{n]

20
85
20
38
20
20

20 20 20

Figure 14

B85
20
&E
73
61
3D
3D
30
30
3D
72
20
20
20
oA
20
20

20

20
20
20
73
&7
3D
3D
3D
3D

6F
20
20
30

20
20

20

20
20
4E
89
G5
3D
E{n]
E{e]
3D
0A
63
20
20
20

20
20
6l
&F
oD
3D
)
)
3D
53
65
20
20
20

20
20
eD
GBE
oA
3D
3D
D
20
79
73
30
20
20

20 20 20
34 20 53
20 20 20
20 20 20

..Image Name

PID Session Nam
Session
Mem Usage..

W

e ——————— 5&;
stem Idle Proces
s 0
Services
0
8 K..S5yst

em

4 5
ervices

The binary gets the path of the Desktop folder using the SHGetFolderPathW routine:

<

push ecx
push 0
push 0
push eax

US|

h 0
dword ptr dsz[<askGetFolderpathws]

xB7statusword 0000

XETSW_B 0 xB7SW C3 0 x87SwW_C2
XETSW.C1 0 xB7ISW.CO O xB87SW_ES
XBTSW_SF 0 xB7SW_P 0 xB7SW_U
emmonTo o s e

W
, | Defauit (stdcal) = |5 |5 |[] unlock

2: [esp+4] 00000000

esp+8] 00000000
4 esp+l] 00000000

T
5:

i

dword ptr [6BD7B198 <apt28.&SHGetFolderPathw=]=<shell32. SHGetFolderPathw> |
LTENT:6BDT14D3 apt28.d11:514D3 #8D3 |
Woup: @SDump2  §HDump3  EMDump4 Phoumps @ watchi  Ir-llocas Y stuet AT
F!!E!!!-+!!E Iz | ~ | D2FSE
02FGFEES 0N 00 00 uu|oo 00 00 Uu|r_Ju 00 00 uu|-30 00 00 uu| ................ | DIFEF4TA m
Figure 15

The process enumerates the files/directories from the Desktop directory using the
FindFirstFileW and FindNextFileW functions:
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push eax
au 85 B4 FD FF FF lea eax,dword ptr ss:febp-24C]
50 push eax
FF 15/ §0 80 D7 68 €Nl dword ptr ds; [<&F indFirstFilews]

eax:L"Ci\\User MBTSW C1 0 xB7SW.CO O xB7SW_ES
XBTSW_SF 0 X875W_P 0 x87SW_U

i
- mhxmmm v |5 [5]0 uriod
113 [esp] O2FGFGEB L"C:\\Users

2: [esp+4] O2FGF498
3: [esp+8] GBD717BO apt28.6BD71780
45 ;espfc]_GBD.’lr'BD aptzs.6BDT1780

eax:iL“Ci\\User

(dword ptr [6BOTBOG0 <apT28.&FIndFirstF1lews]=ckernel32.FindFirsTFilews

.text:6BD71526 apt28.d11:§1526 #9326

; _ - e TN e
@oump1  Woump2z  YMDump3  WDumo4  Whoumps @ watch1  Iellocals ) st mg;:ggg[t"c \\Users I \Desktop\\
Figure 16
50 push eax XBTSWN_SF 0 XB7SW_P o XB7SW_U
FF BS &C FR FF FF pui;‘ n«nrg ptr d Ec&? ﬂN] — - -
FF 15 74 80 D7 68 dword prr o indNextrilews v - —
' it 15 T wws
dword ptr [6BD7BO74 <apt28.&FindNextFilew>]=<kernel3z.FindNextFilew> 5 ': ::g,_,,] D2FEF 498
E H esn+s:| 6BD71780 apt28.6BD71780
.TexXTt:6BDT1670 apr28.d11:31670 #ATO I:‘ eSM‘ SBD:”- 80 ﬂD(ZS EBD L SU
i " j " = &) mﬁﬁ[
8% Dump 1 %% Dump 2 %% Dump 3 % Dump 4 %8 Dump 5 & watch 1 [x=] Locals 4 Struct D2FEF474 | D2F6F498
Figure 17

The binary adds 18 characters of “#” before and after the folder name, as following:

Address | Hex ASCIT

0ZF97EB0 |22 0O 00[(23 00 23 00| #.#.#.8.4.8 2.8
0ZF97890 (23 00 00(23 00 23 00| #.#.#.8.8. & 2.8
0ZF978A0 (23 0O 00|73 00 65 0O #.#.c]ilili.s e
02F97E8B0 |72 0O 00|5C 0D 44 DO|r.5.% LD
02F978C0 (G5 OO0 70 O0|5C 00 2A O0|e.s.K.tT.g.p.%.*
02F97E00 (232 00 23 00|23 00 22 00|23 00 23 00|22 00 23 00| #.#.2. 2. #. 8.8, 8
O2F978E0|(23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 00| #.#.# 2. #. 4.4 2
02F978F0[23 00 23 oOlOD 00O OA OOIOD OO OA OOIOO OO0 OO OO #.4. . .ciinvans.

Figure 18

The list of files and directories extracted before is concatenated with the above string, as
shown in figure 19:

Address | Hex

0Z2F971A8 23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 00
02F971B8| 23 00 23 00|23 00 23 00|23 00O 23 00|23 00 23 OO0
02F971C38| 23 00 23 00|43 00 ii ii ii ii ii o073 00 6% 0O
02F971D8| 72 00 73 00|5C 0O 00(5C 00 44 00
02F971E8| 65 00 73 0O0|6GB 00 74 0O0|6F 00O 7O OO|5C 00 2A 0O
02F971F8| 23 00 23 00|23 00 23 00|23 00 23 00|23 00 23 0O
02F97208| 232 00 23 0023 00 23 00|23 0O 23 00|23 00 23 0O
02F97218| 23 00 23 000D OO OA OO|0D OO0 0A OO(30 00 61 D0 |#.#.uoiiaan
02F97228| 30 00 &3 00|32 00 32 00|35 00 &6 OO0|30 0O 65 OO0
02F97238|35 00 &5 00|65 OO 35 00|34 0O 31 OO|61 0O 37 OO
02F97248| 3% 00 66 00|32 00 &2 00|37 0O 37 OO|30 00 31 OO
02F97258| 66 00 31 00|32 OO 38 00|35 0O &5 OO|34 00 39 0O
02F97268| 37 00 35 00|61 00 32 00|38 00 35 00|39 00 65 0O
02F97278| 62 00 34 00|64 0O 30 00|32 00 35 OO|64 0D 39 0O
02F97288| 36 00 &4 00|39 0D &5 00|33 00D 36 00|36 00 &5 OO0
02F97293| 353 00 31 00|61 00 &2 00|62 00O 32 0O0|2E 00 62 0O
02F972A8| 69 00 &E 00| 2E OO 73 00|61 0O 6D OO|70 00O &C 0O
02F972B8| 65 00 2ZE 00|67 0O 7A 0O0|0D 0O OA OO|0O0 00O OO OO

H
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=i o H o o Dol ok

=1 —h
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T fiQOWwdkOop oo d 0
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e U O T

M=@mAaI~-hpnNno
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MiamoM@moTWwe

Figure 19

The following directories are also targeted by the backdoor: “C:\Program Files”,
“C:\Program Files (x86)”, “C:\Users\
<User>\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Administrative
Tools”, “C:\Users\<User>\AppData\Roaming”, “C:\Users)\
<User>\AppData\Roaming\Microsoft\Windows\Templates”, “C:\WINDOWS” and
“C:\Users\<User>\AppData\Local\Temp”. The SHGetFolderPathW function is utilized
to obtain some of these folder names (ox2a = CSIDL_ PROGRAM_ FILESX86, 0x30 =
CSIDL_ADMINTOOLS, oxia = CSIDL_APPDATA, oxi5 = CSIDL_TEMPLATES
and ox24 = CSIDL_ WINDOWS):
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10/18/21,9:35 AM A step-by-step analysis of the new malware used by APT28/Sofacy called SkinnyBoy — CYBER GEEKS

xB7Statusword 0000

XB7SW_B O xXB7SW_ C3 0 xB75W.C2 O

X87SW_C1 0 xB7SW.CO 0 xBYSW_ES 0O
XB7SW_SF 0 xB7SW_P 0 xB7SW_U o

00000000
- Text:6BD714D3 apt28.d17:514D3 #8D3 esp+10] D2FEF770

Woumpl  @owmp2  @oump3  PMDuwmpd  @oumps 8 watch1  beellocals

xB7Statusword 0000

XBTSW_B 0 xB75W.C3 0 xB7SWC2 O
XB7SW_C1 0 xB7SW.CO 0 xB7YSW_ES O
0 xB7SW_U O

LTEeXT:6B0T14D3 apt2s.dil:51403 #6803 gsg:io] D2FEF770
Woumpt  Whowp2  EWDump3  UDuwod 2

02F6F762 |31 00 00 OO(4E 00 45 00|54 00 00 00|00 01 00 0O
an an anlan an an aalan an na An AR AR AR

X5/ STATUSWOrd UUUU

XBTSW_B 0 xB75W L3 0 N87SWL2 0
x875W_C1 O xB7SW_CO 0O xB7SWES 0O
XB875W_SF O XxB87SW_P 0 X875WU 0

+Text:6BD714D3 apt28.dl1:$§14D3 #8D3
@oump2  Dump3

x87Statusword 0000
XB7SW_B 0 xB7SW C3 0 xBISW L2 O
XB7SW_C1 0 xB75W_CO 0 xB7SW_ES 0
XB7SW_SF O xB7SW_P 0 x875W_U O

+Text:6B0714D3 apt2s.dl1:51403 #80D3 esp+10] D2ZFEF770
oump!  Dump?  Poump3 EDunp 4 B4 Dumps

02F6F762| 31 00 0D OD|4E 0O 45 00|54 00 0D 00]00 OL 00 00|1...N.E.T...

x87statusword 0000
x87SWw_B 0 xB7SW.C3 0 xB7Sw.C2 O
xB7SW_C1 0 xB7SW_CO 0O xB7SW_ES 0

xB7SW_SF 0 xB7SW_P 0 x87Sw U O

.TexT:68D714D3 apt25.d17:514D3 #8D3 esp+10] DZFEFTTO

oump!  @SDump2? @Dump3  EDump4 B4 Dumps

02FEF762| 31 OO 0O OD|4E OO 45 00|54 0O 0O 00|00 OL 0O 0O|1.--N-E.Tosnnn--

Figure 24

The GetTempPathW API is utilized to retrieve the path of the %TEMP% directory:

XBTSW_SF 0 XB7SW_P 0 xB7SWU O

espt4] O2FEFTI0

E5pt+8, g?t?.ﬂ aptis. 68071750
e 71780 28.6BD71780
-TexXT:6BD714E7 apt28.d11:$14E7 #EE7 g;g mooom

@Woump 1 @Hoump2  $Moups  lMoumps  @Houmps M wethi  bellocals 4 Stuct

Figure 25

The file initializes the use of the WinINet functions using the InternetOpenW API (the
user agent is hard-coded as “Opera”):
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10/18/21,9:35 AM A step-by-step analysis of the new malware used by APT28/Sofacy called SkinnyBoy — CYBER GEEKS

push o
push 0
push 0
mov eax,edx
push o

x87Tagword FFFF

X87TW_O 3 (Empty) X87TW_1 3 (Empty)
XBTTW_2 3 (Empty) xB7TW_3 3 (Empty)
X87TW_4 3 (Empty) XB7TW_S 3 (Empty)
push apt2s.GEDTEFEC XBTTW_6 3 (Empty) xB7TW_7 3 (Empty)
mov dword ptr ss:febp-130§,eax

mov dword ptr ss:febp-1343, ecx x875tatusword 0000

mov dword ptr ss:febp-11C§,eax XB7SW_B O xB75W C3 0 xB87SWC2 O
MBTSW C1 O xB7SW CO 0 xB7SW_ES 0O
XBTSW_SF O XBS7SW_P 0 XB7SWU 0

- [s 210 unlod

€O FE FF FF 01 00 00{mov dword ptr ss:febp-1408,1
ss:febp-1288, 0
55:)

st fb 444444
ESESSS

RREBH
7
"
a
B

&

. text:6BD72955 apt28.d]1:§2955 #IDSS
oump 1 @oump2  #oump3  Woump 4

& watch 1

Y Dunp 5

Figure 26

The send and receive timeouts are set to 600 seconds using the InternetSetOptionW
routine (0x6 = INTERNET_OPTION_CONTROL_RECEIVE_TIMEOUT and 0x5
= INTERNET_OPTION_CONTROL_SEND_TIMEOUT):

64 04

8D 85 EC FE FF FF
50

64 06

56

C7 85 EC FE FF FF CO 27 09 mov

sh 4
?:a eax,dword ptr ss5:lfebp-114] x87Statusword 0000
push eax XB7SW_B O XB7SW.C3 O xBE7SWCZ O
X87SW_C1 0 x87SW.C0 0 x87SW_ES 0O
XB7SW_SF 0 XB7SW_P 0 XB7SW.U O

€di=<wininet. INternetSeTopti oW (71755680)

. TexT:GBDT2958 apt28.d11:52988 #1088 : [esp+10] 6BD71780 aptzs.EBD71780
Y4Dump1  @Dump2 @Dump3  WDump 4 T

Figure 27

€A 04 4 xg7statusword 0000

BD B5 EC FE FF FF Jea eax,dword ptr ss:febp-114§ XB7SW_B 0 xBTSW C3 O xB7SW_C2 O

] sh eax XETSW_C1L 0 XB75W.C0 O xB7SW_ES 0O
5 . | XB7SW_SF 0 x87SW_P 0O XBTSW_U O

.Text:6BD72999 apt2s.d11:52999 #1D39

$Woump1  YHoump2 WHDump3

Pellocas P Struct

Figure 28

The malicious process establishes a connection to the C2 server updaterweb[.]Jcom on
port 443:

o1 A IM_T 3 LEMpLY ) AG ML 3 LEELY S
00 XB7TW_6 3 (Empty) XB87TW_7 3 (Empty)
a3

o0 x87Statusword 0000

00 XBTSW_B O XBTSWC3 0 X87SWLC2Z O
8B 01 00 00 X87SW_C1 O X87SW_CO 0 xB7SW_ES O
85 XB7SW_SF O XB7SW_P 0 XB7SW_U o

LTEeXT:6B0T 2987 apt2s.dl1:$2987 21DET
Wioump1  @Dump2  Dump3  EDump 4

Figure 29

The NetBIOS name of the local computer is retrieved using the GetComputerNameA API:

50 ush eax XB7SW_B 0 xB7SW.C3 O xB7SWCZ O
8D B85 58 FB FF FF ea eax,dword ptr ss:[febp-445) NBTSW_C1 O xB875wW.CO 0 xBTSW_ES O
50

XBTSW_SF O XB7SW P 0 xB7SW.U 0

d ptr ss:febp-4ach, 104

v |[5 3]0 unlock

D2FEF3A4
00CCO004 l.;.i'r" =
.TeXT:6BD721C8 apt28.d11:$21C8 #1sSC8 i TEAT4F10 <kernel32.GetLastErrors

@oumpt  @oump2  WMoumps  WDumps  WWoumes @ wachi  bellocals 4 stuct

7052454C winhttp. 7052454

Figure 30
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GetUserNameaA is utilized to extract the name of the user associated with the current
thread:

7 50 ?usn eax XB7SW_B 0 xB7SW.C3 0 xB7SWC2 0
8D 85 60 FD FF FF ea eax,dword ptr ss:ffebp-240) XB7SW_C1 O xB7SW_CO 0 xB7SW_ES O
50 push eax XB7TSW_SF O X87SW_P 0 XB7SWU 0
€7 B5 54 FB FF FF 01 00l mov dword ptr ss:febp-4ach, 104 AEEN A

esp+4] 02F6F3A4
esp+8] 00CCOD04 L"AT"

espsC] 7EATAFLO <kernel3z.GetLastErrors
.text:EBD72203 apt28.d11:%2203 #1603 esp+10’ vl

@oumpi  Dump2  WHDump3  WHOump4  WWouwmps @ watch1  Ie-llecas P stuct

Figure 31

The malware extracts the volume serial number of the root of the current directory via a
function call to GetVolumeInformationW:

* push o Bl e o e
-4 push o XB7TW_2 3 (Empty) xB7TW_3 3 (Empty)
- push 0 X87TW_4 3 (Empty) XS87TW.5 3 (Empty)
- s X87TW_6 3 (Empty) XB7TW_7 3 (EmpTy)
. 50 FB FF FF Tea eax,dword ptr ss:febp-46
. push eax - 3 x87Sratusword 0000
. push o XBTSW_B 0 xXB7SW.C3 0 xB7SW.LZ O
] pus: 0 XBTSW_C1 O XxB75W.C0 0 x87SW_ES O
- push o ®BTSW_SF O xB87SW_P ©0 x87SW.U O
bd 0 mov_dword p-480§,0 P e - —E

[EE———e | cetvol v
-

-TeXT:6BD72228 apt28.d11:52228 #1628

PEoumo3  WHDump 4

U4 Dump 2

Figure 32

The process decrypts some important strings using the XOR algorithm, the keys being
“CEJ&V%$84k839y92m” and “gpzoamxiendufbtbf3-#$*40fvnpwOPDwdkvn”. The
strings “id=%s#%s#%u&cmd=y” and “id=%s# %s# %u&current=%s&total=%s&data="
have been computed:

cl=4F 'O’

.text:6BD722C0 apt28.d11:%22C0 #16C0

Wyoump1  @yoump2  @WDump3  @WDump4  @WDumps @ watch1  Ix-llocals 47 Struct

02ZF6FGB4
1 02ZF6FGC4
0ZFeF&D4
02ZF6FGE4
0ZF6FGF4
0OZF6F704
02F6F714
02F6FT724
0DZF6FT734
OZF6FT7 44

Figure 33
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£

®|(6BD72437
6BD7 243E
6BD7 243F
6BD7 2441 »~

A step-by-step analysis of the new malware used by APT28/Sofacy called SkinnyBoy — CYBER GEEKS

BA
30
42
3B
72

8C 15 64 FE FF FF
8C 15 64 FF FF FF

Do
ED

mov cl,byte ptr ss:[ebp+edx-13C]
xor byte ptr ss:[ebptedx-92C],cl

inc edx
cmp edx,eax
jb aptzs.6BD72430

______ -

Jump is

not taken

aptzs. 6BD72430

.Text:6BD72441 aptzs5.d11: 52441 #1541

24 Dump 1

2% Dump 2

%% Dump 3

4% Dump 4

3% Dump 5

@'Watchl

[x=] Locals

# struct

Address

Hex

ASCTT

0ZFGFGB4
0ZFG6FG&C4
0ZFG6FGD4
0DZFGFGE4
0OZFGF&F4
0ZF&6F704
DZFBF714
DZFBF7Z24
DZFGF734
DZFGF7 44
02ZFGF754
02ZFGF764
02FGF774
02ZFGF784
02ZFBF794
0ZFGF7A4
0DZFGF7B4
02ZFBF7C4
0ZF&F7D4

71 70 7A 6F
66 33 2D 23
ZL G4 6B 76
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
69 64 3D 25
79 00 00 00

6D
2A
v}
00
[aln]}
[aln]}
(aln]
oo
23
(nln]

78
34
aln]
o0
uin]
00
00
o0
25
uln]

WM
(=]}

o0 00 00
o0 00 00
o0 00 00
o0 00 00
o0 00 00
o0 00 00
18 14 47
03 5D 59
13 0= 1F

0o
nln]
(nln]
nln]
oo
oo
4A
1E
17

oo
00
o0
[aln}
00
00
4E
59
00

00
Lein]
uin]
00
o0
uin]
5D
12
00

Si5E588E588u588888

So 6C 84 70
£6 70 6C 70
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
22 25 75 76
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
46 4B 11 53
09 02 OF 1C
00 00 00 00

66
T
o0

62
4F
ao
a0
a0
a0
a0
00
&0
00

74
50
oo
Lilv]
oo
olv]
oo
oo
&4
oo

62
44
an
00
00
a0
00
00
D]
0o

gqpzoamxiendufbtbh
Ti-#5=40FvnpwoPD

oo
00
alv]
o0
Qolv]
oo
17
BA
00

Lulv]
Lilv]
oo
Lolv]
oo
oo
06
23
00

oo
oo
oo
00
oo
o0
10
62
00

Figure 34

The output of the systeminfo command + output of the tasklist command + the list of
targeted directories and their content are base-64 encoded using the
CryptBinaryToStringA API (ox1 = CRYPT_STRING_BASE64):

LTeXT:6BD7211A apt28.d17:5211A #151A

push eax

mov eax,dword ptr ss

push edi
push

push dword ptr ds:
€all dword ptr ds:

push dword ptr Jz:trqn

t{febp-10f

esi
<&CTypreinaryTostringas]

¥4 Dump L

¥ Dump 2

% Dump 3

o Dump 4

&4 Dump 5

8 watch 1

=] Locals

# Struct

Address | Hex

ASCIT |

D2FALESS
OZFALEAS
O2FALERB
O2FALECH |2
O2FALEDE | 72
O2FALEES | 3
OZFALEFB| 2

The HttpOpenRequestW routine is utilized to create an HTTP POST request handle:

D2FALESSE |78 03 00 00|C

20
48

Address

OA 48 6F |73 T4
20 20 20|20 20 20
54 4F 50|20 32 43
|20 4€ 61 @
2020 20 20 20
€6 74 20 57
2 72 ¢

£ 7
2|73 69 6F GE|3A 20 20 20

20 4E
20

61 60 65

20 20

65 3A
20 20 20 20
69 GE 64 6F
72 69 73 65

20 20[20 20 20
77 73 20
0D OA 4F
20 20 20

Hex

20 4D 69 63

3A(M..... HoST Name:
20

peskTor -2
20/ ..05 Name:
Mic
rosoft windows 1
0 Enterprise..os|
version:

31
53
20

Figure 35

xB7Statusword 0000
X87SW_B O XB875W_C3
XB7SW_C1 O xB7SW_C
KBTSW_SF O xB7SW_P

Defauit (stdcal)

[1: [esp] 02FAIEES “AT

00072489
00000001

wininet. InternetCloseHandle
L7AT"

a"yht"

L"trolPanel’\NameSpace"

ASCII

04F5 6020
04F56030
04F5 6040
04F5 6050
04F5 6060
04F5 6070
04F5 6080
04F5 6090
04F5 60AD
04F5 60ED
04F560C0
04F560D0
04F560ED
04F560F0
04F5 6100
04F56110
04F56120
04F56130
04F5 6140
04F56150

FAEE e

65|51 6B 41
59 57 31 6C
49 43 41 &7

oD 0A 44 51
41 &7 49 43
41 &7 49 43
4E 76 LA &E
41 78 0D 0OA
61l 58 4E 6C
gl 57 39 7o
49 43 41 &7
4C 6A 45 32
42 43 64 57
30 4B 54 31
52 31 &3 &D
41 &7 49 43
62 32 5A 30

64 31

a8

61 57

an a=

https://cybergeeks.tech/skinnyboy-apt28/

41 41 30 4B
4F 89 41 67
49 43 41 &7

70
41
41
51
4D
44
4F
49
oD
&C
4D
56
41

50
&7
&7
&7
43
51
69
43
oA
73
&7
79
67

55
49
49
5&
42
70
41
41
4D
5A
54
4F
oD

79
43
43
32
46
50
&7
67
BA
43
57
69
0A
44 51 70 50
63 6D 46 30

AR AT aa r

53 47 39 FA
49 43 41 67
49 43 41 &7

42 4F 59 &7
41 &7 49 43
42 4E 61 57
6C 75 S5A 47
62 BE 52 6L
55 79 42 57
49 43 41 &7
49 43 41 75
6B 35 49 45
41 78 4E BA
46 75 &4 &7
41 &7 49 43
54 57 6C BA

82 oC 42 7C
S5 79 42 44

AFG AR Al AT

Figure 36

64
43
52
55
31
41
4E
39
63
5
49
4D
34
49
SA
41
63
63
62
4F

o

42
41
56
55
4F
49
62
63
42
44
41
34
51
4F
59
49
33
46
35
41

A

4F
67
54
50
69
43
33

Fa- )
TA
&7

53
51
33
43
TA
30

67

o

eQkAAADKSGIZ dCBD
YW110iAgICAQICAD

ICAQICAQICAQRENT
. -

. . DOpPUYBOYWLTD1
AgQICAQICAQICAQIC
AQICAQICENawNybh3
NvZnQgv2TuZGo3cy
AX..MCEBFbBOR1CnByY
AXNIDOpPUYBWEXJZ
awauoiAgICAgICAg
ICAQICAgICAXMC 4w
LEZ. .MjksIE4WQS
BCdW1sZCAXN]IS0Q
OKTIMOTWFUdWZhy 2
R1cmvyiAgICAgIC
AQICAQ. . TWljcmaz
b2Z0IENVCNEVEmMFO
awauDgpPUyEDb25m
awdlcmFoawaudiAag

T A T N T T Al
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Wsn 1 A IM_F 3 LEMPLY)  AS/IWL3 3 LEEpLYJ
push 84000200

- 6A 01

- &8 00 02 00 84 XBTTW_6 3 (Empty) XBTTW_7 3 (Empty)
. 6A 00 push o

. 6A 00 push 0 x@7statusword 0000

. 6A 00 push 0 NB7SW_ B O xXB7SWC3 0 xB7SWC2 O
L 6A 00 push o XETSW.C1 0 XBTSW.CO 0 XB7SW_ES 0
. €8 78 EF D7 &8 push apt28.6GBD7EFTE XBTSW_SF 0 XB7SW_F 0 XB7SWU O
. S0 push eax

> . . S

. -

Figure 37

The malware adds one HTTP request header (“application/x-www-form-urlencoded”) to
the HTTP request handle:

68 00 OO0 OO0 AD push A0000000 XB7SW_B O xB7SW_.C3 0 xB7SW.CZ2 O
6A 03 push 3 XBTSW_C1 O XxB7SW.CO O xBTSWES O
56 i XB7SW_SF 0 XB7SW_P O X87SW.U O
FF 77 08 push dword ptr ds: o siliroita

02F&FBOO
02F6F 504

kernel3z.GetLastError

cralnanac3an i Tranrans o Tunas  snnldeardan Sy oo Eaem e T ames

Figure 38

The request is sent to the HTTP server using the HttpSendRequestExW API, as displayed
in figure 39:

GBD71F31]
6BD71F33
GBD71F35
6BDT1F37

uB7STatusword 0000
XB7SW_B 0 xB7SW C3 0 xB7SWC2 O
XB7SW_CL 0 x87SW_.CO 0 X87SW_ES 0O
XB7SW_SF 0 XB7SW_P 0 xB7SW_U 0O

prr ds: [edi+5]
w3l <antTpSendRequestE

— o=t =|ls 210 uios

| 02FEFS18
00000000

-text:6BDTLIF3E apt28.d11:$1F3E #133E

WWoump1  @oump2  @Hoump3  @oump 4

Figure 39

In the case of failing to connect to the C2 server on port 443, the process tries to connect
on port 80:

o e

X87TW_7 3 (Empty)

o ————
X87TW_6 3 (Empty)

x875tatusword 000D
XBTSW_B 0 x87TSWC3 0 x&87s5W.C2 0

push 50 XBTSW_C1 O X87SW_CO 0 XB7SW_ES 0O

AanEEERER
fsgsase

CC FE FF FF Dlls: ﬁ?rd ptr ss5:febp-134§ NBTSW_SF O xBTSW_P 0 xXB7SW_U o
push es
— i< o

Figure 40

The information extracted before is exfiltrated to the C2 server (id=
<hostname>#Username#<Serial number in decimal>&current=1&total=1&data=<base-
64 encoded data computed above>):
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X87SW_B 0 XB7SW.C3 0 NB7SW.C2 O
X87SW_C1 0 X87SW.CO O xB7SW_ES 0
XBTSW_SF O XB7SW_P O xB7SW.U O
s e

vl

Default (stdcal) = |[5_1#|[] unlock

52| 77
I— ax 0OCCO00C
7B1D0 <apt28.&InTernetwriterlles]=< net, Internetwriterile> Ifz: :-:394 05006020

3: [espr8] 0000277
: 4: [espsC] OZFEFB40

_t!xtﬁaﬂ?lFfs !llt25d‘ 155555 ‘{355 ||5: [esprlD] 71768040 <wininet.InternetClosedHand]

push eax
push dword pt ebp+Cl

ebp JLI

ed1
ma _ptr ds: m‘lrlt!rnenlrlteil‘{»] ]

Woump !  @owmp2 oump3  Poump4  E¥oumps @ wathi  Lellocs | struet 02F6F7F4 | 05006020
el s o
gégggg';’g_‘! [ gn; ;g !;-11 ;: 532 §? ii wininet.InternerClosenandle

0500604033 26 €3 JS[72 72 65 GE
05006050 6C 3D 31 26|64 61 74 61
05006060 | 48 53 47 39|74 64 43 42
05006070 67 49 43 41|67 49 43 41

74 30 31 26
30 65 51 6B
4F 53 57 33
67 49 43 41

L
kernel3z.GetLastError

ASCII
43 d KTOP -2
2 -
74 6F 74 61| 3&cCurrent=14Tota

67 49 43 41 OIquICAqIC-\gICA

)| 05006020

slaancesce |1 mranranr Tunas snnlicarian iy Farmo e Tanes

Figure 41

The thread sets the event created earlier to the signaled state:

push dword ptr ds Emsxszs]
£all dword ptr ds:l<asetevent:] | o

........ =[5 20 unked
GBD71780 apt28.6BD71780
6ED7T1780 apr28.6BD71780
1 0000000
.Text:6BD71934 apt2B.d11:§1934 #D34 5: [esp+1d) 00000000

[ (P [ P s MR PR Pttt L R, IEEEEER 00000278 |

Figure 42
Thread activity — sub_6BD71960 function

This thread sets the event created earlier now to the nonsignaled state using the
ResetEvent routine:

FF 35 2 B sn aword ptr ds:|GEDB1BZE] pemmoLe s o mmeen o
> FF 15 BoEobren i%ﬁ dword ptr diiloameseitvents] | o =
. R i - Default (stdcall) * |5 & |0 unio
00000278
dword ptr [6BD7B0B0 <ApT28.&ReserEvent>]=<kernel3Z.ReseTEvent> P 6BD71960 ADT28.6BD71960
6BD71960 apt28.6BD71960
LTEXT:6BDT1991 apt25.d11:51991 #D91
-~ F R e I Sl R e IRy Dy PR IEETERE 00000278

Flgure 43

There is a similar workflow starting with calling the InternetOpenW function up until
connecting to the C2 server on port 443 (or port 80 if the first one is unsuccessful). The
POST request is different this time because it contains the “ecmd=y” command that is used
to download a DLL file:

S0 push eax T XB7SW_ B 0O xB7SW C3 O xB7SW C2 O
FF 75 oC push dword ptr ss’iebp-cl XB7SW. C1 O XB7SW.CO O xB7SW_ES O
FF 75 C4 push dword ptr ss:febp-3CJ [e XB7SW_SF O XB7SW_P O X87SW U O
FF 77 08 ush dword ptr de: [edi+5]

FF 15 DO BL D7 &8 Ih Oward pEr dssf<aInternetr iteFiles] w

dword ptr [6BD7BID0 <apt28.4InTernetWriterile>]=<wininet.InternetWwriterilex esg+4 0488FE5C "1 d=DESKTOP - 2C IE—
esp+8] 00000027
0488F608

esp+C

.Text:6BDTIFSS apt28.d)1:$1F55 #1355

B4oumpi  G4oump2  EiDump3  W4Dumd  Woumps @ watchi  Ielloss st DABBFSBC | 0488F65C | "1 d=DESKTOP-2C ME/EN#27 3112606 38Cnd=y"
= — ~ | Giserses bisarens

Figure 44

The malware queries the server to determine the amount of data available using the
InternetQueryDataAvailable routine:

. 6A 00 push 0 ¥ = b RosIN_% 3 LEMPLY) Ko/ IN_D> 3 LEMpLY )
. 89 45 FO mov dword ptr ss:febp-10f,eax XB7TW_E 3 (Empty) xB7TW_7 3 (Empty)
. 6A 00 o
. 8D 45 F4 ?ea eax,dword ptr ss:[Jebp-Cj XBTSTatusword 0000
. 88 D3 mov ebx,ecx ab XBTSW_B O xB7SW.C3 0 x87SW 2 O
L] 50 push eax XBTSW_C1 O XB7SW.CO 0O Xx87SW_ES O
- FF 73 08 push dword ptr ds:[ebx+ 3] XBTSW_SF O xB7SW_P 0O X&7TSW_U O
. c7 g F4 00 00 00 0O mov dword pl:r 55 ‘E p-Cli, ¢ B
Eg— FF €4 Bl D7 68 call dword qmternetquerwaramm ablex W= =
| = = , " |Defut T 0w
“dword ptr [68D7B1C4 <apt28.AInternetqueryDataAvailables]=<wininet.InternetQueryDataAvailables e :::,,_, DABBFE0C
3: [esp+8] 00000000
4: [es| 00000000
.Text:6BD7IFFF apt28.d11:S1FFF #13FF prcl

@oump1l  Yhoump2  WDump3  WEoump4  WDumps @ watchi  bellocals ) Stuct @ Daceroor
T i - B ~ | i8ararc | 00000000

Figure 45
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The potential DLL file is read from the handle using the InternetReadFile API (the first 4
bytes would represent the data size and there will also be 32 bytes that represent the
SHA256 hash value of the content, as we’ll describe in the upcoming paragraphs):

51 push ecx

88 OF mov ecx,dword ptr ds:[edi] x87statusword 0000

56 push esi XB7SW_B D xB7SW_C3 0 xB7SW L2 0
03 c8 add ecx,eax *S7SW_CL O X87TSW.CO 0 x87SW_ES O
51 Push ecx XB7SW_SF O XB7SW.FP 0 x87SWU O
FF 73 08 ush mrﬂ p(r a; +8]

FF 15 CB8 B1 D7 &8 | cuntgrnsmzadsilz:l

~ [5_%]00 uniock

=’—_‘——.

dword ptr [GBD7BICE <apt28.&InternetReadriler]=<wininet. InternetReadrile> esp+d] 04DEEFDO
esp+8] 00000384
aspxi O4B88F540

es5p+10] 00CC000C

.text:6BDTZ067 apt2B.d11:52067 #1467

Woump1 @oump2 lowmp3 WWoumpd4  Wowmps @ waich1  (rellocls Y Struct

Address |asciz |
04D66FDO O 00 OO0 00|00 00 00 00|00 00 00 00|00 00 00 OO0 M. . ccveisssssnns |
Figure 46

The expected DLL is base64-encoded because the process tries to decode it using the
CryptStringToBinaryA function (0ox1 = CRYPT_STRING_BASE64):

6A 00 h o = i e
= on """n XB7TW_4 3 (Empty) x 5 3 (Empty)
8D BD EB FE FF FF lea ecx,dword ptr ss:febp-115] X87TW_6 3 (Empty) X87TW.7 3 (Empty)
51 push ecx
A 0O push 0 x875tatusword 0000
64 01 push 1 XB7SW_B 0 xB7SW_C3 0 x87SWC2 O
8D 47 04 lea eax,dword ptr ds: [edi+4] XBTSW_C1 O x87TSW.CO 0 xB7SW_E5 O
13 push esi XBTSW_SF 0O x87SW_P 0 x87SW_U O
50 wsn e | AT A TEmONRTAR
| FF D3 call ebx EBRICT v [ |:|D
— e T i =
. IS
ebx=<Crypt3z.CryptstringTosinaryA> (7688E800) 2: [esp+4] DODDODSAG
31 EESD'VE 00000001
4 00000000
+text:6B072853 apt28.d11:$2853 #1C53 (512 (::mu] D488F584
@Woumpt  @pwmp2 Woump3  @Dwps  WWoumps B watchi  Iellocals Y struct m
m—u’l%— ASexl ~ | S4aeta | 00000900
02F93ES4 |BC 3E 0D OA[3C 68 65 61|64 SE 00 OA|3C 74 £9 74(W>..<head>..<tit D4BBFS4C | 04BBF5E4
02FO3E€4 | 6C 65 3E 46(€1 68 €5 4E (65 74 20 4E (47 ?e;FakeLe_;—:gc/t | 04BAFE50 | DO00OODD
e R I e L R R s 0488554 | 00000000
Figure 47
6A 00 pusnh 0 X87TW_0 3 (Empty) X87TW_1 3 (EmpTy)
22 ;g 'sg:nef"““ xB7TW_2 3 (Empl‘_y; XBTTW_3 3 (Empty)
FF PP ro£ss ; X8TTW_4 3 (Empry) x87TW.5 3 (Emptry)
gg el ;5;‘"‘:’;!”"”“ Pt s:lebp-1158 X8TTW_E 3 (Empty) XBTTW_7 3 (Empty)
88 BS EC FE FF FF mov eax,dword ptr ss:febp-114]
56 pusn esl x8TStatusword 0000
6A 01 ush XB7SW.B 0 xB7SWC3 0 xB7SWCZ O
FF BS CC FE FF FF BUSH Ml'ﬁ ptr ss:febp-1348 x87SW_C1 O XxB7SW.CO O X87SW.ES 0
83 CO 04 add eax, 4 XBTSW.SF O XB7SW P 0 XB7SWU O
2 LR EEe
| FF D3 ; b ebxRiCr w =
il calless, L. . S | etk stca) * 15 210 unkod
i Eii‘i].ozinisq
ebx=<Crypt32.CryprstringToBinaryA> (7688£800) 2: [esp+4] 0D0DOO5AE
3! iesnwa 00000001
4 7
. Lext:6BDT285C apt2s.d17:$285C #1CHC 51 {gzmn]osgﬁrggc
= = 5 ]
oumpt  Eoump2 @owmp3  PDumpd  @Woumps @ wathi  ellocls Y struct D4BBrE 40| DOODOEAG
Addr ASCII 0488F544 | 000D0DOL
DJD&CHZ'ZIB WDD 00 00|00 00 00 00|00 00 00 00|00 00 00 4 m"“"m?l‘
: : ; =1 0485F54C DABBFS84
04D4C738( 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 o lacrans
04D4C748| 00 00 00 00|00 0O OO0 00|00 OO0 OO0 00|00 OC 0 P
nanarscelnn an an anlan an an anlan an an anlan 0483F554 | 00000000

Figure 48

CryptAcquireContextA is utilized to acquire a handle to the Microsoft RSA and AES
Cryptographic Provider (0x18 = PROV_RSA_AES):

0 C O b 3 s ADY IM_E 3 LMY ) A IM_Z 3 LEMLY S
:i :LI:U 20002 ;3:: e XB7TW_4 3 (Empty) X87TW._S 3 (EmpTy)
6A 00 pusn o X8TTW_6 3 (Empty) X87TW_7 3 (Empty)
88 FO mov esl ceax
6A 00 ush © xB75tatusword 0000
80 34 24 34 ea edx dword ptr ss:ffesp+34) X87SW_B 0 XB7SW.C3 0 X875W.C2 0
50 push eax XB7SW_C1 O xB7SW_CO O xB7SW_ES O
€7 44 24 38 00 00 00 00 |mov dword ptr ss:fesps XBTSW_SF 0 XS7TSW_P 0 XB7SW.U 0
€7 44 24 3C 00 DO 00 00 Imov dword ptr 551 s p+3C] | S WS- P S P
FF 15 18 BO D7 68 call dword ptr as'[qacrypmqu!recontext»] ~ T
- R ~[ ElT s
e - 1: [esp] D488FeCC
dword ptr [6BDTBO1S <apti8.&CrypTAcquireContextA>]=<advapi32.CryptAcquireContextas esp+4] 00000000

: [esp+8] 00000000
esp+C] 00000018
_[esp+10] FO000000

text san?m,a? aptzx d11 sun vr:a?
o1 | @ioup2 | Soums  BBompd | @lomps @ waxhi | el | o st

|asc1x |
02F 9! ka m f_'l" UU UUlIJfJ J‘J 'JU I)L\‘\JU UU DU 'J‘Jl‘J(I I}D “'\ \JJ ................ |

Figure 49

The CryptCreateHash routine is used to create a handle to a CSP (cryptographic service
provider) hash object (0x800c = CALG_SHA_ 256):
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50 push :,‘ NE/STATUSWOrD U0
64 00 push XETSW_B O XS6TSW.C3 O
6A 00 push 0 XBTSW.C1 O XB7SW.CO 0
68 0C 80 00 00 push 8 d«o 1 NBTSW_SF O x8TSW_P o
FF 74 24 34 push rd ptr ss:fesp+34 e e
FF 15 14 BO D7 6B u‘l] dword pEr 5z [<acryptCreatesash>] | | Se—— <
ree oy it i e 5 |[Defaut (stdcal) - ED‘
i 3
Gword ptr [EBD7B014 <apT28.4CrypiCreatenashs]=<advapi32.Cryprcreatenashs |§ !I:g]'ﬂ?‘gggmmmuiracmm
3 Fesm—s 00000000
4; [espsC] 00000000
.Text:6BDT1AAD apt28.d11:$1AAD #EAD |[s: [esp+id] o+ss8Fep0
Wowmp1  @oump2?  @0ump3  PWoumpd  @Houmps @ warchi  [vellocals ' stet DSEERESS 0000800C
Address | Hex | Asc11 | ] ~ R iBSES | IUOT000
DA 1) D0- S0 00, 0000, 90] 0 0000, 0] 00 M0 00 00 Be e rmasransga] 0488F6A4 | 0485FEDD
Figure 50

After the base64-encoded DLL file is decoded, then the malware hashes the buffer that is
supposed to contain a DLL file using the SHA256 algorithm:

6A 00 push o XB7SW_B O XxB7SW.C3 0O xB75W.C2Z O
FF 74 24 18 push dword ptr ss:fesp+1sf xB7SW_C1 0 xB7SW. L0 O x875W_ES O
57 push edi edi:"C P 0 x875wW_U ]
FF 74 24 34 push dword ptr ss:fesp+34) o ramzens o
FF 15 call dword prr ds <4CryptHashDatas]

111 [esp] D4CA3768 <&CPCreateHas
2: Lasnv-ﬁ] 04DEEFE8 "CCCCCCCCCCOCCCCCCoCoocococe
3: Lesp+8

Fesm-c] 00000000

|5: [esp+l0] 6BOT1960 apr2s.EEDT1960

@oump1  EEoump2z  EHoump3  EWDumpd  Eoumps @ wawchi  pellocals ) stuct rﬁﬁgﬂxﬁ wmwuiumccccmmcm
T U S DO .= OO | | ~ | 04ssreas| aonooaan

Figure 51

dword ptr [ssnmnac <aptlB.&CryptHashData>]=<advapii2.CryptHashDatas

.Text:6BDT1ACA apt28.d17:$1AC4 #ECH

The hash value is extracted by calling the CryptGetHashParam API, as shown in figure 52
(ox2 = HP_HASHVAL):

. 64 0O ush 0 AT IM_D 3 LEWPLYS  AS/ IWs 3 LEWELY)

. 8D 44 24 30 ea eax,dword ptr ss:Eesp-308 i

- 50 push eax xB8T7Statusword 0000

. 56 push esi X8TSW_E O x87SW_C3 0 x875W.C2 ©

. 64 02 push 2 XB7SW_C1 O xB7SW_CO 0 xBISW_ES 0O

. FF 74 24 38 nusndaguau ptr s [esn--i] XB7SW_SF D XSTSW.P 0 X8ISW.U O

. €7 44 24 40 04 01 00 00 |mov rd ptr ss:flesp+sof, 104 oo PN S-S
| FF 15 10 80 D7 &8 | call dwor, [<&CrypiGetHashParam] | o= !

. i e T e e 5 | Defauit (stdcal) v [s_[#] (] uniad

1i [esp] 04CA37GE <ACPCreateHashs>

3: ;!sprs O02F997A8
4: [esp+C] D4B5FED4

5: [esp+10] 00000000

dword prr [6BD7BOL0 <apTi8.&CryPLGETHASNPArams>]=<advapisz.cryprGeTHAShParams 2: Eesp—r!] 00000002
. Text:6BDT1AES apt28.d11:S1AEE #EEE

@oump !t @ompz  @Hoump3 @Woumps  Eoumps @ warh1  ieellocas # struct 00000002
Address | Hex |Asc1I | I ‘"““"‘ oty
02F997AB [ 00 00 f,_\f,_\l-J-_J 00 00 f)E-lf_J-j\ 00 00 I_J-[,\EDL‘ 00 00 OO||.------.cvancunn |

et

Figure 52

Address | Hex ASCIT

02F997AE|E3 BO €4 42(/98 FC JC J4(9a FB F4 CB|(22 6F B9 Z24|a°AB.U...LUOE.O"
02F997BB| 27 AE 41 E4|64 9B 93 4C |A4 95 99 ]JB|(78 52 BB 55| 'SAZd. .LH...MR

b
u

Figure 53

The malicious process verifies if the hash value computed above coincides with a 32-byte
buffer that comes with the DLL file (of course that the response is emulated in our case,
but we can adjust it to pass the comparison):

i 8B 08 mov ecx,dword ptr ds:[eax]
s 3B 0E cmp ecx,  dword ptr ds:[esi]

I Ir————l GBD7 J.nl4 SR L] jne aptZE GBED71B26

i & et v i et

1

eCN=4141544D
dword ptr [esi]=[02F997A8]1=42C4B0E3

.text:6BD71B12 apt28.dl11:31B1lz #F1lz2

24 Dump 1 &4 Dump 2 4% Dump 3 4 Dump 4 4 Dump 5 8 watch 1 [x=] Locals ?{J Struct

Address | Hex ASCII
OS4FEQ20 (40 oA 47 §1|41 41 41 41|41 41 471 41|41 41 41 41 |MEAAAAAAAALAAANR

Figure 54
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; ®| GEDF1ELO 88 08 mov ecx,dword ptr ds:|eax
| ----e[6BD71B14| ~ 75 10 ijne apt28.6BD71B26

P *| RS Eie TRt l—aa 270

e e £ il

ecx=41414141

.Text:6BD71B1Z aptz2s5.dl11:$1B12 #F1l2

Pybump1  @WDump2 @WDump3 WWDump4d  WhDump5 @ watchi  Ix-llocals ¢ Struct

054FEQ20|E3 _BO C4 12-:];1 41 41 41|41 41 41 41 a“ABm

Figure 55

GetTempPathW is utilized to retrieve the path of the %¥TEMP% directory:

0 xB7SW.U O

v [5s £10] unlock

e5p+4] D4BEFEDB
e5p+8] 6BD71960 apr28.6BDT1960
esps+C]| 6BD71960 apt2s.EBD71360
esp+10] 00000000

.text:6BDT1B6D apt28.dll:$186D #FED
@Woump!  EYoump2  WHDump3  PWDump4  @4Dwmps @ watch1  ieellocals ) Struct

Figure 56

The malicious process creates a file called fvjoik.dll in the %TEMP% directory, as shown
below:

RS IW_4 3 LEMPLY ) Ao/ Im_5 3 LEMPLY)
®XB7TW_6 3 (Empty) X87TW_7 3 (Empty)

xB875tatusword 0000

XBTSW_B 0 xXB7SW.C3 0 XB7SWELZ O
XB7SW_C1 0 xB875w.C0 0 xB8TSW_ES O
XB7SW_SF O XB7SW_P 0 XxB7SW_.U O

~ |[5 =] (] Unlodk

push 2z

push 40000000

Tea eax,dword ptr ss:fesp+as]
h eax

.Text:6BDT1BB3 apt28.d11:$1883 #FB3
@oump 1 Eoumpz  PWoump3s  @Woumps

Figure 57

The newly created file is populated with the potential DLL downloaded from the C2
server:

AGSIM_D 3 LEMPLYJ RS0 IM_s 3 LEWPLY )

ush o
ea eax,dword ptr ss:fesps22)
A%

6A 00

8D 44 24 28

50 xB7Statusword 0000

M8TSW_B O xB87S5W.C3 0 x87SW.L2 O

XB7SW_C1 0 XB7SW_.CO 0 xXB7SW_ES 0
SF O XB87SW_P 0 x875W_U o

FF 74 24 1C
€7 44 24 30 00 00 OO 0O

bwr iTeFil

. TexT:6ED71BFS apt2s.dl1:$18F5 #FFS
Woump 1  EHoump2 WDump3  PUoump4  GHDumps @ watchi  rellocks | ) stuct

i 43 43 33 43743 43 43 43(33 3 33 43| MECCCCCCCCCCCCCC
e e | N R R I s

Figure 58

The DLL file is loaded into the address space of the current process using the
LoadLibraryW routine:

3 6B071960 ApT2E.6BDT1960

i Lesp+B] 6BD71960 aptl8.6BDT1960

: [esp+C] 0ODDOOOD

: [esp+l0] 04D4CT2E “"MZAAMZAAAAAAAAAAALAAAAAAAL

| pe—— lil - i - - . - hili - [ o B

Figure 59

https://cybergeeks.tech/skinnyboy-apt28/ 15/17



10/18/21,9:35 AM A step-by-step analysis of the new malware used by APT28/Sofacy called SkinnyBoy — CYBER GEEKS

The malware will execute the exported function with ordinal 1, as highlighted in the next

figure:
push 1 XB7TSW_SF O X8TSW_P 0 x87SW.U O
|&;h mres‘ d ptr dsi[<aGetProcAddress>] | e —
> ~
| 5  Defoult (stdcal) >[5 1£][] unloc
ey b 1t [esp] 00001234
d ptr [GBO7BO0AD <apt28.&GeTProcAddresss>]=<kernel3z,GetProcAddress> Il 2: gs:ﬂ] 00000001
| 3: Eesms 68071960 apt28, 68071960
4: esp+C] 6BD71960 apt28.6BD71960
.text:6BDTIC31 apt28.d11:$1C31 #1031 |5: [esp+10] 00000000
- = - = @) OD001233
WWoumpt  oump2  Woump3  @Dump4  Woumps @ watch1  Ix-llocals ' struct R IOGOCO
Figure 60

After the function finishes, there is a call to WinExec that deletes the DLL file created

.
earlier:
. 6A 0O ush xB7TW_6 3 (Empty) X87TW_7 3 [Empty)
L] 8D BS FB FE FF FF 'Iea eax,dword ptr ss:febp-108]
50 push eax eax: "cm XB7STatusword 0000
EHF———— FF 15 8C BO D7 &8 | ¢all dword ptr ds:[6BDTEOSC winExec xB7SW_B O XB7SW_C3 O x87SW.C2 O
88 4D FC mov ecx,dword ptr ss:febp-4 XB7SW_C1 0 x87SW_CO O XB7SW_ES O
33 CD Xor ecx,ebp XBTSW_SF O xB75Sw_P 0 xB87SW_U 1]
SE p_esi esi:lst A — o s . -
ES FF 1D 00 00 w'l apr25. 68D72EBO v - ==
Hes b s " [ efaut (sigal) <[5 2] uriock
I | . SR ERCD ET) € BEL \\Users\
dword ptr [aptzs. = esp+4] 00000000
z esp+8] 00000000
. TeXT:6EDTL0A0 Apt28.d11:$1040 #4A0 = e ———
Woumpt  @ouwmp2 WHoump3  Woump4  Whoumps @ watchi  bellocals | Stuct HOB00Ga0: *
Hex ] 00000000
0485F598 (83 €D €4 20| 2 | 20(22 43 3A 5C oﬁ /C DEL "Ci\
04B8FSAB 55 73 65 72|L |20 24 61 74| User s\ AppDat
0485F5BE | 61 5C 4C 6F 63 61 6L s:lm_:_g 5C 66 76 GA|a\Local\Temp\fv] e
0488FSCE|GF 69 6B 2E |64 6C &C 20|22 0O 00 00|00 00 00 00|oik.dl1l "....... ; ¥

Figure 61

The process communicates again with the C2 server, and we believe that it transmits the
result of the DLL execution (we won’t go into too much details here because it’s pretty
much the same activity described so far). The parameters of the request are again as
follows: “id=<hostname>#Username#<Serial number in
decimal>&current=1&total=1&data=<data to be transmitted>".

Main thread activity

The main thread sets the event created before to the signaled state:

FF 35 28 1B DG 6B |nush gnord prr o::(68081828] XSTSW_SF O XSTSWP 1 XSTSW_U O
C7 45 F8 00 00 00 00 lg;'lmrddptr 553 t[ . ! mac o o noew. .
FF 15 75 B0 D7 GB dword ptr di: :a.se::venb v [—————
- e — 5 Defauit (: ity ~{[s B0 4
— B 1: [esp]l 00000278
dword ptr [GBD7BO7S <apt28.aSetEvent>]=<kerneli2.SetEvents 2: [espts] 00000000
3: }!sp-rii 00000000
TexT:6BD7IDF4 apt26.d11:S1DF4 #11F4 -
S NS B el R R [ T 00000278

Figure 62

The malware retrieves the termination status of the 2 threads using the
GetExitCodeThread API:

|nush eax XBTSW_SF O XBTSW_F 1 x&TSWU O
g:sn ebx ) LEICW OO uEIOW T 0 wxaTow O o
Ea— | D71E0: | FF = !1 ‘“L = T EETEEEE |, B S =
S 2 1: [esp] 0000027C —a =
es 32.GetExitCodeThread> (7EAT4EFO) 2: [espra] D091FBS4
(] S e
4 00000000
. text:6BD7IEOS apt28.d11:$1E05 #1205 — - Er—

Woump1  @ouwmpz  Woump3  @oumps  @oumps W wachi  iellocals ¥ struct Mﬂmmmﬁl
Figure 63
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push eax : = = XBTSW_SF O XETSW_P 1 XB7SW_U O
push edi | wozew o o _wazew =z 0 wozown o
| a1y esi |esi:Get |, [ - —
ny mavs ara e 2r Tacss ._-)— Defaudt (stdcall) = |— 21010 unlod
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INDICATORS OF COMPROMISE

C2 server: updaterweb[.]Jcom

SHA256: aeobc3358fefocaz2a103e694aa556f55a3fed4eg98bas7d16f5ae7ad4ad583698

User-Agent: Opera
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