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Ransomware gang wanted $40 million in Florida schools cyberattack

By Lawrence Abrams
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Fueled by large payments from victims, ransomware gangs have started to demand ridiculous ransoms from organizations
that can not afford to pay them. An example of this is a recently revealed ransomware attack on the Broward County Public

Schools district where threat actors demanded a $40,000,000 payment.

According to the Broward County Public Schools (BCPS) website, the school system is the sixth-largest in the USA, with
nearly 261,000 students and approximately 110,000 adult students in 241 schools, centers, and technical colleges, and 92

charter schools.

Last month, Florida's Broward County Public Schools had to shut down their IT systems after suffering what was reported

as a cyberattack. Since then, the school system has not disclosed any further information regarding the attack.
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As first reported by databreaches.net, this week, a ransomware gang known as Conti has claimed responsibility for the
attack. After negotiations failed, the threat actors published alleged screenshots of the ransom negotiation from Broward

County Public Schools' attack.

These screenshots revealed that the threat actors initially demanded a $40,000,000 ransom from the district, which left the
BCPS representative shocked that the threat actors thought they could afford that much money.

This is illustrated in a snippet of the conversation between a BCPS representative and the Conti gang, shown below.

Hello, this is ContiLocker Team.
Please, introduce yourself (Company name and your pesition) and we'll provide all necessary
information.

Sometimes our staff is busy, but we will reply as soon as possible.
HIDE

Our network is the Broward County Public School network? is this where we get our files back?
® please tell me what to do next

HIDE 7 14 days age

‘What happened? The bad news is that we hacked your network and encrypted your servers, as

well as downloaded more than 1 terabyte ofgour personal data, including financial, contracts,

databases and other documents containing SSN addresses DOB and other information about
students and teachers.

If this data is published, you will be subject to huge court and government fines.

The good news is that we are businessmen. We want to receive ransom for everything that needs

to be kept secret, and don't want to ruin your reputation.

The amount at which we are ready to meet you and keep everything as collateral is $40,000,000
HIDE 14 o

I am...speechless. Surely this is a mistake? are there extra zero's in that number by mistake?
® HIDE 2 14 days ago

According to the records, your revenue is more than 4billions. So a possible amount for you.
‘We alsc made a research to throw your finance and know that you own the required amount.
HIDE 14 da

i am so confused. this is a PUBLIC school district. public, meaning it is free for students to attend.
® ‘You cannot possibly think we have anything close to this!

HIDE 7 14 days ago

What is your position?

HIDE 14daysage v

what do you mean?
HIDE ? 14 08yS 300

miy position is shock and horrer that anyone thinks a taxpayer-funded school district could afford
this kind of money!
HIDE 7 14 days age

i am also quite curious about this terabyte you mention. what sorts of documents can you share
® with me to prove this claim?

HIDE 7 14 days ago

Alleged ransomware negotiations published by Conti

According to the screenshots of the negotiation process, the ransom was ultimately lowered to $10 million, but it was still
far more than the $500,000 the school district was willing to pay. This led to the end of the negotiations and the screenshots
being posted.

From the numerous ransomware negotiations seen by BleepingComputer, ransomware gangs always pride themselves on
researching a victim's finances before setting a ransom amount. They then try to throw this financial information in the face

of the victim while negotiating.

They also tend to start with high ransom amounts, knowing that the negotiation process will significantly whittle down the

ultimate payment.

While a corporate victim's financial information can be gleaned from revenue reports, stolen data, or even insurance

policies, it appears they failed to understand that public school systems in the USA typically operate on a tight budget.

Furthermore, schools have had to dip into their cash reserves to open schools under strict health guidelines due to the

pandemic, leaving little room for million-dollar ransom payments.

When a public school has to take money away from their budget for an unexpected expense, it is the students who suffer,

and it is ultimately the tax payer who bears the cost of paying these ransoms.

While ransomware gangs have successfully extorted public schools and universities in the past, it is not nearly as common

as with the enterprise.

The $40 million ransom in the Broward County Public Schools cyber attack is the second-most largest demand seen to date.

The largest ransom is from REVil on their attack against Acer, where the attackers demanded $50 million.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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