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Deep Analysis of Android Rootnik Malware Using Advanced Anti-Debug
and Anti-Hook, Part I: Debugging in The Scope of Native Layer

By Kai Lu
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Recently, we found a new Android rootnik malware which uses open-sourced Android root exploit tools and the MTK root
scheme from the dashi root tool to gain root access on an Android device. The malware disguises itself as a file helper app
and then uses very advanced anti-debug and anti-hook techniques to prevent it from being reverse engineered. It also uses a
multidex scheme to load a secondary dex file. After successfully gaining root privileges on the device, the rootnik malware
can perform several malicious behaviors, including app and ad promotion, pushing porn, creating shortcuts on the home

screen, silent app installation, pushing notification, etc. In this blog, I’ll provide a deep analysis of this malware.

A Quick Look at the Malware

The malware app looks like a legitimate file helper app that manages your files and other resources stored on your Android

phone.
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Figure 1. The malware app icon installed
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Figure 2. A view of the malware app

‘We decompiled the APK file, as shown in Figure 3.
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Figure 3. Decompile the malware app’s apk file

Its package name is com.web.sdfile. First, let’s look at its AndroidManifest.xml file.

<application

<activity android:exporte:

<activity endroid:name=
<intent-filter>

"true” androidsicon="fdravable/app_icon” android: label="Gatring/app_narc” ERIToid
string/app name” android:launchMode="singleTask" android:name="com.sd.clip.activity.
ct: ="portrait® 5

Manage: e
‘Thene.Light.NoTitleBar™
<action android:n:
<category android:name:
</intent-filters

</activity>

<activity android:name="com.sd.clip.accivity.Filelel vit, “portrait” "@android:style/Theme. Light .NoTitleBar” />
<service "false” android:neme="com.sd.clip.us:.UpleadErrorInfoService” />

<service android:name=rcom. hg.mer. PG android:process=ridys />

<receiver

meom B mer Mus™y

<intent-filters
<action

</intent-filver>

<intent-filter>

"android. intent.action.BOOT_COMPLETED" />

<action android:name="android.intent.action.USER_ERESENT® />
</intent-filter>

<intent-filters
<action android:name="android.net.conn.CONNECTIVITY_CHANGE™ />
</intent-filters
</zeceiver>
<meta-data android:name="adch:

1" android:value="jgm161115102" />

- gn1611151027 />
<meta-data android:names £28812c76661342CE000603" />
<receiver mame="com.bang . stub. ”»
<activity background="\+1f " . Gom. bangcl
</applications

sk.stub.NewAcsivicy™ />
Figure 4. AndroidManifest.xml file inside the malware app’s apk file
We can’t find the main activity com.sd.clip.activity.FileManagerActivity, service class, or broadcast class in Figure 4.

Obviously, the main logic of the file helper app is not located in the classes.dex. After analysis, it was discovered that the
malware app uses the multidex scheme to dynamically load a secondary dex file and execute it.

How Rootnik Works
1. Workflow of Rootnik

The following is the workflow of the android rootnik malware.

—
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—
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s

Figure 5. An overview of the android rootnik malware’s workflow

I1. Going deep into the first dex file
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The following is a code snippet of the class SecAppWrapper.

public class SecAppirapper extends Appl
public static X 8

tion {
on realdpplication;

static {

.realipplication = mull;

tex. loadLlibrary(*SecShell®);
PATH != null) [
ex.load (Helper, PPATH) :

public SecAppirapper() {
super():
1

protected void attachBasebntext (Co
super.attachBaseContext (argd) ;
trg |
Sechpphrapper. realapplication = this.getClasaloader().loadClass (Helper.APPNAME) .newlnstance(); // Helper.APFIAME = "com.sd.clip.base.MyApplica
Eelper.actach .realipplication, argd);

xt argd) {

Il
catch(Exception vO) |

Sechppirapper. realipplication = mull:
)

}

public void cnCreate() {
super.onCreate (};
try {
this.haawei_share ();

1
catch{Exception
}

vy 1

if(SechppWrapper. realipplication != null) {
filper. aTE i x2aldpplicazion, null);
[secappirapper. realapplication. encreate ) ; |

1
1

Figure 6. A code snippet of the class SecAppWrapper
The execution flow is shown below.
Static code block -> attachBaseContext -> onCreate

The static code block loads the dynamic link library libSecShell.so into the folder assets, and the program enters into the
native layer, performs several anti-debug operations, decrypts the secondary dex file, and then uses a multidex scheme to

load the decrypted secondary dex file, which is actually the main logic of the real application.
The class DexInstall is actually the class MultiDex, and it refers to

https://android.googlesource.com/platform/frameworks/multidex/+/d79604bd38c101b54e41745f85ddc2e04d978af2/library/src/android/support/mul

The program then invokes the method install of DexInstall to load the secondary dex file. The invoking of the method
install of DexInstall is executed in native layer.

public static woid install (ClassLcader argd, String argS) {
try {

File

v0 = new File{arg5);
\rraylist v2 = new ArrayList():
{{List)v2) .add{v0):

| DexInstall.installSecondaryDexes(argd, v0.getParentFile(), ({list)wva)); |
1

catch (Exception wl) {
vl.printStackTrace (System.out) ;

1

Figure 7. Installing the secondary dex file

In function attachBaseContext, the program loads the class com.sd.clip.base.MyApplication, which is the execution entry of

the secondary dex. The method attach of Helper is a native method.
In function onCreate, the program executes the method onCreate of the class com.sd.clip.base.MyApplication.

That’s it. The first dex file is rather simple. Next, we’ll do a deep analysis of the native layer code, which is very
complicated and tricky.

II1. The scope of the native layer code

As described above, the native layer code uses some advanced anti-debug and anti-hook techniques, and also uses several

decryption algorithms to decrypt some byte arrays to get the plain text string.

The following is part of the export functions in libSecShell.so. It becomes harder to analyze due to obfuscated function

names.
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MName Addressv Ordinal
=¥ p26102C6ABCA45031EDFBA281477FD563 0000D1CC
E pDAS271CFACCFFAS1FI2CF1ECOF435889 00000290
E p2286280E2C8TB5C9202230FFCTET02D4 0000D9C3
E pAdD41BAEAB1450AEEERB3AB4FD262552 0000DAS4
E p642B01F4A1685C3EDB2B3BO20C0EDEAS 0000DDC8
[2#] strlen 00DDEG24
E3 INI_Onload 0DDDEGBF4
p335401FBTDCO9CYI176CACT 1FDETCIET 00013028
pBDF4491A86TF48BF1ESST30C1FIFSTDY 00013034
E p1DEEDB1B7827CETCFEAD133ED15DTFI0 0001305C
E pFAGE3T10AB0C2FEBFE4C3CCDBBFICOBAZ 000132E4
E pD012AB537ADA2TI2B1 AAFGI613FAR1AD 00013450
E p40ADTDTCEE164CBECABTISCTR20048EA 00013534
E p3AD5D0264D7CEE1ACI5496D47385442C 000137BC
E pE0AC462B25DA2CTSC55F0ECDT13654EF5 00013BCC
E p4852ABASAOFBE4247021CED4A4AC24EB 00013000
=#| stduallocator<char>:_M_allocate(uint, uint &) 00014148
E pD3667BED240792A5F1BA435623D9B215 00014E80
=#| pFBOETCFBO8CTIACBAEDDIOBTEAAGTS93 00015B2C
E pD3E933E17B431824F310DF3381EBDE3E 00015F4C
=%| pDBF3FA10EEF02923410B2987925759A0 000180EC
E artOatFileQatMethodLinkMethodStub 0001851C
=#| artClassLinkerDefineClassStub(void * char const®,void *,void *,void *) 00016608
E pB4B0AEGIEF75206D239B81E62CAC5C10 00016628
=% p22E61FD3IF3B19CACOMECTTATABATTIEA 00D16EES
E artMOatFileQatMethodLlinkMethodStub 00017C54
=% p45C8619F918523ED498753806FC08904 00017C68
E p433579B8388BECBODOARIS0CCATFCFC3 000185F0
=] stduprivii_String_base<char,std::allocator< char= »:_M_deallocate_block(void) 000192F0
E p16DB731B280EE4B0SR152BBACETAD14%4 (void * char const®,char const®,void *,void *) 00019314
E artm_OpenDexFilesFromOat_stub(void *,char const*,char const*,void *) 0001939C
E pB3316CACTITAEBESTIDDBIALTAT2558 00D1AE54
E fork_execute_dexZoat 0001B438
E fork_execute_dexZopt 00018554
=% pBBECCA499822B6083186B0481EAF4OB3 0001B5D8
[=#] nCOFONIRRTAANIRARORTINTRFARAIAI0R p—

Figure 8. Part of export functions in libSecShell.so
All anti-debug native code is located in function JNI_Onload.

As described in the last section, the method attach of class Helper in java scope is a native method. The program
dynamically registers this method in native layer. The following is a snippet of the ARM assembly code that registers native

method in native layer.

1 0000F6F8 STRB R6, [R4,#0x1C]

10000F6FA BL sub_BF60 ; it's a decryption of char array. com/secshell/shellurapper/Helper
1 0000F6FE Mous R2, #toxD7

10000F700 LDR R3, [SP,#0x1C]

1 0000F7 02 LSLS R2, R2, #2

1 0000F7 04 Mous R1, R4

1 0000F7 06 LDR R3, [R3]

1 0000F7 08 LDR RO, [SP,#0x1C]

1 0000F7 0A LDR R6, [R3,R2]

1 0000F7 OC LDR R3, [R3,#0x18]

:8000F7 0E BLX R3 ; fFindClass(JNIEnv *enu, const char *name)
10000F710 Mous R2, RS

10000F712 Mous R1, RB

10000F714 ADDS R2, #tox14 |

1 0000F716 Mous R3, M

:0000F718 LDR RO, [SP,#ox1C]

:0000F71R BLX R6 5 jint RegisterNatives(JNIEnv =env,jclass clazz, const JNINativeMethodx methods,jint nMethods)
:0000F71C LDR R3, [SP,#0x20]

:08088F71E LDR R2, =BxFFFFFD84

:0880F720 LDR R1, [SP,#Bx14]

:08080F722 LDRB R3, [R3,#2]

:0880F724 LDR R4, [R1,R2]

:0800F726 CHP R3, #0

:08080F728 BHE loc_F72C

:08088F72A STR R3, [R4]

Figure 9. Dynamically register native method in native layer

The function RegisterNatives is used to register a native method. Its prototype is shown below.
jint RegisterNatives(JNIEnv *env,jclass clazz, const JNINativeMethod* methods,jint nMethods)

The definition of JNINativeMethod is shown below.

typedef struct {

const char* name;
const char* signature;
void* fnPtr;

} JNINativeMethod;

The first variable name is the method name in Java. Here, it’s the string “attach”. The third variable, fnPtr, is a

function pointer that points to a function in C code.
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We next need to find the location of the anti-debug code and bypass it, analyze how the secondary dex file is decrypted, and

the dump the decrypted secondary dex file from memory.

Let’s look at the following code in IDA:

-text:8000F81E BLX sprintf

-text:0000F822 HOUS RO, RS

-text:0000F82Y4 BL pCOE9B1BB7AGD1BOGYB72D7BEGBG1439F
-text:00B0F828 SUBS R1, RB, HO

-text:B80088F82A BNE loc_F834

-text:8000F82C LDR R@, [SP,H6x1C]

.text:08000F82E BL sub D334 ; trace

{text:0800Fa32 B loc_F924 ; after step some code, you can found the anti-debug code. |
-text: 834

-text:0000F834

-text:8080F834 loc_F834 ; CODE XREF: .text:88088F82aTj
-text:80080F834 HOUS R4, #8

-text:08000F836 LDR R3, [R&]

-text:98000F838 STR R4, [SP,H06x90]

-text:@8000F83A CHP R3, R4

-text:0000F83C

-text:0000F83E BL pYSCBO19F918523ED498753806FCHE9 0,
-text:80080F8L2 B loc_F988

Figure 10. Code snippet around anti-debug code
Based on our deep analysis, the instruction at address 0xF832 is a jump to address loc_F924.

After tracing some code, we found the anti-debug code.

.text:B000F924 loc_F924 ; CODE XREF: .text:0006FS1AT)
.text:B000F02Y 5 .text:BOOOFE32T]
.text:8000F92Y LDR R3,| [SP,#8x20] ; from 8xF832 in dynamic debugging,R3 points p! F8A212DE 8BF4 |80 99 7E 49 5
_text:8000F926 LDRB R3, [R3,H8]
_text:0000F928 cHp R3, #
_text:0000F92A loc F930
BL loc 103BA_; jum
loc_1638A ; CODE XREF: _text:0000F92CTj
i .text:00BOFE10T ...
LDR R1, [SP,H6x28]
LDR R2, [SP,#0x3C]
LDR RO, [SP,#0x2C]
BL p
LDR RO, [SP,#0x28]
BL pO71ADBC73D80OSF 1BE158FD B441DC7 41
LDR R3, [SP,#6x20]
LDRB R3, #0xC
BL P77 056508F 77DF CCUZAEGBDF7F 0151CA_; F8 on this instruction, the debuqqing processing in 1DA_exits.Anti-debuggin code.. )
loc_183D2 3 CODE XREF: _text:0000E7427j

s DATA XREF:
BL loc_10E22

text:0000E778T0

Figure 11. The location of the anti-debug code
The function p7E7056598F77DFCC42AE68DF7F0151CA() performs the anti-debug operations.
The following is its graphic execution flow, which is very complicated.

| Graph overview H

il

Figure 12. The graphic execution flow of anti-debug code
The following are some methods of anti-debug and anti-hook used in the malware.

1. Detect some popular hook frameworks, such as Xposed, substrate, adbi, ddi, dexposed. Once found, hook it using these

popular hook frameworks. It then kills the related process.
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int _ fastcall is_xposed_att{int a1}

{
int v1; 47 ru@i
int result; // ro@z
unsigned int v3; 7/ rBaEy
vl = al;
if { strcasestr{al, “xposedbridge™) || strcasestr{vi, ".xposed.”) }
{
result = 1;
H
else
{
u3 = strcasestr(vi, "xposed_art");
result = v3 - (v3 - 1 + (w3 < 1});
H
return result;
H

Figure 13. Detection of Xposed hook framework

sub_2362C{(int)&s);

sub_235FC{&s);

if ( vk == 128 && s && so_filter({int)&s, (const char =)&u7) && I-Find hook Fdature((int)&5)|== 1)
pA1C2F587169935B2DAYF1DEC35C8278D (v, 9);

fastcall find_hook_feature(int a1y 10cal: 00041260 OFF_N1260 DCD aMshookfunction
Honiat DCD aSubstrate
100841268 DCD alsFindsynbol
/4 véas 1 00B4126E DCD aSubstrate "substrate"”
00041270 DCD alsclosefunctio HSEloseFunction”
100841271 DCD aSubstrate bstrate'
] [b o 00641278 DED aHook_postcall
void =ptr; // [sp+8h] [bp-20h)@2 100841270 DCD aAdbi_hook
int v18; /4 [speCh] [bp-1Ch]@2 00041280 DCD aHook_precall
] DCD aAdbi_hook
DCD abalvik_java_me k_java_nethod_hook"
:80B4128C DCD aAllinones_arth LIHONES_ar thook™
100041290 DCD afrt_java_netho i ["art_java_nethod_hook"
100841294 DCD aAllinones_arth "ALLTHONES _ar thook™
100041298 DCD aArt_guick_call art_quick_call_entrypoint’
: 100841298 DCD aAllinones_arth ‘ALLTHONES _ar thook™
tread_elf_file{u, Bptr, Bui0) ) 100041200 DCD aArtquicktodisp artquickToDispatcher™
o 00641204 DCD aRllinones_arth “ALLINOKES_arthook™
100041208 DCD aDexstuff_defin dexstuff_defineclass™
==)ptrs : 00B412A0 DCD abDdi_hook "ddi_hook™
100841286 DCD aDexstuff_loadd
: 00041284 DCD aDdi_hook
¢ T p 100041288 DCD aDexstuff_resol
LS 10084128 DCD abdi_hook
I 5= 00041200 DED aDexposedbridge
: 10084120k DCD aDexposed
W -0 0064128 BCD aDexposedishook
guto LABEL 105 :008412CE DCD aDexposed
¥ 00841200 DCD abexposedcallha
iF ( tstrenp(piv_wizeaon]l, vS[3 * 1]} ) 00641204 DCD abexposed
. break; .data.rel.ro.local: 80841204 ; .data.rel.ro.local ends

Figure 14. Finding the hook feature

2. It then uses an kind of multi-process ptrace to implement anti-debug, which is tricky a little. Here we don’t plan to

provide a detailed analysis of the anti-debugging implementation mechanism, but only give some simple explanations.

We can see that there are two processes named com.web.sdfile.

Figure 15. Two processes named com.web.sdfile

The following is a snippet of multi-process anti-debug code.

int _ fastcall anti_thread_of_process_debug{int a1, pthread_t a2)
{

int v2; f/ rh@i

signed int v3; 7/ r56E1

void =u4; /7 ro@l

int result; // ro@2

pthread_t newthread; /7 [sp+4h] [bp-14h]@E1

newthread = a2;

u?2 = al;

v3 = 31;

vl = malloc{lu);
*#(_DWORD =*jul = u2;
while { 1)

{

result =| pthread create{&newthread, B, {void =(*){void =)yanti thread body, vi};
if { tresult )
break;
if ( t--u3 )
break;
sleep{1iu};

return results

Figure 16. A snippet of anti-debug code
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3. The program also uses inotify to monitor the memory and pagemap of the main process. It causes the memory dumping to

be incomplete. The two processes use pipe to communicate with each other.

In short, these anti-debug and anti-hook methods create a big obstacle for reversing engineering. So bypassing these anti-

methods is our first task.
Let’s try to bypass them.

As described in Figure 10, the instruction at offset 0x0000F832 jumps to loc_F924, and then the program executes these
anti-debug codes. We can dynamically modify the values of some registers or some ARM instructions to change the
execution flow of the program when dynamically debugging. When the program executes the instruction “SUBS R1, RO,
#0” at offset 0xF828, we modify the value of register RO to a non-zero value, which makes the condition of the instruction

“BNE loc_F834” become true. This allows the program to jump to loc_F834.

< R1, RE, modify the value of RO to 1.
-text:0000F82A T—BHE— loc_F83h
-text:00088F82C LDR R@, [SP,#8x1C]
.text:0000F82E BL sub_D334 ; trace
.text:0000F832 " loc_F924 ; after step some code, you can Found the anti-debug code.
-text:00080F83L ;
-text:0000F834
-text:0000F834 I].DI:_F83H ; CODE XREF: .text:0080F82aTj
-text:00008F834 HOUS R4, #8
-text:00008F836 LDR R3, [Ré]
-text:0000F838 STR R4, [SP,#8290]
-text:0000F83A CHP R3, R4
-text:00088F83C g
-text:0000F83E BL pUSCB619F918523EDA9B753806F OB 0,
-text:0000F842 B loc_F9o8

Figure 17. How to bypass the anti-debug code

Next, we dynamically debug it, bypass the anti-debug, and then dump the decrypted secondary dex file. The dynamic

debugging is shown below.

[[E] 1A View-PC O & X i3k Generalregisters

1ibSecShell.so:75178825 DCB BxFO ; - ~ o
libSecShell.so:75178826 DCB Bx74 ; t
1ibSecShell.so:75178827 DCB BxFF Bt e d
1ibSecShell.so:75178828 : HIEGLRL 1 dlil )
[ 1ibSecShell.so:75178828 SUBS R1, R, #0 R3 HEPE5818 & dalui
-2 1ibSecShell.so:7517882A BHE loc_75178834 R4 BED36BT4 & [stac
1 “ [1ibSecShell.s0:7517882C LDR RO, [SP,HBx1C]
| © ibSecShell.so:7517882E BL unk_75176334
—+° llibSecShell.so:75178832 B loc_75178924 ]
| [libSecShell.so:75178834 : “M“‘f”egm’“'“/ ol |
0 1ibSecShell.so:75178834
:_» 1ibSecShell.so:75178834 loc_75178834 : CODE XREF: 1i| Mew value | 0x00000001 ~]
1ibSecShell.so:75178834 MOUS RY, #0
libSecShell_so:75178836 LDR R3, [R6] Cancel
UNKNOWN 75178828: libSecShell.so:JNI OnLoad+1134 (Synchronized with PC) v
- < > ‘ Line 1of 1
[©] Hex view-1
FFFFOFFO [ 60 00 00 00 00 00 00 0O 06 60 60 05 00 00 00 ..
Figure 18. Modifying the value of RO to non-zero
[T ma view-pC O & x| i3 General registers
“'LlibsecShell.so:/5178825 DCB OxFO ; = ~|[E2_ooneeeet] -
lLlibSecShell.so:75178826 DCB Ox74 ; t R1 00000001 &

libSecShell.so:75178827 DCB BxFF

5 1libSecShell.so:75178828 R2 LE05018 4 daluik_heap:4E005018

R3 LE005018 & daluik_heap:4E005018

libSecShell.so:7517882A BNE loc_75178834 Ry BED36B74 & [stack]:BED36B74
libSecShell.so:7517882C LDR RO, [SP,10x1C] RS BED36C7H b [stack]:BEDIGLT4
T o R 751808 . 1 osecsneLs So-pceon
libSecShell.so:75178834 : = R7 BEDI6CT8 & [stack]:BEDIGCTS
NibsecShell .so-75178834 » R8 751776F5 b libSecshell.so:JNI_OnLa
libSecShell.so:75178834[Toc_7517883h ; CODE ¥REF: 1libSecShell.so:JNI_OnLo: |[R9 00009808 -
libSecShell.so:75178834 HOUS Ru, #o R1041551C74 & libdun.so:gDynInline0ps
libSecShell.so:75178836 LDR R3, [R6
libSecShell.so:75178838 STR R4, [SP,10x90] Moduies B [E Modue: ibSecsh
libSecShell.so:7517883A CHP R3, R4

-~ [1ibSecShell.so:7517883C BEQ loc_751788D8 F

1 * LibSecShell.so:7517883E BL pa5C8619F918523ED498753806FC O8I 04 56 / /com.web s SecShell.so

—— [LibSecShell.so:75178842
! |libSecShell.so:75178842 ;
' LibSecShell.so:75178844 DCB 0x28 ; (

=

loc_75178908

Figure 19. Jump to local 75178834

Next, jump to local_751788D8, as follows.
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(] DA view-PC O & X | i3 General registers
~ . iibsecsne11. so: 75178808 1oc_75178808 ; GODE XREF: 1ibSecShell.so:JNI_Onload ~|Rg [PSAAF888] % [anon:libc_nalloc] :7544F 008
*° libsecshell R3, =OXFFFFFDSC [CO0BAIE]
Liosecsnell il bl s i R2 LEOBS018 & daluik heap:4E005018
1ibSecshell R3, [R2,R3] file size is 608830 L5 il liEarns
1ibSecshell R4, [R3] R3 00080800 -
1ibSecshell R4, #0 R4 7544F008 & [anon:libc malloc] :7544F 068
---. libSecShell loc_75178908 RS BED36G74 % [STack]:BED36CTH
};:gsig::ii S?’ ggp':ziszl R6 751ABBB8 4 libSecShell.so:phEG641BABZEC
1ibSecShell pD87C3778818C8497DE2SDCI14BAIIFAL [t CIDEEAY 12 (1=l e
1ibSecshell R3, [SP,H#0x20] : =
1ibSecShell R4, RO , i ) & Moduies B [E Modde: lbsecshell.so
iateitnett el 1t's the decryption function for the #&condary dex.
1libSecShell R3, #8 Path
- % libSecShell loc_751788FC {5 /data/app-lib/com.web.sdfile-1/libSecShellso
\ © libSecshell R, [ SP; RURYUT
B 1ipsecshe1l P34DYNEBESCHETIBECEIS110517F61041 5 [t's  the decryption functi
' LibSecshell
| [Libsecshell 3 CODE XREFz/1ibSecShell_so:JNI_OnLoad
*° libsecshell R1, [SP,#0x90]
1ibSecshell

RO, Ry
1ibSecShell. p3CBBDGF30D91FI8FCDOAS7SBETES

3 [ ibsec
> | Linetof1

[UNKNOWN 751788EC: libSecShell.so:JNI_OnLoad+11Fe (Synchronized with EC)
<

(& Hex View-1 /
[752CFFF0 0 00 00 00 OO 60 00 00 00 00 00 00 08 00 00 08 . g . . ___
[7SHUEFF8 00 00 00 00 FO 4F 09 09

[75u4F 008 e+ 2GeyHijed dp.
[75u4F 018 v !
[75H4F 028
[75u4F 038
[75h4F 048
[75H4F 858
[75H4F 068
[754F 878
[75H4F 088
[75H4F 898
[754F 0A8
[7514F 088

<

the encrypted dex file

B/ u—<maip2
VAR .- .R3=U{libax(

Figure 20. Decryption function for the secondary dex

The function p34D946B85C4E13BE6E95110517F61C41 is the decryption function. The register RO points to the memory
storing the encrypted dex file, and the value of R1 is the size of file and is equal to 0x94A3E(608830). The encrypted dex

file is secData0.jar in the folder assets in the apk package. The following is the file secData0.jar.

secDatal,jar |
Offset 0 1 2 3 4 5 86 7T 88 8 A B C D E F A
00000000 2 CD 65 BE FD 47 BF 79 4D 98 65 89 1D EB E3 13  fIewyG:yMex &3
Q0000010 03 D4 2B F2 595 2a F6 E6€ 43 B4 52 1lE 14 97 E8 1D O+o¥*E=C' R —&
00000020 4C D4 OB E9 78 95 78 EE 97 79 FO AC C9 56 67 07 | LO éx-{i—ya-EVg
00000030 00 CF 88 CE 65 Bl BB FOr 04 8B 7C 09 77 2F 22 E7T I-fetni «| w/"g
00000040 | BD ED 4F SE 14 70 30 7F 95 46 54 48 &5 77 28 10  3%i0™ p0 =FTFew(
00000050 OF 90 72 8F 0% 17 ED O7 DD F9 %A 3A C8B EC 75 S5 r i Tas:Eiu-
Q0000060 8F AS F4 BE OC B2 80 C9 20 C8 75 C9 77 F8 AF SB ®6% *€E Eulwa [
00000070 |E7 C9 87 EA DA BC €5 AC 19 98 D3 FD OC 3F 57 7F | gE$&Uke- Oy W
00000080 41 66 2C A5 F9 ET 5& 07 12 F6 TE 89 45 5B 31 6& | Af,¥ugZ &~%RE[1]
00000090 0B 23 BE €0 FA DT OF 38 T T 46 A3 EC 86 25 FF #7 ux BzGFLitsy
000000A0 |1F 11 2F A9 34 A2 7E 9E 77 CB 3C F7 93 8C 70 A6 /@:e~EwE<"Ep}
000000B0 FB A5 52 OF CA 90 52 86 F1 55 28 97 62 &5 24 F4 | 4¥R £ RtAU(—b.*5
QQ0000C0 54 BA EQ 4F 81 45 D9 4D 28 CC 85 D3 65 26 33 F8 | T=a0 EUM(i.des3s
000000D0 |40 B3 6F A1 2F 13 00 E& 12 3F 2B DF FE F5 87 84 | @%0;/ & ?+Bpbdt,
Figure 21. The file secData0.jar in the folder assets in the apk package
.[-D.AV\EmHiC O & X 8 General registers
e o Bo Lo avepoy o RISTRG N Rt
Liisic L o e e s 3. s wnen & Stk gL
1ibSecShell.so:751788F2 CHMP . B R3 00000000
 |LibSecShell.so:751788F4 BNE loc_751788FC Ry [7ERuF068] & [anon:libc_nalloc]:7544F 008

1ibSecShell.so:751788F6 LDR R1, [SP, #8298 RS BED36C74 % [stack]:BED3GCTH
11"5955“511-5“7517“Wm It's the decryption |ps’ 751apges & 1ibSecShell.so:p4E664TBAB2ECIIE

1libSecShell.so:751788FC

===c=q

. 1ibSecShell.so:751788FC loc_751788FC ; CODE XREF: libSecShell.so:JNI_ & Modules B [E Medue: ibSecshel.so
I 1ibsecShell.so:751788FC LDR R1, [SP,#0x96]
1ibSecShell.so:751788FE HOUS RO, R4 Path
1ibSecShell.so:75178980 BL P3CBBD6F36D91F38FCDBA37EBETESUSYY /data/app-lib/com.web sdfile-1/libSecShell.so
libSecShell.so:75178904 HOUS R1, ¥
libSecShell.so:75178906 B loc 75178900

libSecShell.so:75178988 ;
1libSecShell.so:751789088
1ibsecshell.so:75178988 loc_75178908 5 CODE XREF: libSecsnefl.so:JNI_

<

[UNKNOWN 751788F2: libSecShell.so:JNI_OnLoad+l1FE (Synchronized with BC) % [ ibsec
< > Line1of1

[©] Hex view-1

752CFFDO
752CFFE@
752CFFF8
FS544EFF8
7544F 008
7544FB18
7E44F 028
7544F A38
F5UHF 048
7E44F A58
F5UNFB6E
75U4F 078
7544F AB8
F5ANF 898
7E44F A8
7544F BBE
F544FOCE
7S44F AD8

it contains the secondary dex file.

MB[ovy+ze
3S0.0+/..h.

Figure 22. The content of the decrypted secondary apk file in memory

‘We can now dump the memory of the decrypted file to the file decrypt.dump.
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The decrypted file is a zip format file, and it contains the secondary dex file. After decryption, the program decompresses
the decrypted secondary apk to a dex file. The function p3CBBD6F30D91F38FCDO0A378BE7E54877 is used to decompress
the file.

Next, the function unk_75176334 invokes the java method install of class com.secshell.shellwrapper.DexInstall to load the

secondary dex.

(] 1A view-pc os
! “LibSecShell.so:751788F6 LDR R1, [SP,#0x90]
| LibSecShell.so:751788F8 BL p3uDOUEBISCUE1ZBEGEOST10517F61CHT 5 [L's the decryption Function for the secondary apk.
! LibSecShell.so:751788FC
| LibSecShell.so:751788FC loc_751788FC ; CODE XREF: LibSecShell.so:JNI_OnLoad+12001]
*° LibSecShell.so:751788FC LDR R1, [SP,#8x98]
1ibSecShell.so:751788FE_MOUS RO, Ri
B LibSecShell so:75 170000 6L T paUuBbFGUDY O CORS7SUE PEEhS77 5 IE Ueeunpresses: Ehe decrypted secondary apk o den Filer ]
1ibSecShell.so:75178964 HOU: i
libSecShell.so:75178966 B loc_7517890R
1ibSecShell.so:75178968 ;
1ibSecShell.so:75178008
1ibSecShell.so:75178968 loc_75178968 5 GODE XREF: 1ibSecShell.so:JNI_OnLoad+114ET]
1ibSecShell.so:75178008 5 LibSecShell.so:JNI_OnLoad+11EET]
P libSecShell.so:75178968 ADDS R1, Ri, 49
1ibSecShell.so:7517800R
1libSecShell.so:7517896A loc_7517896A 5 CODE XREF: libSecShell.so:JNI_OnLoad+1212T]
libSecshell.so: 75178907 _LDR RO, [SP,#0x1C]
1libSecShell.so:7517896( BL unk_75176334 5 call the method install of class com.secshell.shellurapper.DexInstall to load the secondary dex
1ibSecShell.so:75178010 TDR R, [SP,#0x20]
libSecShell.so:75178912 MOUS R1, #0
1ibSecShell.so:75178914 LDRB RO, [R3,H1]
libSecShell.so:75178916 MOUS R2, R4
1ibSecShell.so:75178918 LDR R3, [SP,#8x90]
libSecShell.so:7517801a BL pssai
UNKNOW 7S1788FC: libSecShell.soilos 751788EC (Syach d with BC)
< >
(G Hex View-1 O &5 X [Z Stackvi
752CFFDO 00 0O OO 0D 00 00 0O OO 00 0D OO 00 00 00 0D 00 . = ~ | BED36778
752CFFES 88 BED3677C
752CFFFO BED36780
7SHAEFFS BED36784
758UF 008 BED36788
75H4F 18 BED3678C
758uUF 028 BED3679 0
75nuF 038 BED26701
75BUF BuB - - _Erkpuunuu BED36798
75HF 058 il BED2670C
75BUF 068 = BED3670 8
75HUF 078 nd6®_MG[ory+ze
7EnuFBrR I =

Figure 23. Decompressing the decrypted secondary apk and loading the secondary dex file

222 sub_BF6D{{signed int)&uii, 15, -95);
223 w6 = ({int (_ fastcall =){JHIEnv =, char =)){*uv2)->FindClass){v2, &uil);
224 w7 = ({int (_ fastcall =){JNIEnv =, int, const char %, const char =)}}{*u2)->BetMethodID}{

295 vz,
226 ub,

227 “getclassLoader”,

228 "“{)Ljavaslang/ClassLoader;");

229 wB = ((int {_ fastcall =){JNIEnv *, int, int)){=*v2)->CallobjectHethod){v2, v5, u7});
238) vw? = ((int (_ fastcall =){JHIEnv *, int, const char =, const char =)){*v2)->GetStaticHethodID){

231 vz,
232
234 “(Ljavaslang/ClassLoader;Ljava/lang/String;)u);

235 result = ({int {__ fastcall =){JHIEnv =, int, int, int)){=v2)}->CallStaticVoidMethod}{v2, u5, u9, uB};
236 if { ui1B8 t= stack chk _guard )

237 _stack_chk_fail{result);
238 return result;
2309}

Figure 24. Calling the method install via Jni

Here we finish the analysis of native layer and get the decrypted the secondary apk file, then will analyze the apk file in the
part II of this blog.

The Decryption Function That Decrypts secData0.jar in Native Layer:

int __fastcall sub_7518394C(int result, _BYTE *a2, int a3)

intv3; /rl@1

int v4; // r3@5
unsigned int v5; / 13@7
int v6; // rt6@7

int v7; // ©5@7

char v8; / 12@8

int v9; // r4@9

int v10; // r3@9

intv1l; // r7@11

_BYTE *v12; // r6@12
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int v13; // r4@13

_BYTE *v14; // r1@15

int v15; // [sp+0h] [bp-138h]@1

int v16; // [sp+4h] [bp-134h]@1

_BYTE *v17; // [sp+8h] [bp-130h]@1
int v18; // [sp+10h] [bp-128h]@5

char v19[256]; // [sp+1Ch] [bp-11Ch]@6

int v20; // [sp+11Ch] [bp-1Ch]@1

v17 = a2;

v16 = result;

v20 = _stack_chk_guard;
v15=a3;

v3=0;

if (result <= 0x1FFFF )
{

v3 = 0x20000 - result;

if ( 0x20000 - result > a3)
v3 =a3;

vl5=a3-v3;

if (v3>0)

{

v18 = dword_751AF650;
v4 =0;

do

{

v19[v4] = v4,

++vd;

}

while (v4 !=256);

v6 = (*(_BYTE *)(v18 + v5) + (unsigned __int8)v19[v7] + v6) & OxFF;
v8 =v19[v7];

v5=(v5+1) &-((v5 + 1 <= 0xF) + ((v5 + 1) >> 31));
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v19[v7] = v19[v6];

v19[v6] = v8;

++v7;

}

while (v7 !=256);

v9=0;

result = 0;

v10 = 0;

while (v9 !=v16)

{

v10 = (v10 + 1) & OxFF;

v11 = (unsigned __int8)v19[v10];
++v9;

result = (v11 + result) & OxFF;
v19[v10] = v19[result];

v19[result] = v11;

v12 =v17;

do

{

v10 = (v10 + 1) & OxFF;

v13 = (unsigned __int8)v19[v10];

result = (result + v13) & OxFF;

v19[v10] = v19[result];

v19[result] = v13;

*v12++ A= v19[(v13 + (unsigned __int8)v19[v10]) & OxFF];
}

while (v12 != &v17[v3]);

}

}

if (v15>0)

{

v14 = &v17[v3];

result = (int)v14;

do

*v14++ A= 0xACu;

while ( (signed int)&v14[-result] < v15);

}
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if (v20 != _stack_chk_guard )
result = ((int (*)(void))unk_75173E48)();

return result;

Source: https://blog.fortinet.com/2017/01/24/deep-analysis-of-android-rootnik-malware-using-advanced-anti-debug-and-anti-hook-part-i-debugging-in-the-

scope-of-native-layer
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