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[Mal Series #13] Darkside Ransom

By Ghoul.Sec

Published: 2021-05-01 - Archived: 2026-04-05 20:06:54 UTC

Here is my analysis of the Darkside ransomware.

Will attach more screenshot regarding of my analysis this time &=

Didn’t connect to the C2 during the analysis

Dynamically Resolve Windows API

Press enter or click to view image in full size

Elevate Privilege (If running in Non-Admin privilege)

Utilizing COM bypass UAC privilege (When Access Token Method Failed)

Elevation:Administrator!new:%s

Get access token from admin process (e.g. Explorer.exe)

Press enter or click to view image in full size
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Adjust Privilege Token

Hash Generation File Extention, Mutex, Victim’s ID
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Inside gen_hash_val

Press enter or click to view image in full size
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Press enter or click to view image in full size

Generator Mutex String

Press enter or click to view image in full size

Victim ID: Get first 10 bytes from CRC32 block of Machine GUID

File Drop

Drop ransomware icon file in %APPDATA% and create Regkey for it.
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Create File -> RegCreateKey -> RegSetValueExW

Service Enumeration and Delete

Enumerate and compare with these services,
vss,sql,svc$, memtas,mepocs, sophos, veeam, backup

If found then delete the service.
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Gather Victim Info
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ostname":

"domain™
"os_type™: .
os_wversion”:"<>",
'os_arch™:">»2",

Output of Victim’s Info

Get DriverType & Size
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cingsW) (

FINING,

Format “<Drive Name>:<Remaining Disk Space>/<Total Disk Space>" e.g. C:30/50
Language
HKCU = HKEY_CURRENT_USER = 0x80000001 Details

HKCU/Control Panel/Desktop/MuiCached/MachinePreferredUILanguage

Encrypt Victim’s Info

Press enter or click to view image in full size

Encryption Routine: Encrypt 8 bytes for one function call

Press enter or click to view image in full size
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- . uEBrsE Us MUVER RLR,WUFU LT
- - QFBF4E 04 MOVZX eCx,word pIr

L] . 0OFBFSE 06 movzx edx,word ptr ds:[esi+
L] . B30424 mov dword ptr s5:[fespll,eax
] . 835CZ4 04 mov dword ptr ss:fespraf,ebx
'] . B94C24 08 mov dword ptr ss:fesp+8j,ecx
- . 95423 O mov dword prr s5:fespCl,edx
s 01 . 33Fe Xor es5i,esi

e 01 = EBBEC24 0B mov ebx, dword

&l 013 . 8B84ac24 oC mov ecx, dword

®| 013 . EBB3424 04 mov eax, dword

ol 01301 . 2309 and ebx, ecx

s ||[01304C57 . DOFB714F5 080F3101 movzx edx,word ptr ds:[esi E+1310F08]
e | 01201C . E1F1 FFFFOOOQ XOr ecx,FFFF

L] . 0303 add adx, abx

L] . 23C1 and eax, ecx

L] . 031424 add edx,dword

™ . 0300 add edx, eax

. . B1EZ FFFFOOOO and edx, FFFF

L . 66:01C2 rol dx,1

L] . BI914z24 mov dword ptr ss:

] . EBEC24 0OC mov ebx,dword ptr

@ . S8BOC24 mov ecx, deword pTtr

. . BB4424 08 mov eax,dword ptr

- 5 and ebx, ecx
> . OFBF14F5 QADF3101 movzx edw,word ptr ds:[esi"B+1310F0A]
] . EB1F1 FFFFDOOD XOF 2Cx,FFFF

L] . 0303 add edx, ebx

L] . 23C1 and eax,ecx

. . 035424 04 add edx,dword ptr ss:fesp+4]
'] . 0300 add edx, eax

. . EB1lEZ FFFFOOOQ and edx,FFFF

L] - BBIC1C2 D2 rol dx,z

L] . B95424 04 mov dword ptr ss:flesp+al,edx
. . BBiC24 mov ebx,dword ptr ss:fesp]

M . BBaC24 04 mov ecx,dword ptr s cs::l-q
™ BO44Td may say dwnrd nte co .

BE
xr [esi"g+1310F08]=[darksider.01310F05]=67D5
O1301CST darksideri $1C57 #1057 <encrypr_victim_info+scs

wpt | B oump2 | B Dump3 | G bumps | EI8 Dumps ! B wateh 1 | Jes] Loeals | S struet

5 | Hex ASCTT

08|D5 67 02 62|E9 50 07 9F |[FF 1C A3 46|C6 OD 41 97 | 0g.be]..v.2FE. A,
18(7E 33 BT 4C|B7 2B 40 AJ|24 54 7F BA[12 AZ 1B 3A ~3e L HBET. ...
28|FC 32 4B SA|7E 91 00 31|B8 4A DF F2|13 58 ZE 06| U2HZ~... JRo.[>. |
38| F9 ED 9E 04 (B4 TE 3E C9|ES 40 A2 SA|FG TS5 85 AC(U....WV EE@E."!OLI.-
48(51 83 13 8B (30 &3 5D 4F |06 14 B4 DB|BA 32 7A 4F E Q.. B*270
58(C2 14 13 a4 D6 30 DO A2 |F4 28 58 BD|E7 4C 92 IB|d..W cDéX!-’:q_L.&
68|20 86 9F 23 |F2 32 FI 5E|CA DB EB 24|72 BA 43 (& ,_.102U"‘E._253".DE
78|BB DE EF EA|58 72 9B AG|F8 CF 36 D4|BC 53 74 5C|»0iéxr., :BIEﬁ.$t'\.
88| FE 2E 65 40 (EC F4 05 DO|SF 20 S5E 95|86 B0, 1.
98|00 00 00 Q0|00 00 00 00|03 00 00 00|00
AB|lOD OD OO0 00|00 00 00 00100 OO0 00 OOI0D 00 00 DO/ . ... ccciannnns

Encryption Key maybe?

URL Path Generator

Press enter or click to view image in full size

URL Path Generator function

Press enter or click to view image in full size
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Pseudo Random

vold srand{uint32_t seed) {

size t 1i;
for (i = @; 1 < 25; i++) {
seed = seed ¥ Bud1CB4EBD + @x38309;
rand_state[i] = seed ™ rand_salt[i];
- on the off chance.

if (rand_state[i] == 8) {

rand_state[i] = rand_salt[i];

rand_regen();

}

Psuedo random generator similar with srand code
Internet connection
securebestapp20[.]Jcom/<URL Path Generator>
Encrypted Powershell runs “delete shadow copy”

Press enter or click to view image in full size

Ok, bye shadow copy

Salsa session key generation & RSA encryption on Salsa session key

The session key generated from the RtlRandomEx function which feeds with a hard coded seed value. The when

the length == 5 it will leave 0 bytes there. (Refer to “Custom Salsa key state arrangement”)
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BD43 34

50O

EB S52ZBIFFFF
64 40

BD43 24

5O

BD4z 74

EO

EE 79ADFFFF

BDOD BBOFESOO

BDE1 BOOOCOO0
EO

8043 74

E8& F1EFFFFF
6A 00

&5 S0000000
8043 74

50

ES CZBEGFFFF
6A 10

50

8083 F4000000
50

ES 41ADFFFF

lea eax,dword ptr ds:[ebx+34]
push eax

call «<darksider.gen_key_stat_salsa>

push 40
Tea eax,dword ptr ds:[ebx+34]
push eax
Tea eax,dword ptr ds:[ebx+74]
push eax

call «darksider.buf_cpy>

Tea ecx,dword ptr ds:[ESO788]
Tea eax,dword ptr ds:[ecx+80]
push eax

Tea eax,dword ptr ds: [ecx]
push eax

Tea eax,dword ptr ds: [ebx+74]
push eax

cdll =<darksider.rsa=

push 0

push 50

Tea eax,dword ptr ds: [ebx+74]
push eax

cdll <darksider.crc_calc=
push 10

push eax

1ea eax,dword ptr ds: [ebx+F4]
push eax

call «darksider.buf_cpy>

Flow of the keygen -> rsa encrypt -> crc -> result buffer copy

How to identify Salsa encryption algorithm?
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Get GhouL.Sec’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

Found these pattern inside the code instead of its constant.

b A= (a+d) << 7;
cN=(b+a) <k 9;
d A= (c + b) << 13; (0xd in Hex)
a M= (d+ c) < 18; (0x12 in Hex)

Yay, same pattern (&

Let’s check out the key generated. Hmm... There is no constant found for the Salsa Key generated.

FE c©- SE OCJ05 C4 1B SEl=2 DO 40 054D B7 FA 06
BE TT VC DE[AT It CA TefOA a0 Bt SI|ET ST 1T iC

o] NI TSI TN ] BT ol ol
FF 89 4E D1] 23D 3D BF 44JAG 49 2E AB|52 40 1A 26

Custom Salsa key state arrangement

Initial state of Salsa20

. R

"nd 3" | Nonce MNonce

NS -

Page 12 of 14



https://ghoulsec.medium.com/mal-series-13-darkside-ransomware-c13d893c36a6

Default Salsa key state arrangement

Usually “expa”, “nd 3, “2-by”, “te k” were seen in Salsa implementation but this seems like a custom one.

RSA Public Ley Encryption
How to determine RSA?

e Knowing the exponential (010010h LE) (10001h BE)

e Guessing the Exponential function (Here is good explanation regarding to the RSA algo)

i 00 01 00|00 00 00 00|00 OO 00 00|00 00 00 OO|H......... .. ...
00 00 00 00|00 OO 00 OO(0D 00 00 DD(00 D0 00 O0|..cvuueeeinnaans
00 00 00 00|00 OO0 OO0 DO(00 00D 00 DO(00 OO 00 OO ..cviveenrnnnans
00 00 00 0000 _00_00 00/00 00 00 00100 00 00 00| e e e e cumanes
00 00 00 00|00 U0 U0 UOJU0 U0 00 OO[00 00 00 00 E){pmnent.
00 00 00 00|00 OO 00 OO(00 00 00 OD(0D OO 00 OO|...%......cocans
00 0O 00 00|00 OO0 00 OO(0D 0D 00 OD(00 OO 00 OO|..cvuueeeinnaens
00 00 00 00(00 00 00 00(00 00 00 00|00 00 00 00f..cvvueeninnaaes
23 55 43 bo|sC U s Le|aF FU UF BF[/6 75 14 B SULT [U. AU OV ™
45 AE 7F 3C|A7 C4 94 E1|45 EA 81 BF(CE D4 BF 55 |E=.<fA.aF8. ;10 ¥

12 EA C2 1E|08 72 B6 C3|79 43 9F BA|6C C4 26 D9|.&A..r . TA&D
23 BA AF EO|L5F 55 CE CC|2B C3 63 BF(6A 75 24 4C (&, ‘ IS$L
CE& C3 7C 55|A7 80 37 FG|98 D1 B4 7D |84 &0 36 DA | X[ U771, w11
71 DB 56 SB|C5 5C 4E 58|34 C8 05 83|8A 33 B2 B9 |gOv[AWNX4E....="

5B 32 D4 2E|32 01 BF 2B|AF OC BF EBD (99 D8 9B 45 _25.2.¢ET:.H.@.E
BE 63 49 01|16 BO AE DF|C5 F4 36 19|27 E2 2B 5A|=cI.. «RAOG."atZ

a.

72 CD 95 44[6BE C7 B4 7A[G4 95 14 FE[OE 2B B1 46|rA.DkC zd..p.+.F
CF F1 COD C5|95 A3 53 38|21 53 B84 4C|AE 9E 3C 79| IRAA.£5815.L9. <y
00 00 00 00|00 00 OO0 00|91 D2 29 DB|58 S5F 56 2B|.ve...... O v+
CO C7 A2 C2|D1 OB B7 18|10 CD BS5 &F|BO FA EC 52| ACeAN....Ipo°03R

Before RSA encryption

8D 1E DC 01|00 EF 6E 28|27 53 74 66|BE 2C 323 FE|..U..in{'5tf=,3p
5E FE 8B 66|83 23 1B 9B|2E 37 E9 72|40 98 DO &F| [~.T.)...7é&r@.po
27 FB 7A B2 |1F 45 7A 4D |A4 4C 46 SE|C7 06 2F A5 | "(izb.EzMHLF.C. /¥
44 96 E7 F3|9C 18 21 EC|40 DO 72 D7 |89 82 4F 22 |D.¢O..!iEBrx..0"
29 3E 6D D2 |F4 EF 5D DA|02 Bl C4 F2 |22 4B 81 54| )=mdoil0.+R80"K.T
69 F8 37 7F|7F 55 0D D7 |E8 46 51 71|82 D1 A4 87| i87..U.xBFQQ. RH.
68 CB 2D A7 |15 ED D8 E9|53 77 30 C4|C2 16 88 CE|hE-5.186Yw0AA, . T
4D F9 EE BC |AA EF BA BE|CD BS DA 46|06 4F GE 23 |MUTk%27.%A UF.On#

After RSA encryption

As for details like exponential and modulo function, I still cant figure it out yet. However, feels like the rcl ,

sbb and adc plays an important role both exponential and modulo operation. Maybe someone can figure this

o)

out. =

&
\\)

Generates 16 bytes block hash by using RtlIComputeCrc32.

FA® £00xE" eCCaldiw
CNZES DT VN TN e et e e @ o widairnt m
00 DD 0D 00| .c.vieienenennn
00 00 00 00

46 C0O BA A3 |30 D2 D7 EB

18 04 00O 00|01 0O OO OO0
oo 00 00 00|00 OO OO OO|00 0O OO OO0
20 04 00 00|1C 04 0O 00|00 0O 0O OO0

16 bytes CRC32 block from Encrypted Salsa Key

After encrypted the byte. It will append the byte with the encrypted key and its CRC32 hash.
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LYo a."fE-2_ 47

o7 Last line of Encryptedibytes-5 .- B2 7 N

8D 1E DC Ol DO EF GE 28 27 53 74 66 BB 2C 33 FE ..U..in('Sti»,3b
R3A encepyted salsakeystate -r -7 Eo 72 40 22 DO 6F  [~<£F).>».T7érE Do
27 FB 7A 62 1F 45 7A 4D A4 4C 46 9E C7 06 2F A5 'fizb.EzMNLF:C./¥
44 96 E7 F3 9C 18 21 EC 40 DO 72 D7 89 82 4F 22 D-goe.!i@Br=%,0"
29 3E 6D D2 F4 EF 5D DA 02 Bl C4 F2 22 4B 81 54 }>m0&i]0.+Ra"K.T
€9 F& 37 7F 7F 55 OD D7 E8 46 51 71 82 D1 A4 87 is7..U.=&FQq,Rnt
€8 CB 2D A7 15 ED D8 E9 58 77 30 C4 C2 16 88 CE hE-§.ipévwoRd. -1

g B F BE B A 4 53 v ilga i SR 1T

CHE3Z of the encriptad Kby state (from Sectionisbove)’© || T -00"s 1000
Encrypted file format

Excluded Folder, File and Extension

$recycle.bin config.msi $windows. bt $windows. ws windows appdata application data boot google
mozilla program files program files (x86) programdata system volume information tor browser

windows.old intel msocache perflogs x64dbg public all users default

autorun.inf boot.ini bootfont.bin bootsect.bak desktop.ini iconcache.db ntldr ntuser.dat

ntuser.dat.log ntuser.ini thumbs.db

386 adv ani bat bin cab cmd com cpl cur deskthemepack diagcab diagcfg diagpkg d1l drv exe hlp icl
icns ico ics idx ldf lnk mod mpa msc msp msstyles msu nls nomedia ocx prf ps1 rom rtp scr shs spl sys

theme themepack wpx lock key hta msi pdb

Ransomnote

Press enter or click to view image in full size

----------- [ welcome to DarkSide ] ---cccomcecaan
what hagpend?

Your computers and servers are encrypted, backups are deleted. we use strong encryption algorithes, so you cannot decrypt your data.
Bub you Can restora e'vrrg‘thfng by purchasing a special program from us - wniversal decryptor. This program will restore a1l your network,
2

Eollow gur instructions below and wou will recover all your data,

what guarantees?

we value our reéputation. If we do not do our work and liabilivies, nobody will pay us. This is not in our interescs.
411 our decryption software is_perfectly tested and will decrypt your data. we will also provide support in case of problems,
we guarantes To decrypt one File for free. Go to the site and ConTact us.

Sha256

afb22b1ff281c085b60052831ead0aled300fac0160f87851dacc67d4e158178
References:

Buy me a Pizza €.?

Source: https://ghoulsec.medium.com/mal-series-13-darkside-ransomware-c13d893c36a6
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