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Deobufscate API calls and strings in unpacked Emotet samples.
Description:

Helper plugin for the analysis of unpacked Emotet samples. Locate dynamically imported API functions and add
tags to make them easily searchable.
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sub_482d32:

mov eax, dword [data 41481c]
mov edx, @xcf3cedfs

push esi { saved esi}

add eax, 0@xlc

mov ecx, @xe3a6e@93

push eax {var 8}

push @x1ldd {var c}

call sub 401376 // LoadLibraryw
pop ecx {var c} {exidd}
call eax

mov ecx, dword [data 41481c]
xor esi, esil

mov dword [ecx+@x4], eax
test eax, eax

je Ox402e20

Replace obfuscated strings with their original value.
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License

This plugin is released under a MIT license.

Metadata Version
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