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& Tool: MS Exchange Tool

Names MS Exchange Tool
Category Malware
Type Reconnaissance, Info stealer

(NCC Group) The group also used keyloggers and their own .NET tool to enumerate folders

Description . )
and dump data from Microsoft Exchange mailboxes.
Inf t' <https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2018/march/apt15-is-
nformation
alive-and-strong-an-analysis-of-royalcli-and-royaldns/>
Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.exchange tool>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool MS Exchange Tool

Changed  Name Country
APT groups
*
Ke3chang, Vixen Panda, APT 15, GREF, Playful Dragon

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=20aafa3e-30b5-407a-90be-4485e20e9332
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