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¥

XLoader, an advanced evolution of the FormBook malware, stands out as a highly sophisticated cyber threat
renowned for its dual functionality as an information stealer and a versatile downloader for malicious payloads.
Noteworthy for its resilient nature, xL.oader constantly adapts to the latest and most intricate evasion techniques,
making it a formidable challenge for cybersecurity defenses. Its notoriety is heightened by its role as a commercial
Malware-as-a-service solution, enabling cybercriminals to tailor and deploy the malware for diverse malicious
activities. The malware’s continuous evolution and ability to elude detection emphasize the critical need for robust
cybersecurity measures to counter its intricate and multifaceted attacks, which target both individuals and

organizations alike.
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Key Findings:

« Initial Dropper: Xloader uses a similar initial dropper as some of the other infostealers like Remcos RAT
and Agent Tesla. The initial dropper is a dotnet executable file, which contains multiple embedded DLLs
which are extracted and decrypted at run-time to launch the payload which is the actual malware. The
payload is launched using Process Hollowing in either itself or another running process, depending upon
the configuration of the initial dropper.

o Native Assembly Paylaod: Xloader is written in native low level asm/c language. There are no strings,
imports and libraries found in this payload. Native assembly with the combination of c language already
makes it much harder to analyze and detect than other infostealers like Remcos, Agent Tesla, NanoCore
etc.

 Anti-Analysis/VM Techniques: It uses advance techniques that detects if the malware is running in an
analysis environment. The usage of advanced techniques makes sure that, anti-vm checks are not easily
bypassed as simply as patching a jump condition or return condition.

e Custom Encryption Algorithms: It uses a Custom RC4 encryption/decryption algorithm with additional

subtraction operations.
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e API/String/Libraries Hashing: Xloader uses CRC32/BZIP2 hashing algorithm for its strings, libraries
and APIs to hide its internal working.

e Encrypted Core Functions: Xloader’s core malicious functions are all encrypted that are decrypted at-run
time and assembly is renewed or regenerated after all anti-vm checks have been bypassed and a key has
been generated.

e Unhooked Clean Ntdll: It uses a clean copy of ntdll manually mapped into its memory which bypass all
hooks for ntdll APIs. It uses Native APIs for its malicious activities which are hidden from EDR solutions.
The process is known as “Lagos Island Method” according to FireEye.

o Persistence: Xloader adds persistence using Run Registry Keys and copying itself in Program Files (x86).

e Privilege Escalation: It escalates privileges only for copying itself in the Program Files (x86) and adding
persistence. The privilege escalation is achieved by abusing DIIHost.exe and COM objects.

e Process Injection: Xloader relies heavily on process injection. It infects multiple processes in its execution
and even migrate to a different process.

e Decoy C2s: It uses a combination of decoy C2 servers and made significant effort to hide its real C2.

e Form Grabber: Xloader is not just an infostealer. It also works as a form grabber. Inline hooks are

injected into multiple victim processes to grab information before encryption is performed.

Check out my Github Repo for Malware Analysis Series!!!

Overview

XLoader emerges as an exceptionally sophisticated infostealer and form grabber malware, distinguished by its
adept use of advanced defense evasion techniques to maintain stealth and resilience. Beyond its evasive
maneuvers, XLoader incorporates a myriad of anti-VM techniques, strategically avoiding execution in analysis
environments. This malware’s primary objective is data exfiltration, achieved through the theft and capture of
sensitive information from a broad spectrum of applications, including browsers, email clients, FTP clients, and
instant messaging apps. Notably, XLoader is designed to operate seamlessly across a variety of platforms,
amplifying its threat level. Its multifaceted attack flow encompasses a strategic and systematic approach, making
it a potent tool for cybercriminals seeking to compromise both individual users and organizational systems. The
constant evolution of XLoader underscores the need for robust cybersecurity measures to counter its intricate and

adaptable nature.
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Threat Report: XLoader 4.3

This section of the report provides a detailed technical analysis of Xloader 4.3 malware. The flow of this report
will be in order of steps that I performed during my analysis. This is one of the most complex pieces of malware
that I have analyzed, and there are so many stages to its execution. I have tried to cover as much as possible in the
given time, but if some things remain unanswered then I apologize beforehand. Now let us dive down into the

technical details and internal workings of Xloader 4.3 previously known as Formbook infostealer.
Initial Detonation:

Starting with the initial detonation of xloader. I have detonated the malware in my isolated analysis environment
in the presence of procmon, wireshark and other such analysis tools. Nothing happened!!! Which likely suggests
that there are anti-analysis techniques in the malware. I tried detonating the malware again but this time, I had

renamed my analysis tools and the execution started.
- Process tree shows that it started another instance of itself.
- Multiple DNS & HTTP request are sent to different domains.

- Deleted itself
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- Request are sent through explorer.exe
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Few of the resolved domains are listed below:

e hxxp:\\www.twin68s.online

e hxxp:\\www.cicreception2023.org

e hxxp:\\www.morubixaba.com

e hxxp:\\www.gestionamostualquiler.org
o hxxp:\\www.superios.info

e hxxp:\\www.bocahkota.xyz
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e hxxp:\\www.lolisex77.top

o hxxp:\\www.fhsbfjbsljsdfsd.xyz

o hxxp:\\www.mifurgoentuangar.fun
e hxxp:\\www.necessarymusthave.shop
e hxxp:\\www.abk-importexport.com
e hxxp:\\www.adoniadou.com

e hxxp:\\www.delret.tech

e hxxp:\www.humidlandscaping.com
e hxxp:\\www.wlkwinn.net

e hxxp:\\www.8ai.000

e hxxp:\\www.minevisn.com

e hxxp:\\www.moheganmart.com

e hxxp:\\www.jacksonmoddy.com

Stage 1: Dropper

The initial dropper is a dotnet executable. It is similar to what other infostealers or RAT uses for dropping their
payloads like Agent Tesla or Remcos RAT. The first step is always static analysis, which extracts suspicious

strings for me and provide insight to the malware.

Press enter or click to view image in full size

No Strings Details

1 System.Reflection Loading assembly at run-time

2 ofnlepyTgnirtS (StringTypelnfo) Inverted strings shows an inverted |
ofnildohteM (Methodinfo) resources is embedded inside

3 | .edom SOD ni nur eb tonnac margorp sihT! | Inverted resource is another binary

(!This program cannot be run in DOS mode)

4 System.Activator Activating assembly at run-time

The extracted strings suggest 3 main points:

e Dropper is obfuscated that loads other assemblies at run-time
 Further resources are inverted to avoid signature-based detection

e Must have more than 1 assemblies

In the initial dropper, there is a lot of junk code added to divert the focus of analyst. The few lines of malicious

code are spread through the whole code.
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The relevant lines of code shows that malware is loading binary from 3 different resources:
- Quartz which is also reversed

- Versa

- Zinc

Get Shayan Ahmed Khan’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

These 3 are the malicious resources that are combined and loaded at run-time for further execution. After going
through a lot of junk code, I came across the line of code that resolves this assembly at run-time and create

instance of resource followed by loading the first method using System.Activator class.

Since, stagel malware resolves assemblies at run-time and activate the method from resolved assemblies therefore

static analysis is not possible ahead of this step, so I shifted to dynamic analysis.

e The runtime binary that has been loaded can be seen in the modules window.
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e The name of runtime generated binary is pendulum. In the code, the malware is invoking the first member
returned by the GetExportedTypes which means the first member of exports would be executed.

e We can locate the first function in the pendulum binary and set the breakpoint ahead to stop and debug it.

There are further binaries being resolved from the resource of first loaded DLL which is Pendulum. In the

modules tab, we can trace which dlls are being added and keep following through.

e Another binary that is being loaded at run-time from the resource of pendulum is the cruiser.dll which
could be seen in the modules window. This binary undergoes gzip decompression and loaded using
Activator class.

e This binary contains a few methods called “CausalitySource and SearchResult” which performs some

kind of decryption of another third resource which will also be loaded on runtime.

e The last resource that has been decrypted and loaded is called Discompard.dIl.
 In the method of ParsingState, it could be seen that a method from this assembly is being called for further

execution of malware.

Press enter or click to view image in full size
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» We can also see the names of classes and methods that are being called from this assembly in the locals.

Using this information, we can then setup another breakpoint in the Discompard.dll method and continue
debugging the 3rd resource.

e Again, we can explore the third binary and setup a breakpoint on the function that it tries to call.

We have now entered the method called by the previous dll. This binary is highly obfuscated with random variable
and class names. Normally, what I do is that I check if a deobfuscator like de4dot or some other tool is able to
deobfuscate such a binary. If it is possible then I patch the resource and continue my debugging with the
deobfuscated version. But in this case, it is very tricky because this resource is dependent upon two other binaries
that are being called first and to patch all these will be such a headache. So, I decided to move forward with the

obfuscated version and see if I could understand what it is doing from the local variables and return values.

[ kept stepping over and checking the variables and function returns.
o It skipped most of the flags but then I stepped over a function and a return value shows that another binary

has been returned. The MZ bytes (4D 5A) could be seen in the array.
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e [t confirms that this malware might perform some kind of injection or dump the binary in a file and execute
it as a 2nd stage malware.

[ stepped into a function that is obfuscated but it looks like it is performing process hollowing, as the

malware opens itself in a suspended state and ready to inject in the address space of this process.

B Proges: Mgk | DESCICR- TR ity |+

Mprker Niew Tool Usen el

% Refresh () Opoaors | @ Fond handies or DL 3ot Symmem indarmation 1 X Tesvribssash b
Froceises Seieed  Notwoh Db
M MDD CRU WO eotal Prreste b Uses name Deserplion

. ity - o A ITAIE B DESKTOP-00MOM shas  Snlpy-uld
. BT 4157 M8 DESKTOR-00IH0M ahe

» Stepped over few of the functions while checking RWX memory region of the process

e At one point it reserved the memory and then started writing shellcode into that memory in chunks

« [t changes the execution of base image to the injected shellcode and finally resume the process using
ResumeThread API.

L T Lol L e g X [

Fip=s I TR ST T — Pt

amd e TR DEOPSIHON shei  dadgy i
M B e ]

o This is the exact behavior of process hollowing.
e I dumped this shellcode to analyze the malware separately as a second stage payload.

e The stage?2 malware is the real xloader payload.
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Stage2: Xloader 4.3

Xloader is an infostealer malware that is the updated version of Formbook malware. It is sold on dark web for
cheap prices with a Maa$S architecture (Malware-as-a-Service). The authors of this malware put great effort in

adding latest defense evasion techniques.

¢ Xloader aka Formbook is written in pure native assembly with a combination of ¢ language
» The entropy is very high which suggests that there is embedded code or it might be packed
e There are 0 libraries, imports, strings found in this payload

e There are no valid strings other than the DOS message

FdH X E ?
[ERCE c\users'shaddy' desktophdump.exe property value
a4 indlicotors (yich-header > chiechsum > imalidl] ¢ o0 o o E62F64CE4660FADTDIBTFT6BEA2EG6DEEI318004
f nt = ]
g0 footprints (count > 5) first-bytes > hex 4D 5A 45 52 £8 00 00 00 00 56 83 E8 09 88 C8 83 ¢

] virustotal (eror)

» dos-header (size > 64 bytes) ﬁfﬁ'b‘_‘fjtﬁ? text A ) T, | NRTPSGN. ST, |
B dos-stub (size > 128 bytes) fle> s 189952 bytes

» nch-header (checksum > invalid) I sntropy 7.950 I

+ file-header (executable = 32-bit)

optional-header (subsystem > GUI) tooling Visual Studio 2005

-BY directories (empty) file-type executable

»_sections (count > 1) £pu 32-bit |

] subsystem Gul

compiler-stamp Maon Mar 05 07:27:33 2001 | UTC

stiings (count > 5819)

EmE ekl L LI

e The start of malware is fairly simple, it loads some necessary libraries before going to the malicious code
It also performs some other kind of computations, probably decompressing some of its malicious code

o After the calculations, I came across a call to edx which leads to an unidentified code
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P el T 114 W dmemn UED TalmeicHe  C:\Lbory'ahaddy' Drskingdump. tae SUCLESS
L tewt BOSELTCC mow £5p, £bp [REC S 3T ] HEE T Crostefia C o Syt vl Al SLCLESS
Rt :00SEATCE pog e 1l W dumposss A2 E—M Vo S WOWED ol SUCCESS
text rBOSELTCR retm 1140 % dumg axn MY Tl Crngtedie S Wirddon SICCESS
= 1k W dump enn M52 o Lead Image VPl Sysern 1 T anewEd SUCCESS
RRE G LT T MY T Ouerphismesinfiy. O iindoss System 1 wowbd O SUCCESS
14 W dumg mn HEF T CrnsteFie 1 i¥iredomrs Syt L weow i o SLCCESS
1A W g g 183 FLend mage NP\ Sy e A e S o SUCCESE
11l W dump ess HSY m Querphiamasinfy. L Viirdoss \System L wowldvan & SUCCESS
LR ] ST Tl Crostefia C/iiradomn a 5
LABORI (450, 1031 DODOITET GUSEATET: sEarcHET (Symehnd 1140 W depaese M2 i Crestedie i Syem S irwiBog HAME NOT FOUIND
] 1. W dumg e ST e Crestefle G Wirddosn SLCCESS
|14t Wampe M2 Guenphiams e C ifindeen SUCCESS
BE EC B8 4D 83 33 CB 38 G0 74 08 BD 64 24 89 (klen,| VP40 W dempen MEN W Chmfle:  C el SIS
BO 3 08 00 75 Fh 40 58 FF 75 6C 51 E8 OF 0 <.l V140 Fdmme M52 Plond magr  C\Wrdomy \Systen 1 mvawicpu o SUCCESS
BG B3 CA BC 5D €3 12 AR 28 11 94 E3 4F 63 B0 . fA.JJ V040 Wampam TR T Ol o FUCCESS
BO EC 53 56 57 13 FF 35 7O 19 TG 4F BD 55 @8 Uil 1l W dump esn (154 ym o System L wowliopy A SUCCESS
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76 64 3C 61 72 29 &4 IC 16 3C S8 73 11 34 €3 Iv,car| 114F- W dampene ME2 fload mage Ciindews\ SWOWES kemeildl SUCCESE
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114 & dumg s HEF il Crostefle T iNreiomt Sy WOV ES kol SLCCESS
1846: b LELO30+10 Tl W dump e MEE P Load Image Cviindosss Sy WOWED Semel lase SUCCESS
= 104 W dumg e HEF T Qumeyhlamainfy. | O iircdomy Sy iVOWEL d SLCLESS
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¢ The “call edx” instruction moves the program flow to a set of native assembly which is unidentified by
IDA at this moment

¢ This means that, the code to which edx register now points was not understood by IDA which indicates that
it might be encrypted at first

* From there the execution of real formbook payload starts

Ltext: 89602564 dd IFE63DCLh, 3976DBEEh, 33836615h, BAF18eG0h, 7B9I2D@lh, BEBC3E59Ah, @
.text:@@6025E4 dd 8B55C358h, @FDVB4SECh, 467B15Clh, 8887D332h, 1D@312F4h, B25B16@3h, 63SEDIBEh
Ltext:@96825E4 dd 9AADAS58Bh, @C2186547h, BESC3EAADh, @, 8BS55C358h, SD2D19ECh, 7CB949C3h
.text:@@6825E4 dd 7C3IS69F8h

oxd Ltm:m dd @EL581FBBh, TFEeee27h, 7F2D69ECh, BFE2FE3BGh, 30000807h, BEAB30885h

L text:006020E4 dd @0D25C1eLh, ©B94sClezh, @C6993523h, 33427E094h, BACR3I3520Dh, 343DCR0lh
.text:BRG020E4 dd 4DES1BC3h, 47CABD2Bh, ©Ce4135ESh, BESEELESh, 358155CDh, 892AS51D%h, SE6625C1h
text:@06020ES §122391Ch, 46F2D5FSh, 353D2393h, BBBBT7DSSh, 6DG1CE1Sh, 1615876@h, @ABI34105h
. text:@a6020ES 1AC1EAB1h, 3532F@45h, BC99FEXAh, S51e4eDCah, @C19FFBFFh, 21ARFC1Dh, 19BEDFFS5h
. text:@86020EL 2163088@8Bh, TC87353Dh, 953D02954h, SARASAGFh, 3JEF32D@Bh, 2503AEETh, B40994BDh
- text:@asR2DES 27F9DEADH, BE@3DCE93h, 33428B71Ch, ODFC4FESLh, @EBC3DES6Ch, &, BBS5C358h

- text:OER2DES @FAES4BECh, B1FFFFFFh, 9C74E8D8h, 25C19045h, 18DGCFI6h, RABDLES4GH

. text:@dE602DES 3B1A878Ah, 27@51174h, 4A1CC4T6h, 13DA73AGh, BA4ES732Dh, 1D1AS24Bh, SEE@EILCh
. text:@86020ES 446820659h, BET7241C5h, 2D8ARGEOh, SCF2CT78Ah, 143C85C8h, ©B7861BDh, 4F5849520Dh
.text:@86020DE4 6108729%h, GEBEDASDEh, BFFFFFFASh, 6175E815h, 3De94A33h, 7I9E11D66h, GAAGSG569h
-text:@06B2DES 459F4154h, 1DC1e@edh, 2799628Ch, @C635@85Fh, 1C99@5Fh, 7192EBISh, 2DC@S7ESh
-text:@ReB2DEs @EACOB3BGh, OBL2D13DFh, QEB8285549h, @FFFFFFE0h, 1EEBAD@Sh, 830F9379h

- text:BoE02DES @FFFFFFSDh, 1773@587h, 350AD331h, 433B4722h, B0OB3588h, 2D1B6ASEh, SA45B1CEh
text:@86020E4 94C2F75Fh, @B@G7IE1Sh, 2DB7AEFZh, 348A8816h, GE71528h, 3D1B45C7h, IFEDIGEDH
. text:@B6020E4 @FF23818Fh, BFCB1FFFFh, BFE4E6671h, 621125C1h, @C@lEF6F2Zh, BBESEFE25h
.text:@86020E4 3D194965h, 3DCAB925h, @FEFF25C1lh, 30224A23h, 14DCEG@5h, 8601A25h, @C1FCEB38h
-text:Be6e20E4 45FCB720h, SASBEFAAh, @F9553735h, @CDZDE74lh, BFB6@436h, @FFFEDCELh
.text:@0ER2DE4 dd F168FFh, 1DC11331h, @F7CS8FB3h, 293511C0h, 29B79918h, SEDEEDEDh, @FDL533B3h
Ltext:BRGO2DE4 dd 4AFAATF28h, 73E38584h, 15C14728h, 2CC1E792h, 3D3DC11lh, 34279398h, @C1FB3D23h

gpEEEsEEEEaaEEEs

00022DE4 00E02DE4; .cext:00€)2DE4 (Synchronized with EIR)

|@ Hex View-1
SE18@@ 55 8B EC 8B 4D @8 33 (@ 38 ©1 74 ©B 6D 64 24 @@ U«i«M.3AB.t..d%.
SE1@10 40 B@ 3C B3 20 75 F9 42 S8 FF 7% oC 51 ES @F @@ €. . ub@Pju. Qi. .
SE1820 @0 8@ 83 C4 o 5D C3 12 AA 28 11 9A E3 4F 63 BD ..f,l.]i.l(.iinc.
SE1830 55 8B EC 53 56 57 33 FF 39 7D 10 76 4F 88 55 88 UcisSvk3jo}.vOdl.

1040 EJEENEN 26 F2z 84 82 3C 41 72 35 3C 74 77 31 3C  tu.+b3.<ArSczwic<
SE185@ SA 76 B4 3C 61 72 29 BA 1C 15 3C 5B 73 11 3A C3 Zv.<ar)5..<[s.:A
SEl@6@ 74 23 @F B6 C8 @F B6 C3 83 C1 20 3B (B8 EB 14 3A t#.95.98fA- Ee.:

¢ IDA resolves this chunk of assembly at run-time to continue debugging this dump.

o This is one of the many anti-analysis techniques added in the xloader payload.
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text:8a5E17EF
. text :BOSE1S

edx, [edx+215E8h]
stosd

“ Please confirm >

+Lext:885E17CY edi

Ltext :B@SE1TCA xor eax, eax ; IDA has detected that EIP points to

JEext:885E17CC mov esp, ebp @ an address which is not defined as code.
«text:B885E17CE pop ebp Would you like to directly create an instruction at EIP 7
Ltext:POSEL7CF retn

[] ton't display this message again

e [ ®

After going through the newly resolved chunk of code, my program exited without doing anything else. I
understood that there are anti-analysis techniques involved in this malware. So, my battle started with defeating

anti-analysis techniques provided in the section below.
Defeating Anti-Analysis:

TAKE # 1: FAILED

 In first take, I simply changed the jump condition to divert the program from exiting the malware to
continue with the actual program flow

¢ Changed the zero flag from 1 to 0 which sets the condition appropriately to let the program continue
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¢ It continues the program, however it throughs exception right after stepping over a few functions.
¢ This patch will not work

¢ The malware is dependent upon the values that this flag is setting somewhere
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1BQSFFD4T add esp, 4

:@O5FFD42 call  loc_SF@103 H
T eax, eax

w Warning x

; {k The instruction at 0x0 referenced memory at (x0. The memony could not be executed -> 00000000 (exc.code cRO00005, tid 5924)

o]

aRaRAnAna
g

TAKE # 2: FAILED
The configuration object:

¢ Xloader payload initializes a configuration object on which it bases most of its execution flow
¢ The configuration obj is initialized with FFFFFFFF value and after that each function contributes to it.

¢ Some encrypted values are pushed onto this configuration object.
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¢ The first function, saves lots of encrypted strings or hash codes. The purpose of these will be cleared later
on in the execution

¢ Next to FF values, the base address of executing malware is saved

¢ On the third line another address is stored which is actually the address of LdrLoeadDIl function from ntdll.
This will be used to laod further libraries
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[ stepped over each function and monitored changes in memory side by side.

e Every function is contributing to the conf obj.

o The function in the screenshot below is loading a clean ntdll in the memory and saves it address on the
conf obj

e Also, it is setting value in anti-vm flags that starts from the 45th element of the conf obj.

e The address of injected ntdll in memory starts on 0x1950000 and similarly in the 4 bytes after 24th element
we have the address of injected ntdll saved.

e The flag value of 1 is also set in anti-vm flags.
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o Continuing with the execution.

e It checks other anti-vm checks

 Like taking snapshot of running processes and filtering out if any of those processes are listed by the
malware

 In the screenshot, we can see that it detected procmon in running processes

Address Length Result

Oxdfe 744 54 Windows\SyswWowea4intdll.dl

Oxdfeb0n 58 Co\Windows\SysWOWa\ntdll. dll

Ox 10fed0a 11 Procmon. exe

O 10feg4c 22 sychost.exe

0x10feb54 11 Procmon.exe

Ox 10fese3 10 3] h

0x1110b3c a0 C:'Program Files\IDA Pro 7.5 5P3\ida.exe

o After performing some of the anti-vm checks, it updated the flags on anti-analysis bytes as shown in

screenshot below:
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The last function is matching the anti-vm flags with the sequence it requires to progress.
As can be seen in the screenshot, my sequence doesn’t match to what it should be,
It means the malware has either detected the debugger or tools like procmon or some other parameter

Therefore, the program exits.
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So, in take # 2 of defeating anti-reverse engineering or anti-vm techniques, I simply patched the sequence
of these flags in the memory to the required sequence.

Patching memory, and moving onto the execution should work, because these flags are being used
somewhere ahead in the program. So, simply changing the conditional jump would always crash the
program.

However, in case of memory patch, these values would be continued in the program and this issue should
be fixed.

CCad 91 88 60 06 88 78 68 77 FO DD 65 77 @8 88 8l el
CDE o8 08 61l 60 8l 08 61 60 OO 60 00 00 B0 B0 00 88

Patched the memory and now it goes back to the condition which is true

However, something is wrong here.

Because the names of the dll being searched is very weird.

Now I understand, that these sequences of bytes are being used in a decryption algorithm to decrypt the
names of libraries and APIs.

But since I patched the bytes in memory, it should have been able to decrypt accurately which it is not.

That means that the sequence is used somewhere else before performing the anti-analysis check.
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o [ let the malware continue and again it crashed, because it was not able to decrypt its configuration and
hence looking for encrypted dll names.
¢ So that means, I might be missing some important function and because it is detecting the debugger, it

would be skipping some important function.

W Waming X

h (& The instructson at (x0 referenced memory at G0, The memorny could not be executed -> 00000000 (exc.code 00005, tid 7634)
= [[] Don't display this message again (for this session only}

wrmm==== 3B 0 pR TR E7A EA FE FO@ c ;i
B1BFEDFE C2 F4 2B 54 78 56 67 82 74 38 71 FC 26 Bl AE AA

TAKE # 3: PASSED

¢ In third take, I have debugged a lot of the code and finally, found the function over which the program was
skipping because of a single flag condition not being met.

e So, I changed the values of condition to allow it to execute as well as changed the value of register that was
being pushed to the conf obj.

¢ In my environment, there were always 3 flags that were changed. The value on the third element was 0
however it should be 1, and the two elements at 11,12th position.

+ T also know that those two were changed because of procmon and other such analysis tools. So, it is easier
to just change the name of procmon and continue.

 Instead of applying memory patches, I have changed the values at run-time before they were pushed onto

the memory stack and voila, the malware executed perfectly without any exceptions.
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Now this time, I stepped over the function that loads libraries and instead of encrypted names, the full

.
names of libraries have been seen and successfully loaded as can be seen in procmon.

o I let the program continue without any other interaction and the debugger exited with status code 0, which
means now there is no exception.

e However, it still hasn’t performed all the functionality which indicates there are more anti-analysis

techniques ahead.
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Output window

7764594@: thread
7578a8808: loaded
77645948; thread
755680068: loaded
77208886: loaded
76768886: loaded
7680@eea: loaded
77488006: loaded
767B@@e6: loaded
76828006: loaded

has started (tid=3172)
Cr\Windows\SysWOWE4\RPCRT4. d11
has started (tid=4144)
C:\Windows\SyskoWe4\user32.dll
C:\Windows\SyskolWe4 \win32u.d11
C:Windows\SysWilke4\GDI32.d11
C:\Windows\SyswWoWeagdi32full.d11
C:\Windows\SyshOlWe4\msvep win.dll
C:\Windows\SyswWolWe4\ucrtbase.dll
C:\Windows\SysWoWE4\IMM32.DLL
Debugger: thread 4144 has exited (code 8)
Debugger: thread 3172 has exited (code @)
Debugger: process has exited (exit code 8)

I found a very good resource, that explains all the flags that previous formbook version looked for in its analysis.
Luckily in the latest xloader, it is still using a similar approach and we can map those flags easily. The following

slide shows all the anti-analysis flags that the xloader uses in its configuration.
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Checking anti-analysis tests results

L - 1. WOW32 Reserved hook

- e . Software debugger

. Kernel debugger

. Blacklisted base file name

. Blacklisted username

. Blacklisted username

. Blacklisted loaded module path
. Blacklisted loaded module path
9. Blacklisted running process

10. Blacklisted running process

= b 11. Blacklisted loaded DLL

|
O~ WM

Reference: https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/

Decryption/Deobfuscation Routine:

Xloader relies heavily on encryption and obfuscation to avoid being detected from EDR solutions. There is multi-
layered encryption performed on its code. The APIs are all hashes, the string and libraries are also hashes. Even
the hashes are encrypted in the conf obj. The core functions of xloader are all encrypted and decrypted at run-time

after anti-analysis checks are cleared.

Decrypting Library Names:

e The decryption routine starts, I stepped through the next function after anti-vm checks have been cleared
and it looks like the anti-vm flag bytes are used as decryption seed value.

e The library names are being decrypted one by one.
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o These libraries are then loaded by the native function LdrLoadDIl
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Decrypting API Names:
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e prpinide. i
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BECFEEA® ED A4 57 F9 24 64 7E EE 76 €5 B4 €9 BE 17 3A F7 idWudd~ivh EX.::
@@CFEBB@ A5 13 49 6D 95 31 38 D5 86 SF E3 @4 C8 E5 DF 58 ¥.Im=180t 3.E3EX
@BCFEBCA EB 35 1F 8C A9 45 83 3C 9B 90 EA 8A D2 A6 E2 6B &5.@BE.<:.850!3k
BBCFEED® 6C AE AF BD D7 F4 B8 FB FA FD 56 53 42 50 FC 66 1N Mud°0dywsBYGf
@BCFEBE@ 8F 7C 36 9A BB (D EC 48 BA 91 (@ 7D @5 38 47 34 .|6% IiH2"A}.08G4
RACFEEF@ 2C 39 D3 3E @A 2F 82 F1 46 DE 20 87 BA 1A FE 16 ,90>./,4F@-19.p.
RACFECA@ D6 7A B5 28 @D DE A® 18 93 D4 @7 8@ BS 8B 92 @8 Oz.(.p ."O.€uc’.
@BCFECI®@ 6A @2 E6 @C 45 9D 65 3A 50 @@ @@ D1 38 EC CF @@ j.=.K.e:P..N8ii.
BECFEC28 €7 CE SE @@ 78 EC CF @8 @D @0 89 @@ 7C ED CF @8 CI~.xii..... [iE-
@BCFEC3® 58 EE CF @@ 2C EE CF @@ E4 ED CF ©8 85 F9 S5F @9 Xil.,il.&sil.«d .
BECFECA® 78 EC CF @9 6D 00 00 8@ 7C ED CF @8 7C ED CF @8 xif..... 21, [T
BOCFECS@ 7C ED CF @9 58 EE CF @0 06 89 60 88 7C ED CF &8

BRCFECAE 78 EC CF @9 74 F4 CF @@ ©D @9 60 88 79 EC CF @8

BECFECTE @0 GG G0 08 83 81 BE 8@ GB 65 72 BE 65 6C 33 32

BACFECSE 2E 64 60 6C @0 00 @0 00 0O OO @0 O 0D 00 00 [

BECFECOR 00 OO 0D 0P A0 00 DO G0 OO 9 00 PO OO GO 0O A6

RECFECAR 00 0O 0O 0P A0 00 DO G0 00 49 60 9O 0O 00 60 A6

[2] Hex view-1 O =g
BBCFEC28 CC ED CF @@ 8B F9 5F @@ 6@ EC CF 98 oD 88 @0 88 Iif.«u .~ ii..... A
PECFEC3® 64 ED CF @8 64 ED CF @@ 64 ED CF @@ 58 EE CF @@ diI.diI.diI.xii.
PACFECA? ©9 9 09 88 54 ED CF @@ 60 EC CF @@ 81 F4 CF @@ ....diI. iI..sl.
PACFECSE 6D @9 @9 88 61 EC CF @0 00 60 00 90 63 01 80 88 . ...8il.........
PBC(FECGe 61 64 76 61 7@ 69 33 32 2F 64 6C 6C 5 @@ @@ @@ advapi32.dll....
BACFECTE OO GF 00 G0 G0 0D G0 00 00 G0 0D B0 GD BO BB BB ... .....ccceeea.
PACFECSD 09 G0 00 G0 G0 0D B0 00 00 G0 0D 9O BD BD BO BB ... ....ccceeeene
PECFECOR 09 GF 00 B9 G0 0D GF G0 00 G0 DD DO BD BD BB BB ... ......occeeeus
PECFECAD OO GF 0D D GF 0D GO G0 0O G0 DD PO BD BD BB BB ... ....c.oceeeenn
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e Some of the APIs that are being decrypted suggests that it looks for further Process Injection

¢ 1. LookupPrivilegeValueW

e 2. SeDebugPrivilege

e 3. AdjustPrivilegeToken
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[E5] Hex View-1 o &f x :iﬁvwdmﬁw:
GCFERER BC EB CF @@ BC EB CF 8@ @0 89 80 00 OB EC CF 09 ﬁ::ﬁ”lﬂ EAX BOCFEBEE % Stack]GOBOOCEC]:@OCFEBEE
CFEB9E OB EC CF B9 €0 EC CF 8@ B4 ED CF 00 09 00 0O 00 5 E I -
: BOCFEDSBE & Stack[o0ODSCEC]:GBCFEDSS
Fe8ae €O EC CF 00 BC EB CF 00 DD F3 CF 00 80 00 00 00 Aif.xef.vel..... - el !
FEEES BO EB CF 00 00 02 0 00 03 01 00 ob 61 B4 78 51 MEI........ .odva B -
FEBCE 70 €9 33 32 2E 64 6C 6C 00 00 o0 0o 53 oo [ ee pizz.dll....s.e. EDX BACFEDSG L Stack[BHBOBIEC] :BBCFEDGR
FESDE 44 BO 65 8O 62 80 75 8@ 67 9@ 50 00 72 00 59 00 D.e.b.u.g.P.r.i. ESIBBCFE24D 4 "SeDebugPrivilege®
FEBEQ 76 O 69 80 BC 99 55 0@ 67 99 65 02 o2 00 22 88 w.i.l.e.g.e..... EDT DRABREE]
ik : : g : : : : : : : : : : x : : EBP BBCFECDC 4 Stack[@B@ROCEC] :BOCFECDC
S ol el e el ek e et e QIR G ESP @OCFOEAL % Stack[OBBOBCEC]:BOCFDEAC
GCFEC2D OO B9 B2 B2 08 00 00 00 00 00 0D 0D 0P OO OO B9 EIP BASEDS46 W sub_SE0ID3+173
FECID B 0D 00 0O 00 DO 0D 00 00 0D 00 B 00 B0 00 09 EFL 00668244
FECAD o0 00 00 00 00 02 00 00 00 00 OO 0D OO B M B .. .....cccreeee.
FECS2 o oD OO 00 00 00 00 00 00 00 00 oD 00 02 M B0 ... ... ..eeee.
GCFECS? G 00 0D DD 0D 0O 00 B0 00 00 00 0D B0 BD BB BB ...........oe...

Press enter or click to view image in full size

ﬁ General registers

EAX 76ABA238 W advapisz.dll:advapi32_LookupPrivilegeValueld
EBX @PEFEGPR W TIE[00G0AF7C]:0EEF0000

ECX 76C11DE3 W

EDX @@B21DE3 W debug@3@:@8E21DE3

ESI @870F55C W Stack[@@eear7C]:ee7eF55C

EDI @370F97C W Stack[@@eeaF7C]:@078F97C

EBP @B70EARA 4 Stack[@0@8@F7C]:0078EABL

ESP @070E9EC W Stack[@@e0eF7C]:807@EIEC

EIP @BSFEAD2 % sub_SFEAB3+1F

EFL 80008204

Computing String Hashes:

¢ There is a hashing algorithm used for strings, apis etc.

¢ It loads all the string hashes and compare the running processes with each hash value, if it finds any such
process, it adds desired value on the anti-vim flag on conf obj.

» In the screenshot below, it is checking the process name hash with the value of pre-defined set of hashes
that it stored.
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¢ The hash value that is it is comparing to is 23 EQ C7 CD which in hex is (0OxCDC7E023).
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¢ T have checked 32-bit hashing algorithms by calculating the hash of procmon and found the hashing
algorithm that it uses.
e It uses CRC-32/BZIP2 hashing for its strings

Inpet: & AZCH ) HEX Owipet@® WEX O DEC O OCT O BN [] Snow peotestan ama (HEX)

CRC4  CRC.1& | [ICRCE

ilgerithe Result Check Paly Inig Refin  ERefout  NorQut
RC-33 BxERAMELFE Bl BFAI026 BBl 3087 UxFFFFFFFF LT L axFFFFFFFF
CBL-33/B7 1] - BxFLEF1918 BBal 11087 BuFFFFFFFF false  false BxFFFFFFFF

- 33 LA Wi 5EAED] B A0 09 el 11007 U=FEFFEFEF true trae AP0

LIR30 IMDEG-2 Bx31IHAFOL BB Y TEECET DaBal 1087 @=FFFFFFFF falss falig Lib ]

LRL-32/POSIX EESESFEBA  Ox7ESETSSR  DwBAL1IDE7  GxooMdaed  false  false  BxFRFFFFFF

CRC-12ISATA SRR IF L FTIAFER Lt e LA Firal i F false false TaRPRHRHD

{RL-32/XFER BRCBYICFDE 338 AF B false  false ERBORBRE

LRL-32C SDMESFSEE OxEIMS2E3  OWIEDCARSl  BxFFFFFFFE  true  true OXFREFFFFE

R0 AEEIERCIER [ e B LTI F ] UxFFFFFEFF Trug Trish At FFFEFFF

CRL-320 .m OuIRIGEFTF  GeBLAN4AR  OwDOGBMGS0  falss  false  Gxdoq00888
SR PO R

hitps MCTOCEC COMPCICs procmon exebmethod=ore3Zsdatatypesascikoutlype=0

Consistenl Ovérhéad Byle Sluffing (EOEE) EndodeiTeooder
Cookies polcies

All the hashes that it checks are listed below:
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1 86 90 BE 3E
2 B5 DD 6F 4C
3 3EB16D 27
4 8E OA OF EO
5 04 94 CF 85
6 84 87 24 B2
7 23 E0C7 CD
8 S505F1F 01
| 1CBCD4 1D
10 E2 FC 35 82
11 D5E22CC7
12 88176302
13 56535857
14 4052 B9 9C
15 EF9F C3 0C
16 57AC4793
17 DC22959D
18 OEC/71B91
19 B9 3D 44 74
20 A9 1A4ACFO
Computing API Hashes:

e Similar to strings hashes

e The APISs that are being loaded from injected ntdll (Lagos Island Method) are also called by hashes instead

of names

Ox3EBE9086

Ox4C6FDDB5

Ox2/7/6DB13E

OxEOOFOASE

0x85CF9404

0xB2248784

OxCDC7EOD23

Ox011F5F50

Ox1DD4BC1C

O0x8235FCE2

0xC/2CE2D5

0x0263178B

0x5/7585356

0x9CB95240

OxOCC39FEF

0x9347AC57

0x9D9522DC

0x911BC/0E

O0x74443DB9

OxFO4C1AAS

https://medium.com /@shaddy4 3 /layers-of-deception-analyzing-the-com plex-stages-of-xloader-4-3-malware-evolution-2dcb550b98d9

vmwareuser.exe
vmwareservice.exe
vboxservice.exe
vboxtray.exe
sandboxiedcomlaunch.exe
sandboxierpcss.exe
procmon.exe

filemon.exe

wireshark.exe

netmon.exe

sharedintapp.exe

vmsrvc.exe
vmusrvc.exe
python.exe
perl.exe

regmon.exe

e This method makes detection very hard even for manually analyzing the malware.
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The malware loads all exports of ntdll one by one and computes the CRC-32/BZIP2 hash of those apis then
compares it with its decrypted hashes.

If a match is found, then it retrieves the address and call the function, hence bypassing all API hooks.

I wrote a little script that does the same, I provide the hash and it searches in a list of commonly used
strings,apis,paths etc, computes their hashes and then compares with the provided hash to check weather a
match has been found or not.

Here in this case, the hash matched on NtResumeThread API call, so malware will exit the loop and
continues to retrieve the address and then call the api.

It manually searches for the address of desired API and calls it, this way the debugger is also not able to
detect which API is being called.

In the screenshot below, I have opened another instance of same dll in IDA with symbols and we can see

the hex value that is being pushed onto eax register is the same.

YT — FE
! .
1) i9 & FrR-F A > p— .

- g, A et s ]

I know the hashing function, so instead of stepping through this native assembly of hundreds of functions
in a loop, I have just setup the breakpoint on that function by writing IDA python script and just continuing
again and again to see the decrypted APIs

The List of APIs that I found are listed below:
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1 NtOpenDirectoryObject

2 NtCreateMutant

3 RtlSetEnvironmentWariable
4 MNtCreateSection

5 NtMapViewOfSection

6 NtOpenProcess

7 RtlallocHeap

8 NtQueryinformationToken
9 NtProtectVirtualMemory
10 NtCreateFile

11 NtDelayExecution

12 NtReadVirtualMemory

13 NtOpenThread

14 NtReadFile

15 NtUnmapViewOfSection

16 NtResumeThread

17 ExitProcess

18 NtQuerySystemInformation
19 NtOpenProcessToken

20 NtAdjustPrivilegesToke

21 NtReadVirtualMemory

22 RtlQueryEnvironmentVariable
23 RtlDosPathMameToNtPathName_U
24 NtSuspendThread

25 NtGetContextThread

26 NtSetContextThread

Decrypting Core Malicious Functions:

¢ The malware decrypts its core functions at run-time and then jumps to those functions continuing the
execution flow.

¢ Xloader sets up a function by push ebp and mov ebp, esp and other starting instructions but below these
all bytes are encrypted.

» In previous versions of formbook, the core malicious functions could be identified by the magic bytes of
48909090, 49909090 etc.
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¢ However, in the latest xloader 4.3 these starting bytes are random.
o After the anti-vm checks and establishing the RC4 decryption key. These functions are decrypted at run-

time and the execution flow jumped to the decrypted assembly.

¢ IDA resolves the decrypted bytes and recreates assembly instructions to continue.

m A Vw1 g @ Pasicnense [x] 22 e a1
* [text:ooSEDDES db B, 8Ssh, BCER ~|piafteie 00 o0 00
et EBDDES ; - - m e e cecedme s smscse s s asss e ssesm e - LOFES; BB 03 99
tewt 1 BOSEDDEY LOFES3E BB B 0
wext:BSEDOEY loc SEOCED:  CODE MREF: .bewt:BOSEXSAIID JOFERE 08 B0 09
o |/text:eQSE00E3 push by Hww
* |\ mentieaSEDDES mov ebp, e5p LaFESD BB ES 0F
" . rext: MSEDDES sub €5p, Theh LAFFATE B BD OF
. [(REEROSEOOEC push  ebx 10PCsEe  ED AT 0
[T+ bt s RISEDOED push __esi 1BFESM) 63 4L 17
L tewt : gOSEDOEE] dB 16FESAS BB 37 &Y
, |-HrctiROSEODEE) b Goh LTI P P QP
text: SE00NN db Bah, 99h, B8k, 9@h, Jh, B00R, G8h ]
tewt: MOSEDDRR db e MW Plesse confim A
o |-wet:BOSEDDFT) movh ]
. |-tewt:e0s000FH sdd al, [esx] 1 uas detected that [P poings inside o previgusly defined instruction. | | |
vewt: MSEDDFA db B, EDh Thes can perhaga eshoste tha 3
vext: GOSEDOF b @ + an wrmer cecurted durieg the smabain. ]
® | tect:easp00rC) db B3, 9Ch - the code modifed iself during the evecution. y
texti@ISEIOFC) db  BSN . Wbl o bkce 1o shrecthy creste a5 invstruction st £ 2 1
® |.vewr:e0SEOOFE] db @F&h, GFFh, &FFh, 538, Sbh, Eh Tl b - 1
" et RSO00FE] db @Fah ; O ey i mase0n i
, |-EextiReSEDE ¥ 1
vewt: SOSEDEES] db 9Bk, BFAh, BFFh, OFFe, BEBh, TSh
St soscoced| & 980+ - =1 = §
* | text:eosp0Eeef and ol 1 i
® | vewt:00SEDERD) db @, £3h, BALN, 3, @ slOFESS A W 29
, |mect:B0SEOESCNdE @ 1arLise 3D &I oF
text:MS000LH db B, #Ch IOFESLR  EF SF 97
rewt:@MISEDELH b @ 10FEADS E1 €3 23
r= | et MOSEDE db EDh, 43k TrEAfe  BE BT A3
, [restaResoOEIA db pom 1GFEAFR  SE BE 71
+ ® [rewt:e@sEDELE] db BFDN, @FFh, @FFh, 53, Slh LOFERM ES BB 75
text: BOSEDELE) db BFDR ;. § LT T
3" | text:eospota] db msh Decrypted Core 1AFERHS :::!
\tewt i MOSEDE 18 b &3 k 5 1OFERNS F2 A8 57
i |o00ODOEE SSSEDOEE: .vews:OSEEDOEE (Symchsonized wizh B3R Functions b
- |t 3 ||{mwcwcees oisrEsso: &

5] Surps mindkew

o T R et

. text : dSEDDES

l’jl.'...-’.li'i-’l’ii.i.-’.-’.iji'-

. text :MSEDEAL] push ehx

. text:@ASEDERY] push  eax

. text : @0SEDESY] mov [ebp-568h], ebx
. text :@ASEDED sub_E98283

. text : dO5EDERE] 284h

. text :BASEDELS] Llea ecx, [ebp-28Ch]
. text:BA5EDELY] push ebx

text :@H5EDE BCX

text :@85EDELB [ebp=2Ceh], =bx
. text : BASEDEZL call sub_B08283

. text:@A5EDE2G] push 286h

. text :BASEDE2E] Lea eax, [ebp-TEER]
. text:@5EDEIL] xor edx, edx

. text :BASEDERS push ebx

text :dASEDE AN

eax, [ebp-S64h]

dword ptr [ebp-14h), BESSFFEBh
dword ptr [ebp-18h], BESECH

Assembly

. text : BOSEDES3] mov [ebp-2Ch], bx enerated from
text :285EDEAT] mov [ebp-77eh], dx E
. text :@SEDEAE sub_ G283

decrypted bytes

esi, [sbp+8]
&h

Understanding the detailed technical methodology of decrypting these encryption and obfuscation techniques.

This following blog by zscaler is an excellent resource.
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Partially Decrypted Shellcode:

¢ Stepped over a few functions and it looks like it reads itself and most likely trying to inject itself in some
other process

¢ The malware is now preparing for another binary to inject further. As can be seen in the screenshot of the
dump that I found in the memory

¢ This memory dump is RWX memory region in itself as can be seen in the process hacker

_@Hﬂ“ﬂ'i 0 &8 x iﬁmﬂdm

PORR AR PR PRRRIIRITINNRECR A |muarnssu Stack[eesa1Fa ] B10FELEE

=
"
EEX SOOI
BORFRE PP DRRRRRRRRRIRRRRD
GIZEFFEL P ORR PR RE TR PR PR PR RR PP PP ORR RR TR I ¥ MPRRMIRIRIRINIEG O BEBR0NG 1y
33N M RN EOX @1BFELSE % Stack[odd1FAC] : RI0FELEE
w J -

G BB AR MI.bcBOfgeI.). ES1Q1370000 W debugdtl:dliresss

i

A

é.
s
5
3
4

%

p

Lptebnimlgu? EOT BBAICIFE

AE Ed BB 9C O

C2 B5 TF 38 D4 98 &6 D1 1A D2 24 IF BB 12 53 14 Ar s lfibg/ .s. o
E1I7EA30 F3 DD BF A9 EG 38 B2 78 77 AA C7 C3 BA F1 B6 EA H{u‘:{ﬁmﬂ FORNIAFEIES A4 St"k[mlrg: :Bw““
§1370048 T3 52 TH &C B3 A7 62 30 OC 7 48 49 04 77 54 08 uRuL?§,sknlwTh ||| ESPOLBFELSE N Stack[BEONIFAC]:@LBFELES
1370850 68 73 38 T8 72 6F 67 7: 61 60 20 £3 61 6F 6E 6F fs-progras-canns EIP @OSFFOBD % sub SFPEX3+E8
1370060 T4 19 62 65 28 72 75 6E 28 69 GE 29 44 4F 53 20 t-be-run-in-0OS- EFL fiNMNIZa4
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o I stepped over a few functions while monitoring the memory region.
¢ The malware is decrypting the shellcode from the binary
¢ Only plain shellcode is left without MZ headers

This is the 3rd stage xloader which is partially decrypted
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e I dumped the binary from memory and run a FLOSS string search on it which provides some useful

insights

Cowral fatasc Pofomancs Theads Tohon Mohies Mooy Eeaonmont Handes GPU Commant

=, PR p— Sergs

Typse See Protect... Use Towlwd  Prvate WS Shareable Wl
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] 128 Sk (Sresd TI0K) B . es 8] 9001 370000 - Ox 1 350000

Prreate: Civemt Bis Srack 3236t [Bread TI08)

Frieate: Comme 128 Sach (Sresd TE) B bE 85 o3
| Prrate: Cormt Big Sk o odt al da cd
| Frrate: Corme 128 Sk | 30
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Private: Cormmt 28 i |

Prreate: Cormt Bis

Frreate: Dammll Big

L] Big

Tmage: Commt 1848

Mot Do, bT.1 ]

Frreate: Covmt LEMia

Image: Commt 4058 c

Image: Cormt i =

Image: Cormt 1248 e

Imange: Crwment L) &

Isage: Commt e L] =1

Image: Commt LEmiE R =1

Image: Cormt 128 RN Coipndows Systesliwel 00

(STt - L veabire Svabe= 1 e

<

cmd

Process Enumeration:

e XLoader uses NtQuerySystemInformation to get information of all running processes in the system and

then enumerates one-by-one checking and matching hashes with its own hash values stored in conf obj.
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Process Injection:

Xloader Injection Overview:
Xloader stage? performs two process injections:

 Injection#1: in a random running process to start the win32 victim process in suspended state

e Injection#2: migrate itself into win32 suspended process and resume

INJECTION 21
'd - ™y 4. Restore
Ta execution
% | s
&
a
R"”"'": INJECTION # 2
T oo
v i v
- 4 - 4
o H"':;.";“ . i | syswowsa |
Xloader.exe o —— (& H'J:.W'? main process
t SRR
| Xioader.exe . "‘f’d
| 5 Retrieves
— process info o
3 *
ﬂ_r-"l 3. Create
suspended
process
Xloader.exe
| T——
N
6. Map a copy of & 7. Resume ]
itsalf Thread
1. NtOpenProcess, NtCreateSection, NtMapViewOfSection
2. NtOpenThread, NtSuspendThread, NtGatThreadContat, _J
MtSetThreadContext, NtResume Thread

3. CreateProcessinternal h Stage 3 /
4. ret instruction to saved CONTEXT.Eip

5. MtReadVirutalMemory
6. NtOpenProcess, NtMapViewOfSection
7. NtOpenThread, NtResume Thread

Injection # 1

e Another memory has been reserved in the malware with RWX memory region.
e [ have dumped this new region and extracted the strings

It has a single static string which contains the name of the target process
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1715000 Private: Commit 128 RW+G Stadk (thread 1252)

I 1755000 Privabe: Commt 12kE RW4G Stk (theead 6412)

03 175000 Privaba: Commit 12KB RW4+G Stack (thread 1620)

0 1e3c000 Private: Commit Bk RWHG Stack 32-bit (Fhread 1252)

e LoD Frivavbe: Commst BkE RW+G Stadk 32t (Swead 6417)

0 L& 4000 Privabe: Commit BkE RW4G Stack 32-bit (thread 1620)

QacSe 1000 Image: Commit 184kE RWX CrUsers shaddy \Deskcbopidump exe 185 kE 1858

i 1240000 Private: Commit G4kE  RWY E4kE G4k

0 1250000 Privabe: Commit G4kE RWX 64kB G4kE

0 1370000 Mapped: Com... 1830KE RWX 180 kB 180 kB 180
O 1800000 Private: Commit LIS RWX 3,376 kB 3378

e 18 50000 Mapped: Com... LOT6KE  RWK 1,076 kB 1,076 kB 1,076
7555 1000 I 5 . £ooLo TP NS SPPE nco abo o nal
(PSP 1000

750 1000

0 6620000

P70 1000

75731000

03767 1000

It means that this shellcode is used for starting the process chkdsk.exe which is randomized on every
execution.

Xloader selects these binaries from SysWOW64 directory, which are 32-bit processes

It injects this shellcode in one of the above enumerated running processes, which in my case is a 64-bit

IDA that I had opened along with my debugger.

1:08:4... Pidabdexe 9016 v CreateFile CAWindows\SysWOWES \chhudsk exe SUCCESS
1:08:4.. lE}'H:Ivaﬁ-il-.emce 5016 ' CreateFileMapp... C \Windows\SysWOWES \chikdsk exe FILE LOCKED WITH.,
1:08:4,, Qidabd exe 9016 ¥ QueryStandard|... . \Windows'\SysWOWES \chkdsk exe SUCCESS
1:084.. ﬂ'ldaﬁ-li.m 3016 '+ ReadFie CWindows \SysWOWES \chicdsk exe SUCCESS
1:08:4... ﬁ'ida&l-.exe 2016 = ReadFile CWindows'\SysWOWES \chicdak exe SUCCESS
1:08:4... Pidabdexe 5016 % CreateFileMapp. .. C\Windows \Sys\WOWE4 \chkdsk exe SUCCESS
1:08:4... ﬂ‘idaﬂ#.e:e 5016 T QuerySecurityFile C \Windows\SysWOWES \chlcdsk exe SUCCESS
1:08:4... (Widabd exe 5016 = QueryNamelnfo...C \Windows\Sys WOWEd \chicdsk exe SUCCESS
e iR wProcess Create  C'\Windows\Sys\WOWES \chludsk exe SUCCESS
1:08:4.. ﬂidaﬁi.ex! 3016 7 QuernySecurityFile C\Windows'\Sys WOWES \chidak exe SUCCESS
1:08:4... Pidabd exe S016 T QuenyBasicinfor...C\Windows \ Sys WOWE4 \chkdsk exe SUCCESS

This is also one of the anti-analysis techniques used by xloader. It doesn’t directly open the process itself
but injects shellcode in some random process which in turn opens the SysWOW64 randomized binary in a

suspended state and then retrieves its process information and continue with the execution.

TR W g e A4dE i omalebie Vi S VLTI Qe Ll LT

- vid W dumpese il Plosd mage L Windoss Sys WOWED mawep_win df AUCCESS
TOPI / T . W dumpene 4L i Qumeptiaeseinfo O W indoes Sys WO ED mawop_win o SUELCESS
- = 4 A e 4448 T CreateFle Lot S WO ED vy _van ol SUECESS
T Refresh () Optssn | ) Pl hanedles o DLy 30 Syatem idoimabon | | ppag W - 4408 oD sad mae Lo S WG wesbhane o SLECESS
Pooceanes  Sarvices  Mebwodk P g 448 T Cueryliame kit Cindom S WOTNES worbase 3 SUCCESS
e 11004 T deper ddded T Gt Fie G ey S WO wothase o SETERS
Harme Pl CFU Otetad . Pevste b | 1000 W dumg s AL T Creaiefie oo Sy WO S s 12 SUCCESS
(] (2 Firecc A4t Okl ke SO e ByEe
[B-E R T T A48 T il Lot SaWOWEmn 128 SUCCESS
14 depeme 4448 T CrwateFie Lo’ S WO e 10 SUDCESE
1l W dumgieee i RCmateFleMacn . C Windos ' S WO e 124 FILE LOCKED WiTH
1A W dumpesn Al Ty Gy Randaest g S W e SCLESS
Tl W dump e AALE o CrealefeMapg  C o Windces Sy WOWED s 1240 SLCCESS
PO W g e H4L8 G i Tl Lot SaWOW e 12 SUECESE
R4 & g e 4448 Mload Image Chiirdews SaWOWNES em 12 8 SUCCESS
184 ¥ dopme 44dd T Ouerpliameinfo  CViindoes Sn'WOWES em 12 4 SUCCESS
L W dump e 444E T Creatniile Crdomm Sy WO e 1208 SUCCESS
1S W dump ese AALE vy el C oy S WO R ohides et SCCESS
SR ST T 448 o Cosry Rarwdard] D Windeet Syt WOVES oinbudel s SUCCESS
PES . W damg e 4488 T Feadfie L rademat’ S WOTNVES cihbodah SUECESE
[\ 1S W dumg e 4448 T Ol Pl Lot Sy WOWELD Shhodal e SUOCESS

In Ida64, the shellcode is injected which starts the process and return the process information back to
stage2 malware of xloader.

The RWX memory region could be seen in IDA64.
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o This is just a dead code after opening the target process in suspended state.

Oufblord 0o Frivate; Commt 12K RW+HG  Stack (tfhread 5012)
420000 Mapoed: Com... LOTS kB RWX L0764 LO7 kB L07%
0x 24464710000 Private: Comemit 648 RWX ak8 BkB

Injection # 2:

» The second injection is performed in the chkdsk.exe (randomized SysWOW®64 binary)

o There are two buffers injected in the chkdsk.exe.

¢ 1 buffer of 180KB and other of 40KB

¢ Since this malware is performing so many injections, it is very difficult to keep track of everything so we
got an idea of creating a tool for detecting process injections.

» I 'would like to give special thanks to Osama Ellahi, for creating this tool in short period of time which is

very useful in detecting injections of such malware.

o Detect Injection - O X

PID Frocess Name Mamary Region Size Archiectne

» durnp 6164480 188416 |x32
4444 dump 19138512 65536 32
4wy Stage2 ||ame 19202048 |36 X2
4344 xloader | |dme 20381696 184320 x32
dasd dump
4444

Tool link: https://github.com/Jhangju/injectionview

o The smaller buffer contains the original chkdsk.exe bytes.
o T also found the function that writes shellcode in the 180KB empty buffer.
o This is also a shared memory region between the formbook payload and victim process of chkdsk.exe

¢ Because the buffer is simultaneously being written in both processes.
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¢ Here in xloader payload, the memory region is also being written simultaneously
o This is the same partially decrypted shellcode that I have displayed above, with most of the decrypted
strings.

¢ From here onwards, the stage3 of formbook will be executed.
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b SOOOBOL0 c2 01 43 4% 1f 2c 1b df al da od 43 25 82 5d B4 L.CE., Tl e
0000020 €8 28 b2 Sf db 7L 43 0d 38 32 od 06 £d 35 €5 85 hi._..C.87..moe.
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o Finally, after resuming the suspended process in chkdsk.exe

o It exits using ExitProcess API
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bt BISFEGDT add #ip, 1ah
L Ext:BUSFEIRA push edx : $ :: :: : :: :: :: : i
et sosresnn call em
B9 45 D 83 O OC 88 70 80 A
C il F|
:::::;F:::: x :;: FF E9 53 @2 83 88 B3 70 E4 &
AT e BD 45 CB 85 &0 38 B9 45 08 @ | [0 stackview
\teact 10BSFESRF sub_SFESSD endp s o A B BIBFESBL  Stack|DOGRLFAC G
el G14DCRIBCLTT B CTAS W e
B3 65 08 00 OF B 43 03 85 O st
B ES 33 75 FF FF E9 F4 01 & S
B9 45 B4 23 7D B4 01 OF B85 & :m'elmq
50 BB 4D B4 49 GA 40 3A I8 T Haceatal 3
B3 70 AD 80 TO 6F 68 3£ B0 & -
ED BA 03 & 80 BO 45 D2 23 & ek o
ES 38 45 C& 77 2F 8D 45 (4 @ o
Ma S A€ T4 AF aD LT L

Stage 3: Partially Decrypted Xloader 4.3

Before resuming the thread on injected process. I have attached x32dbg to the victim process to continue
debugging further. In the EAX register, the address of xloader injected code is already set by stage2 malware. So, I
just jumped to address in disassembly and added breakpoint on it. Then from the stage2 malware I allowed the
malware to continue hence resuming the thread on stage3. Stage2 malware has exited and we have debugger
attached to the entry point of stage3 malware which I will continue from here. This whole execution flow is very

similar to stage2 malware. So, I will move forward with only key details in this section:

Defeating Anti-Analysis:

e Xloader has decrypted some of its functions and now migrated to the process msiexec.exe (which was
chkdsk.exe in previous examples)

o Before resuming the thread, I’ve attached debugger to the injected process and continued my analysis from
there.

o This is the same cycle being repeated first.

» [ have to defeat anti-analysis techniques again

e Similar to stage2 I have bypassed anti-analysis techniques again and correct sequence of bytes have been

generated as highlighted below
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Eou  fies Unetes  ® Bresponts B pemoryMap () CalStek SiSBd o Sept B Symbos  (F Sowce L References W Thveads

owpl  Wouo:  @owpd  ESDumd  Eowes B waschi  belloak 5 st

OIEFEF14 Sd EE L2 02 S EE S2 02 SEEE L2 00 v if.MiE.xieNte,

FEFZ4 PR AR EE EQ 07| XT&. XTE, T8, 018,
OZESEF 34 T W - l.l!!.!.!..ié,
OIESEF 44 (5] Wdﬂ.#‘!.\‘ bawaina

Fii4 L O L EG 04 E.
GIESEFT4 | O 0 T

Fi4 |0

Fi4 00 00 00 00 00 D0 00 (0 o0 oo .

Fad 70 B3 O 3% Ol €7 §4 o Fe| .
OTEFEFE4 B0 I 75 58 oE IT Bl 9F €8
DZEFEFCH 6 §F F3 CA 53 Tl ER 73 DE A ES
OZESEFD4 28 EQEX ET 0438 2E €O EX|BD 3E B9E ED
OFESEFES [ 4% DE D3 42|99 43 OF EC|B& 82 2L 75
OZESEFF4 LS FE F5 4B T8 TA DE 31 DD |AE 56 TL £3

FF 26 DB 96 &5 BE AS CC BB 30 |B8 2E FE &C|.
DIEFFO14 a2 20 BC TA 4% /01 %L BB 7L BF 7L DE D) ..

E
E
|
E

I:_-ﬂ:ll—:mnd:l are comms separated [like assembly instructions): mov ean, &6

Decryption/Deobfuscation:

This injected stage3 payload performs the same initial steps.

It performs anti-vm techniques and checks

Decrypt further library names and load using LdrLoadDIl

Decrypt API names and match hashes. Finally load those APIs from the injected fresh copy of ntdll
A few of the APIs that it uses for Process Injection are resolved:

1. LookupPrivilegeValue

2. SeDebugpPrivilege

3. NtAdjustPrivilegeToken
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L°R*

= FEh AR
s i enec. Entryfoints

T DA - edildil € Usess\shaddh Desktagntail.dil
Fﬁiﬁhnpiﬂtdl\rwwlmmmmﬂlb
ﬁﬂ o BMA G ) @O A - X > DO e -]

.— lwﬂd entry 222. NuAdjustPrivilegesToken
3 Exported amtry 1767. IwidjustPrivilegesToken

i _stdeall DwaAdjustPrivilegesToken(x, x, x, ¥, x, x)
public _IwidjustPrivilegesToken§ls

| edu, offset _wowldSystesmServiceCallfd ; wowbadyitesServiceCall()
leall adx ; Howbilystestervicelall() ; Wowdifyiteslervicelsll()

retn 18h
| Zmid justPrivilegesTokenfidd endp

Indicator Removal:

o It will delete the stage2 malware with following sequence of APIs
¢ 1. NtCreateFile

¢ 2. NtQueryInformationFile

¢ 3. NtReadFile

¢ 4. NtClose

e 5. ZwDeleteFile

W 104 - e C\Usaesishaddy Deskiognidial
File Ede Jmp Sewch Veew Debugger Lumns Optiss Wiedsws Help
B e AR S e T Al Lud)

ubeary frction [l Rguisr Srction [l inetrcion [0 Duts [l Unesplored || Extermal symbol [l
firn 0 8 % EoavesDd Droveil] Bawesd B e

Filedandles dword ptr 4
Desireddccesss duord prr
ObferrAteributess dward p!l- L]
LoSratusBlocks dwerd prr 188
Allocationtizes dword ptr 1dh
Fileittribeters dword ptr 180
Sharedccess= dword ptr  1CH
Crestelispositions dword por  2ih
Crestetptionss dacrd ptr 248
Labuffers dword pir J8h
EsLengths dword ptr IHh

ey wdx, v-ﬂ‘m In-l-h“mwl

Lin
(ll.l ad: mnmrvl:ml](] )
m-uruqu endp

structionsl: mov s, b

Process Injection:
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e The next series of APIs being used are:

e 1. NtCreateSection

e 2. NtMapViewOfSection

e 3. NtAllocateVirtualMemory

e 4. NtOpenProcessToken

e 5. NtQueryInformationToken

e 6. ConvertSidToStringW

e 7. NtAllocateVirtualMemory

e It is preparing another shellcode to inject further in some process. There are a few more RWX sections

created in the memory of infected process

[] Hide free regions
Base address Type Size Pn:lt:ct Use Total WS Private WS Sl
0x 3005000 Private: Commit 12k RW+G Stack (thread 2128)
0x312c000 Private: Commit BkE RW+G Stack 32-bit (thread 2128)
0% 3165000 Private: Commit 12kB RW+G Stack (thread 2020)
0 3450000 Private: Commit BB RW+G Stack 32-bit (thread 2020)
Ox4bb5000 Private: Commit 12kB RW+G Stack (thread 3132)
0 4bfc000 Private: Commit BkB RW4G Stack 32-bit (thread 3132)
Ox4c 35000 Private: Commit 12k8 RW+G Stack (thread 6788)
D= Fal0n Private: Commit BKE RW4+G Stack 32-bit (thread £788)
Oxb&0000 Mapped: Com... 6k RWK 56 kB
L] Mapped: Com... 12k8 RWX 12kB
0% 22d0000 Mapped: Com... 180k RWX 18048
0 2F00000 Private: Commit 2BkE RWX 24kB 24kB
O ScB0000 Mapped: Com... 1808 RWX 180 kB
0x 4020000 Privabe: Commit 572k8 RWX 572k8 572kB
O 4de0000 Private: Commit 3,37k RWX 3,376 kB 33768
0x5130000 Private: Commit 572k8 RWX 52kB 52 k8
0x2bd0000 Private: Commit 4k RX 4kB 4kB
0x2be0000 Private: Commit 4k RX 4kB 4B
0 2b 000 Private: Commit 4k RX 4kB 4kB
0 2F 10000 Private: Commit 4kE RX 4B 4B
Ox2F 20000 Private: Commit 4k RX 4k8 4kB
0 2F 30000 Private: Commit 4kE RX 4B 4 kB
| OxGeff1000 <

System Information Discovery:

o It retrieves the system information from the Registry like the “Product Name”, “CurrentBuild” of OS etc
¢ 1. NtCreateKey
e 2. NtQueryValueKey
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Dynamic Library/API resolution:
¢ Loading libraries wininet.dll using LdrLoadDIl
T T R e ——— T e
W & - wide FPU
Wire edn,derd BUF c:l[d— -a-} = 5
B B o
To g amrd ﬁ: i E e e ——
r.nmmmw it “’il | (imeenfatees H e
"“#I I up i)y 21 stapng
R agrisess
phr dan fedh T 1] e
A -y
puah e o e I
= Lastfrrer  GOS00ET [DUAGL_INVALTS_PALESCTEN)
Bush el Lastitetes OHOBOOGD (STATUS _IWede 1D _PARAMETER |
E.:-}L- SRR FE Kl
WO dwdid BOF 051 [eal -vras].emn P s
Process Enumeration & Injection:
¢ Looks like the next injection will be in “explorer.exe”.
o It enumerates all the process by looping through the list of processes returned by
“NtQuerySystemInformation”
e 2. NtCreateMutant
¢ 3. NtCreateSection
e 4. NtMapViewOfSection
¢ 5. NtDelayExecution
¢ 6. NtAllocateVirtualMemory
Hide FPU
Lax D2EDESRC
“?f:’ﬁi’.w.: ptr ss:llebp-21800 E‘; 00006000
push 104 X DIEIEH00
& EBF  02E
&a ux.mm E ﬁ:::\:‘: a"explorer, exe”™
?u m dword prr s=:febo-1500 EDI  GIDERGOD
EIF O2EDIDTC
Jta s oword ptr 3s:Bebe-2000 EFLAGS 00000202
2h eax ZF O PF O AF O
OF O SF O DOF 0
CFE O TF O IF 1
LastError OO0OO0000 (ERROR_SUCCESS)
LASTSTATUS COMO034 (STATUS_OBJECT_NAME_NOT_FOUND )
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Press enter or click to view image in full size

85 Detect Injection

PID Process Name Memary Region Size
3 explorer 180617216 1060364
748 x32dbg 100466688 65536
Wireshark - Packet 5. em X3 - 8 x

» Frame 73: 733 bytes on wife (2024 bita), 253 bytes captured (2024 bits) on interfsce enadld, id 8
¢ Ethernet 15, Src: WMuare Ta:f@:90 (G0:0c:29:Ta:f8:98), Dst: "Wuare c9:e3:7d [(#9:0c:29:ch:ed:Td)
« Imkternet PFratocel Wersion 4, Sro: 192.388.408.128, Dst: 157.108.40.12%

o Transmissios Contrel Protocol, Src Port: 50243, Dst Pore: 88, Segr 0, Ack: §, Len: 199

"
Hask | waa, Bwanfis . cnlinahris
Connection: closebrin
SWriun

Full reguest UNE: BEED: i, cemliney LpAss TP BT 1 00MEEg TLOKARZCF 1 30MsPabo Y YRaUl | I8 § g wel W] GEOTH ANUS T puldasipl i {AGDE ILUIVUD EP B
lirr- reguest 171]

!'inmr-! in frame: Il!

- Hypertext Transfer Protocol

» Data (T bytes)

D A Bc T4 fa a5 . ] I-I: E
L et an L] ch ab Ea ¥-of
2a Bi 3% b ac ed 5618 ([ EF ¥y [
az b 47 45 Fid 35 Ir ¥ S T Fipdss
af a8 3 d L as 7 TFrs@vi= GlNDHIEg
a. 3T 43 a8 ar 6F & TulkelF 150dbioh Sant
aF 5% 85 31 88 [T} a5 B8 avvrallf FEjgihre Thmu‘h
b B4 bo Ug2gdpdl VigEoIn« Explorer.exa

&7 77 5a 65 66 AUgfoel dwieXief
69 85 mgbiiuEL VUOZPRLe
83 6T nhyZibQL 1Qs=dgeq
54 54  SkILECYW OvwT ETT
T PAL.L H ost: we
85 0 wlndBs L onliee
ge &f Commeck ion: els
L

ESUEEGEREEENILES
grIyepEaIRE L]
ERTERRUREREREESD
EaRdsERdTERREENS

B
EFRFRESISIELRTREE
EHSHEEEREEREELEE
EZIESERSEESENESR

£

#

FREELER

ELERERE
H
EENRLRFEEPEREER

JPPEEREZ

Bot registration:

o The data it collects and sends in the first request is provided below:
¢ The Magic word: XLNG

e Bot ID: 202293EF

¢ Xloader Version: 4.3

e OS: Windows 10 Enterprise x64

e Username: base64_encoded

Press enter or click to view image in full size
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Stealer:

o Xloader is an infostealer and form grabber.
o After registering the device, it looks for all the things it could steal from the victim
¢ There are a large number of email clients, browsers, ftp clients, messaging apps that it tries to look for in

different paths to fetch and steal the data
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 If it finds anything, it then tries to steal that data

¢ Like in case of chrome, it founds login data and it will fetch the data using sqlite3 queries
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¢ Tt uses winsqlite3.dll to extract passwords
¢ The query is “SELECT origin_url, username_value, password_value FROM logins”

o It decrypts that data using crypt32.CryptUnprotectedData from the key found in local state
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If it finds anything, it creates a file in temp folder with the static name of “3r9Pk-75”

If the file exists already, it first deletes the previous one and then write new with the updated date.

* Reads the file by the following API sequence
1. NtCreateFile
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2. NtQueryInformationFile

3. NtReadFile
4. NtWriteFile
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Web-Browsers Mail clients, FTP clients, IM apps

Targeted Processes & Applications

Decrypted Functions:

e Alot of data is hidden at first because of encrypted functions

 Similar to stage2 malware, the stage3 version also have encrypted functions in it
e Those are decrypted at run-time

e Those functions also contain encrypted hex-based strings for targeted processes

e The strings for targeted applications and paths are pushed onto stack at run-time.

Press enter or click to view image in full size
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Address Length Result
Ox2e9c4c] % »<PProgramiies
Ox2e9c99a 13 LOCALAPPDATA
Ox2e9d43c 58 C:\Users\shaddy\AppDataliiocal
O 2e5d694 24 LOCALAPPDATA
Ox2e0d7f4 2 ser Data
OnZeodadi4 42 Chromium Recovery
Ox2e9d374 54 EraveSoftware \Brave-Browser
Ox2e3ddac s0 Opera Software'Opera Neon
Ox2esdiel s MapleStudia\ChromePlus
Ox2e5d910 44 (VAST Software \Browser
Ox2e3d340 40 Yandex Y andexBrowser
OxZed9sc 0 CatalinaGroup\Citrio
Ox 2654338 <0 Fenrir Inc'Sleipnir 5
Ox2edddcd 0 Epic Privacy Browser
Ox2e5d3f0 32 Elements Browser
Ox2e3dals 30 360Chrome YChroX.
e 2052070 12 vaultdi.dl
Ox2eSeXc 182 e copy "C:\Users\shaddy'\Desktop\dump.exe” "C:\Program Files (x85)\QchohimfomantSf.exe”™ i
e 2o G- 22 dihost.exe
Ox2eBedbc 11 diihost.exe
Ox2edf15b b[i] {330
O 2eaf2f8 86 C:\Program Files (x86)\Qdvxh \mfcmint 5f.exe
- -y o hczm - @
Pl G Bl i Tl Optesss  Male
AR TAG® A §# 27 ingcﬂﬂ

Tr-d-Dq Frocam Mare Pl Cireton Cem it Dl
TR S 7 i i Emﬂhhwmm-hﬂh FATH NOT FOUMD e Jocmen Flasd S Do
T2 s e ET12 G Sl "Ly ol g Dy L s o D FkTH NG BO0MD D] Bocmsa Basd Ml imn. Dags
TIZHE e L e Sl £ Lo i g [ Lo e L Sl P T Rl g dmes Paad viies Dot
T2 THSIT | wisral e T Cadedile Lot bbb A D s L@ AVAST Sifaie B oo Dfa FATH NOT RDUMD Dl Auieia Flesd AbRalion. Dumgsist
T1a5e 200 res— - (R B L L aiich ‘Ape s Loca’ Saie Vet Luer Jala FaTr NOT ROUMD Dt doramn Flasd gvecsss Dwpa
RRLE I Ul - T} i Cnmeiie tmmmmmmmwm- FATE NOT FOLMD Tieprnd Aooesa Fosd piases D!
TSRS [ r—— 71 i L Ly ey o L Gt L Jaln FATH NOT FOUMD O Socmmn Flaad St Daom
TIDMITIL. i pas T Cmaherie T Ly bk o T Lol Fardas. Voradies By e Loy FATH NOT AQUMD o] Socesn Pasd Abies, Dage
TIRAT 87] . st L i R R L et FaTH NG MG ey biimes Haad ¥ ben S
RRIE L prmrwn ree I Cnaeiie ey abaich Ao s Lo 00 wore rrvse v Do BT 0T MO D Ty oenn Pesd ArvEsen Capd
ARIETE =i ™ T sl L oy il ‘gz D L’ Cavmaa Dnagar ' v Do T 0T ROUMD Dt docana Flasd feveusss Cwpoi
AR P T e el ey abuniis o D Lot Mg B sty Drvsires Py L Tugi MATE DT RDIMD Dol Boiveta Flesd At Dl
TGRS rm— 71 e Omatetie L Lo ahsich Ao Des Lo Ovorwry User Dula FATH NOT AOUMD et Scoem Flaad Rrtuses Dwpm
TIETEIOW v e T e Cimanerie C Aoy by S Laca' Tovoh L Tk WATH NOTT AORMD Dgend Socesn Pasd Avlnies, Dogeel
LREE TS T - 71l e Cmandis L Ly o g [ofa. Lt e o Biawn Brvmewer U Jada FATH NOT BRSO Dt deiemns Plamd Wb Dompn
TITIAEE . e pes 71 Cmaredie €y abumich oo Dirs Lo sy Uu Doty T 0T MOUMD Doy Accmon Rand AevEuben Dt
TIT M —" - 1T e Cmanaiil L L et g L L Cpmts o s b e Lt FATH MO AOUMD Dmem Sccwsn Flasd B D
TITHISEN | i ET1 G el Ay bt s D L e P e Dt AT ST SO Dot Aot Flasd Apiabes. Dt
TIEET 255 R T3 e Cmatei i L Lo aheich ' Sgo Des Lace'Amgs e Daa FaATH NOT ROUMD Doz dccwm Fland dertusen Cwpa
TIRIN . v ger TN e mrerie - Ly abich Ay Doy Lo s " e Ty FWTH NOT AN Diegemsd Ao g Ml Ot
TR EES v s 71 s Cmainfiin L Ly ahmichy S s b Lt s e FATR NOT AOUMD Tt kcmmsn Flamd Aresies D
TIR R i o el ] G "Ly oy g Lt omdal Laws Dl P MO AT Do) Sicesn P ¥t Do
el - LT e L Loame ekl N Lo L Lo S e Ll FATh 0T A sl acmss Vel AFCubme L
TN S et T2 s Cmmedie [ L R PR B e R T PR O ROLUMND Do et Flaad Arwitules. Dimisst
TISEENED e 750 e Cmateiie L Lo whanichy ‘A Dna Lacw' S Frvacy Srowner Lo Dle FaTh NOT ROuUMD Demem: Sccess Flasd rtuses Cwpar
TIRE I v e P e gl e i A D Lo My e Doy FATH NOT ADUMD D] Aonesq Fepd A, Dl
205N TR PR 71 s Cmataiie L ey e Dt s ity L Diale: FATE NOT ROUMD Dt domwna Flaad Svtwinn Cwpm

¥

L

¥

[

[

L

Privilege Escalation:

¢ Privileges are escalated by abusing the dllhost.exe and COM objects
o It keeps trying to copy the stage2 malware in Program Files
o If proper privileges are not provided, it then uses explorer to write stage2 malware in temp and by abusing

dllhost, it copies the malware to Program Files
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I Process Monator - Symintemals: wave sysintemnals.com
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Persistence:

After the malware is copied in Program Files

It achieves persistence by adding Run Registry Keys
It uses the API NtCreateKey
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Setting Inline Hooks:

¢ Xloader also works as a form grabber

o It sets inline hooks in targeted processes for stealing plaintext data from the parameters of the functions
e The data stolen from victim processes is saved in a shared memory between 3 processes

e 1. Victim Process

e 2. Stage3 Malware

* 3. Explorer

o The xloader is stuck in a loop here

e On every loop, it does the following:

e 1. Enumerates all running processes

e 2. Set inline hooks in targeted processes if found (by injecting code)

o 3. Steal clipboard data

¢ 4. Tries to create a file in program files

e 5. Adds registry in RunKeys

e 6. Send a POST & GET request on one of the resolved c2 servers through explorer.exe. It has an injected

payload in explorer.exe that it uses for exfiltrating stolen data.

0 msedge e (5072) Properties

General Statistics Performance Threads Token Modules MEmMory Envronment Handes GPU Commer

EAide free regions
Base address Type Sipe  Protect... Use
O 73bb 1000 Private: Commit 12k RW+G  Stack (thread 6123)
O 73bbaTh000 Private: Commit 12K8 RW+4G  Stack (Hhread 228)
0o 730 1000 Privarbe: Commit 12kB AW4G Stack (thraad 7730)
D 73bc54000 Private: Commit 12k RW+G Stack (thread 8316)
O 73bd 1fa000 Private: Commit 12k8 RW+G  Stack (Hwead 1356)
O 73bdefa000 Private: Commit 12k8 RW+4G  Stack (Hvead 8712)
O 73be 1000 Private: Commit 12kB RAW+G Stack (tread 2552)
O 73beshbo0) Privaste: Commit 12k8 RW+G  Stack (Hread 5396)
Ox 730166000 Private: Commit 12k8 RW+G  Stack (Hwead 8840)
O 73bFafb00n Private: Commit 12k RW4G  Stack (Hhread 3058)
O 7300 175000 Prvate: Commt 12kB RAW+G Stadcl:ﬂ'read 19]0]
D 73055000 Private: Commit 12k8 RW+G Stack (thread 935)
O 731 1F5000 Private: Commit 12kB RW+G  Stack (thread 652)
732 1Fa000 Brivate: Commit 12K8 AW4E  Stack (Hhread 1552)
| O 7FibEe 14000 Private: Commit 236k RWX
| ox7fRee 209000 Private; Commit 23%kE AWK
| Ox7Fae244000 Private: Commit 2%k8 AWK
O Ib2c9 237000 Private: Commit 4B RX
0o 7FFE P 1000 Image: Commit 2,564k8 AX C:'Program Fles (wB5)Morosoft'Ed...
D 7FiE 7522000 Image: Commit gkE RX C:\Program Fies (xB5)\MicrosoftEd...
O 76 75260000 Image: Commit 4k RX Cr\Program Fles (vB5)Micosoft\Ed...
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\ Targeted process
orats e it

1. NtOpenProcess(), NiCreateSection(), NiMapViewOfSection()

2. NtOpenThread(), NtSuspendThread(), NtGetThreadContext(), NtSetThreadContext(),
NtResumeThread()

3. NtProtectVirtualMemory()

4, ret instruction to saved CONTEXT.Eip

Setting hooks

Web-browsers targeted functions

DLL Function Browser Pre-encryption
secur32.dll EncryptMessage ee Yes
wininet.dll HttpSendRequestA Yes

HttpSendRequestW e
InternetQueryOptionW
nspr4.dll PR_Write @ Yes
nss3.dll PR_Write @ Yes
ws2_32.dll WSASend e No

Ref: https://www.botconf.eu/botconf-presentation-or-article/in-depth-formbook-malware-analysis/
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