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 Tool: JuicyPotatoNG

Names JuicyPotatoNG

Category Exploits

Type Backdoor

Description
A local privilege escalation tool, from a Windows service account to NT
AUTHORITY\SYSTEM. It is based on RottenPotatoNG.

Information
<https://github.com/antonioCoco/JuicyPotatoNG>
<https://www.paloaltonetworks.com/blog/security-operations/through-the-cortex-xdr-lens-

uncovering-a-new-activity-group-targeting-governments-in-the-middle-east-and-africa/>

Last change to this tool card: 19 June 2024

Download this tool card in JSON format

All groups using tool JuicyPotatoNG

Changed Name Country Observed

APT groups

  Operation Diplomatic Specter 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8371435a-20f0-4bad-8c19-b36741f2fea8
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