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 Tool: DeathRansom

Names

DeathRansom

deathransom
DEATHRANSOM
wacatac

Category Malware

Type Ransomware, Big Game Hunting

Description
(Fortinet) Recently, our threat radar detected a new ransomware variant that we break
down for you in this threat analysis, ominously called DeathRansom.

Information

<https://www.fortinet.com/blog/threat-research/death-ransom-new-strain-ransomware>

<https://www.fortinet.com/blog/threat-research/death-ransom-attribution>
<https://www.fireeye.com/blog/threat-research/2021/04/unc2447-sombrat-and-

fivehands-ransomware-sophisticated-financial-threat.html>
<https://asec.ahnlab.com/1269>
<https://dissectingmalwa.re/quick-and-painless-reversing-deathransom-wacatac.html>

<https://id-ransomware.blogspot.com/2019/11/wacatac-ransomware.html>
<https://github.com/albertzsigovits/malware-notes/blob/master/DeathRansom.md>

MITRE ATT&CK <https://attack.mitre.org/software/S0616/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.deathransom>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool DeathRansom

Changed Name Country Observed

APT groups

  UNC2447 [Unknown] 2020  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7d0510ec-642b-4bf9-9c7b-518b967fbeec
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1 group listed (1 APT, 0 other, 0 unknown)

↑
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