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 Tool: BFG Agonizer Wiper

Names
BFG Agonizer Wiper
BFG Agonizer

Category Malware

Type Wiper

Description

(Palo Alto) Before the wiper commences its wiping activity, it first attempts to circumvent

security measures that might exist on the infected endpoint. It does so by implementing several
anti-hooking techniques, which have not been reported thus far as part of the group's known
techniques. This suggests a possible upgrade of their capabilities.

Information
<https://unit42.paloaltonetworks.com/agonizing-serpens-targets-israeli-tech-higher-ed-
sectors/>

Last change to this tool card: 29 November 2023

Download this tool card in JSON format

All groups using tool BFG Agonizer Wiper

Changed Name Country Observed

APT groups

  Agrius 2020-May 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9ce69a68-edec-4854-a990-d8bef5efeb32
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