
GitHub - TKCERT/winnti-suricata-lua: Suricata rules to detect
Winnti communication

By sterue

Archived: 2026-04-29 07:43:37 UTC

Skip to content

Navigation Menu

AI CODE CREATION

GitHub CopilotWrite better code with AI

GitHub SparkBuild and deploy intelligent apps

GitHub ModelsManage and compare prompts

MCP RegistryNewIntegrate external tools

View all features

Pricing

Sign up

Notifications
Fork 8

Star 16

Folders and files

https://github.com/TKCERT/winnti-suricata-lua

Page 1 of 3

https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/copilot
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/spark
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/features/models
https://github.com/mcp
https://github.com/mcp
https://github.com/mcp
https://github.com/mcp
https://github.com/features
https://github.com/pricing
https://github.com/signup?ref_cta=Sign+up&ref_loc=header+logged+out&ref_page=%2F%3Cuser-name%3E%2F%3Crepo-name%3E&source=header-repo&source_repo=TKCERT%2Fwinnti-suricata-lua
https://github.com/login?return_to=%2FTKCERT%2Fwinnti-suricata-lua
https://github.com/login?return_to=%2FTKCERT%2Fwinnti-suricata-lua
https://github.com/login?return_to=%2FTKCERT%2Fwinnti-suricata-lua
https://github.com/login?return_to=%2FTKCERT%2Fwinnti-suricata-lua
https://github.com/login?return_to=%2FTKCERT%2Fwinnti-suricata-lua


Name Name Last commit message Last commit date

Latest commit

sterue

Initial commit

Mar 5, 2018

0e20112 · Mar 5, 2018

History

2 Commits

LICENSE LICENSE Initial commit Mar 5, 2018

README.md README.md Initial commit Mar 5, 2018

winnti.lua winnti.lua Initial commit Mar 5, 2018

winnti.rules winnti.rules Initial commit Mar 5, 2018

README
GPL-3.0 license

Suricata rules to detect Winnti communication

This ruleset enables Suricata to detect the handshake of certain Winnti variants as seen in the wild in 2016/2017.

Winnti

Winnti is a malware that is used by some APT groups.

It has been used since at least 2013 and has evolved over time. You can find some information here
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Handshake

The driver component of Winnti (aka "NdisReroute") is able to reroute network traffic from ports that are already
occupied by legit applications to the malware's userspace component.

The first packet of a TCP stream signals the driver that the stream shall be rerouted. I call such a packet a "Winnti
HELO". It is exactly 16 bytes long and the bytes match the following relation:

Winnti handshake Example:

    dw0           dw1           dw2             dw3

5B 44 B4 91   xx xx xx xx   31 18 30 59   [84 C8] {6A 5C}

5B 44 B4 91       ==        31 18 30 59 ^ {6A 5C} [84 C8]

dw0 calculated from dw2 and dw3

dw1 random but not zero. Only seen timestamps in here but any value works.
dw2 random but not zero
dw3 random but not zero

Installation

Copy the rules and lua files to your suricata rules directory

cp winnti.lua   /etc/suricata/rules/

cp winnti.rules /etc/suricata/rules/

activate the rules by adding them to suricata.yaml

[...]

rule-files:

 - winnti.rules

[...]

Source: https://github.com/TKCERT/winnti-suricata-lua
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