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On a dark web forum, a threat actor claims to have infiltrated the DiskStation of a major global oil and gas
company, boasting annual revenues exceeding $6 billion. The post, which emphasizes the confidential and
strategic nature of the alleged data, promotes “exclusive access” to sensitive information at a discounted rate of

$10,000, reportedly in celebration of the group’s six-year anniversary.

While details provided in the post are unverified, the threat actor claims the compromised DiskStation contains
extensive internal records and operational data that could impact market strategies and decision-making within the
energy sector. The advertised sale purportedly includes direct access to internal documents, strategic reports, and

operational insights, offered with a guarantee of confidentiality and security.

The threat actor states that all transactions will be conducted via cryptocurrency, adding an additional layer of
anonymity to the alleged transaction. Interested parties are directed to communicate exclusively via the TOX ID

provided in the post.
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