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 Tool: NSPX30

Names NSPX30

Category Malware

Type Dropper, Loader, Backdoor

Description
(ESET) NSPX30 is a multistage implant that includes several components such as a dropper,
an installer, loaders, an orchestrator, and a backdoor. Both of the latter two have their own sets

of plugins.

Information
<https://www.welivesecurity.com/en/eset-research/nspx30-sophisticated-aitm-enabled-

implant-evolving-since-2005/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.nspx30>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool NSPX30

Changed Name Country Observed

APT groups

  Blackwood 2018-Jan 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6d554061-8fab-4345-841e-932ea024ac43

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6d554061-8fab-4345-841e-932ea024ac43
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