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Manual Unpacking IcedID Write-up
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Sample hash:

SHA256: 76cd290b236b11bd18d81e75e41682208e4c0a5701ce7834a9e289eade06eb7e
Tools:

 PE files static analysis: PortExAnalyzer; PE-bear
e Debugger & plugin: x64dbg + ScyllaHide Anti-Anti-Debug

e Aplib decompress: aplib-ripper

1. Static Analysis

Thow the sample to PortEx Analyzer, tool will analyse file with a special focus on malformation. We get the

results:

-

A

The section .text has high entropy, so may be the sample is packed:
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Section Table

1. .text 2. .rdata 3. .data 4. .rsrc
Entropy g@ 4.97 5.29 3.73
Pointer To Raw Data Bx 00 2x18ceo Bx17ce8 8x19280
Size OFf Raw Data exlegee 2x7eee Bx2208 exBaee
Physical End exl8cee Bx17coa B8x19e08 Bx22208
Virtual Address ex10e0 ex12000 Bx19060 Bx34000
Virtual Size gx1@6ab gxbfdc Bxla2le Bx831c
-» actuwal virtual size @x118g0 gx7oee Bx1beea gx9gee
Pointer To Relocations exa Bx8 Bx8 8xa
Number Of Relocations Bl @@ Bxd B8
Pointer To Line Numbers ©x8 Bx@ Bx8 B8
Mumber Of Line Numbers  @x8 gxe Bxa Bxd
Code x
Initialized Data x X ®
Execute X
Read x x x x
Write x

This sample is PE32 with ASLR enabled (can quickly disable this feature by using setdllcharacteristics):

Magic Number: PE32, normal executable file

Entry Point is in section 1 with name .text
DLL Characteristics * DLL can be relocated at load time.
* Image is NX compatible.
* Terminal Server aware.
Subsystem: The Windows graphical user interface (GUI) subsystem

This sample reveals information about the pdb path:

Debug Information

Time Date Stamp: Tue Feb 10 17:51:45 ICT 2015
Type: Visual C++ debug information

description value file offset
Characteristics Bl axladya
Time/Date Stamp BxSdd9edcl éxlad74
Majer Version = Bx1ad78
Minor Version BxB gxied7a
Type Bx2 Bxladic
Size of Data Bxve x1ledae
Address of Raw Data 8x17efd exledad
Pointer to Raw Data 9xl6afd Bxladas
Codeview

Age: 1

GUID: B2Bafebd-fechb-4FfFfb-B62F-bOdB251b493F
File: c:‘\Sizeanger\CreatePick\mixpractice\Sciencescience \KeyContain\farterm\Tiresubtract\CenterSkinMass.pdh

Some anomalies were identified by PortEx:

Ancmalies

* Import function typical for code injection: VirtualProtectEx may set PAGE_EXECUTE flag for memory region
* Import function typical for code injection: CreateThréad is used to open and eéxecute & thread in the victim process

2. Dynamic Analysis
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Load specimen to x64dbg, for unpacking process, we set breakpoints at some common APIs:

e VirtualAlloc
e VirtualProtect
e C(reateProcessInternall

e WriteProcessMemory

Bov 8 oremn of Wotes  ® Sreacpslnts BN Memory Mso Call Stack =3 SIH script ) Syweols  {F Sowrce References # Thresds |
Type | ddress | Hol Laberl/Except lan State Bisassenbl Hits
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After placing the breakpoints like above picture, press F9 to execute. First hit at VirtualAlloc :

I FTOASEDD £ WirtualAllocsCubdl b i, edi

HirtualRllocBiél

Execute till Return ( Ctr1+F9 ) and Follow in dump the allocated memory (return in EAX register):

Call Smack Siw Serdpt ] Syemels Source Rederenied # Threadi iy Herd Lo £ Tra
~ wlae Fru

LastMIErrarsss X
wa ¢ FIRmELE

neu_{ced 8 ME S8

Continue run with F9 , hit the second call to VirtualAlloc and observe changes in the allocated memory. We

see new bytes value was written to this location and it is likely a shellcode:

on
E8 Doppaoan

HO0OF o
14 89FR
3108
I

GRCHOBEO

@0unp 1 @HOwmp 2  @EHDuwmp 3 @EDump 4 B Dump S @ Wateh 1 [ve| Locals & Struct

98 ES aB an
9 o0 | 8y
DR|C

C Byjon oo

og BB 1A D0 B 3|0C oo
o8 3a 0A 1C 4D BE
3 00 B0 A 0% BF
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01 38 00 Fa 88 34 0 2131 (E A0 8E

Once again, Ctrl+F9 and Follow in dump the new allocated memory:
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Let’s continue execute and hit the third call to VirtualAlloc , some bytes were written to the new allocated

memory. They do not look like shellcode but could be some data that malicious code uses:

B ceu B Graph 4 log Hates ® Breakpoints N Masory Map Call Stemek = SEH Seript @] symbals LF Soa
Saonn

?
aian
Haan
DB6S
G900 DDROOBE0E DOA0E inul
Baan add
Daan add

edi=ROCs 0000
esp=R030F1 0N

255 bump 1 % Durp 2 B8 Dump 3 %% Dump 4 % Dump 5 & wateh 1 [r=] LOCAlS ' Struct

B |38
i1 aa
ao | aa
B0 B B8 Ao ag

Continuing to execute the call to the VirtuallAlloc function, we have a newly allocated memory:

0 08

L ARL

Press F9 , we break at VirtualProtect . The newly allocated device has been filled with bytes. I spotted a PE

file that has been compressed using aPlib because the PE magic bytes MZ become M8Z .
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Address | Hex | ASCTT |
0BC6 0080 M8Z.8.f...qii. A.
BBC60010 .EA.EE. .. .28 .1
AACAAA2 0 t. .LA.This .prog
AACAAR3 0 gam.cGn.0tghe Tu
00C6 0040 _.i.DO™S.mode. ..
AaCAAAS A LSLD. . B TaqxK. 3%
A0C60060 .- -A % 1.+ Kic
60C650070 E<""I.Rich{?.PPE
00C6 0080 L. #St+.]..3a...
B0BC6 0090 I ST - C
BOCABBA @ @ B__3.pA. 1A
0OC6 0080 L.BDS, 0., .
B0BC600C0 tIx-6.%.+.U." 2.
AACABBD B fi.texI"2.7_.N_BC
80C6 0BE B A" .rdart.h_Biie..

ol PR v iced_DDCE0000.bi
g: Save as type | Binary files (*.bin)

ai

ai

o Hide Folders

AACLAA680 gaBa106840
BACG6AA84 BaBasaaa
BACABA8A gaBea3o8g

3. Decompress dumped file

From the command line, simply need to pass dumped file to aprip.py . The tool will do its job and each

extracted file will be written to a file “dump0.bin”, “dump1.bin”, ...

Crmder

Ripping PE files, this may take some time...
- Ripped PE writing to file: dump®.bin

Check dump@.bin (21dd005162c62af26f3f59e2ebcb345¢c) with PE-bear: AddressOfEntryPoint = 0x0000163D

ARD FF 33 G1 FF 15 B9 20 40 00 B 2D ® 20 40 00 @
¢ Sections

C8 88 4C 24 20 B5 C3 OF B4 50 01 00 00 8
v e ol
= P = 430
Comagem: bext  Genersl  DOSHGr RichHer  Flebdr  Opbonal Hdr
oy -rdata
5 -dats Hax Dinan= Hize
4 relce z F F Tt
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+
Mame Raw Addr. Raw size Virtual Addr, Virtual Size  Characteristics  Pirto Reloc.  Mum, of Reloc.  Num. of Linenum.
> text 400 ADD 1000 932 60000020 0 0 0
* .rdata EDO 600 2000 458 40000040 0 0 0
» .data 1400 400 3000 250 CO000040 0 0 0
* .reloc 1800 200 4000 8C 42000040 0 0 0
Valid IATs:
- + B
Offset HName Func. Count Bound? OrginalFirstThun  TimeDateStamp  Forwarder NameRVA
FOC ADVAP32.dlI 1 FALSE 2184 0 o 2228
F20 SHELL32.d1l 1 FALSE 2108 0 o 2248
F34 KERMEL32.dll 12 FALSE 218C 0 0 2356
F43 WINHTTP.dII 10 FALSE 21EC 0 0 2438
F5C USER32.dN 2 FALSE 21ED 0 o 245C
<
KERMEL32.dI [ 18 entries ]
Call via Narme Ordinal Original Thunk  Thunk Forwarder Hint
2008 Istrepyi 2314 2314 620
200C ExitProcess 2326 2326 15C
2010 CreateDirectory - 2334 2334 B4
204 Istrcati = 2306 2306 624
2018 Sleep 232 232 575
201C Istrlend = 22FA 22FA 633
2020 ReadFile = 2256 2256 a6C
2024 HeapFree = 2262 2262 345
End!
m4n0w4r
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