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BITTER: a targeted attack against Pakistan
Published: 2016-10-21 - Archived: 2026-04-05 22:33:02 UTC
Introduction

Forcepoint Security Labs™ recently encountered a strain of attacks that appear to target Pakistani nationals. We
named the attack "BITTER" based on the network communication header used by the latest variant of remote
access tool (RAT) used:

You Know QUA

KNOW US. ne best service. 15 Always Desl

Our investigation indicates that the campaign has existed since at least November 2013 but has remained active

until today. This post intends to share the results of our research.

Infection Vector

Spear-phishing emails are used to target prospective BITTER victims. The campaign predominantly used the
older, relatively popular Microsoft Office exploit, CVE-2012-0158, in order to download and execute a RAT
binary from a website. Below is an example of a spear-phishing email they used earlier this month. The recipient
is an individual from a government branch in Pakistan, while the sender purports to be coming from another

government branch of Pakistan:
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(3 Ignore x £y | SN I zp "" important ;; = Rules = €<% Mark Unread a’% % q
€« €« - - |53 To Manager = HiOneMote  fija Categorize = B~
2 junk- Delete  Reply Reply Forward __ I Team Email = Mave . Translate Zoom
All =l - €am tma . [£1? Actions - ™ Fallow Up~ - [ -
Delete Respond Quick Steps [ Mowe Tags (1 Editing Zoom A

Thu 06/10/2016 07:24
programmer@ mmmm.gov.pk
Brief and Summary

To U oo ok

Message #-| Brief.doc [40 KB) | Summary.doc (25 KE)
Sir
Brief and Summary for the meeting are attached.
Regards
Program Manager

Other attachment filenames they used that also contained the CVE-2012-0158 exploit are as follows:
* Requirement List.doc
e Cyber Espionage Prevention.doc

e New email guidelines.doc

Gazala-ke-haseen-nagme.doc
e Rules.xls

In one instance, they used a RAR SFX dropper that drops both their RAT and a picture of a Pakistani woman as a
decoy. A quick Google image search on the dropped picture indicates that the picture was grabbed from Pakistani

dating sites.
RAT Component

BITTER used RATs that are compiled using Microsoft Visual C++ 8.0. They use a few iterations of their RAT
with the main difference being the RAT's command and control (C2) communication method. Earlier variants
communicated to its C2 via an unencrypted HTTP POST. Below is an example of an older variant's phone home

request:

i Follow TCP Stream E@@

Stream Content

GET Jwinter /war. php?cId=1G__ . - - | 2 o —
I Ever Info=Windows7%20Bui1d%3a%206. 1. 7601%205erviceX20Pack%201 HTTP,/1.1

HosT: www.nexster9l. com

Connection: close

Newer ones, on the other hand, use encrypted TCP connection such as the one shown in the introduction above.

Both older and newer variants are used simultaneously today in the campaign.

Page 2 of 11



https://web.archive.org/web/20220706125432 /https://www.forcepoint.com /blog/x-labs /bitter-targeted-attack-against-pakistan

The RAT version (SHA1 d7a770233848f42c5e1d5f4b88472f7cb12d5f3d) that they used in their latest campaign is
capable of executing the following backdoor capabilities, essentially allowing the attackers to gain full remote

control over a victim's PC:
e Get system information - computer name, current user name, and operating system
e Enumerate logical drives
e Enumerate and log files and their corresponding timestamps
e Open a remote command shell
¢ List processes with active UDP connections
e Manipulate running processes
e Manipulate files
e Download a file

In addition, the vast majority of their RAT binaries contained the following digital signature with a non-trusted CA

Root certificate:

Certificate

General |DE13i|S | Certification Path

.@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Smartphone 2003 Privileged Test Signing
Autharity

Issued by: Smartphone 2003 Privileged Test Signing
Authority

Valid from 12/ 31/ 2002 to 12/ 31/ 2022

[InsEuII Certificate.. J Issuer Statement

Learn more about certificates

Page 3 of 11



https://web.archive.org/web/20220706125432 /https://www.forcepoint.com /blog/x-labs /bitter-targeted-attack-against-pakistan

The following table shows the timeline of appearance of BITTER RATS, based on their compilation timestamps,
along with their embedded PDB paths:

RAT sHA1

420dMedE5eaTaGIT460 21508000482 eaT 00 240

ZabdcedbIaddcSSdEc 4 Sdefoece TTAR 323G

19000a40TOR052 6550 eE0a050T 1481038 E3400TE

SGeSSeicdciTiEdeadeT a55S0ddIT20aM 26T

CIAFOOC N0 1245 5 DG b T9eaa 00 Balid

3TeS5 103265 dcedbdd | SE438Tab TEAA 0T A bde T

524858 21906402300 300ab A 51456 TRA2 a5 4

13TaTdc 1 X3dc0ded 0T 1 4c07435c 520ThbaT

eSTeaBE0 a4 1 dade Gh TR 158 Med SbBcece

0172526785000 721 220D 2968230 1 e0ems

eTelba30eTodeTIBSTAS 63T 200 S4aeET 1d

FaBiB00E247EE0a05A4 G0 ICA0A2 22 Ieddad I 0e

CTEO4EESOLTSe 2 elS4 55506002 £5656 20 3850

T2MaS2 500G I00G A AF34T TOASFSMA24C BOAT IS

FESETSA5E3 Jae 31T 18e0bbAETORDED2AES T S

ZlTIET D De Dae A aMEEI 0 2etoeed 1 BO4

dTaTT02 3354802 Se I ASMbESd THT cb 1 2500

SAMEEEIGECR 104352483 0CA2 1955020 0c BE2T 4

ZIhIEZTEEATCTTETIA 1 a02daEhdT 4847 53bba3T

GrasebBS3dedic3Soc 150e1 FOM=8420M 116

1a2ec THa0a5000565 16a8bdb I daTE M 2ade

MY 4TI 140950 b5 A56eS 2 1 bASSE S

Compitation Timestamp
18112003 0524
10057014 0908
D@1 2014 5138
30ATEI0E 0503
130835 104
1602015 0531
241072018 0487
02015 12:43
191270186 0883
2000172016 05:23
0FO3016 0T 45
TDE207E 0615
0@M5Z016 1754
Q42052016 04:05
TROET016 05 47
E0GI016 01
1200773016 0527
TG 085E
DAN016 10:38
0297016 1028
DSADB016 O7 14

DE97016 0548

POE Path

TSR ANCM IO SDOC Umen 8 (Vi Ll Studio 2006\ Frojects Down Free DosnWind2Rekase DoanWind2 pab
CUsers' B Deskiopuploader- Catroat 09-059-14 - EdE me'Final Uploader for bmsoft-16-07-3014 - Copy - CopyUpicaderifupidr_wapp'Rekaseisvel pdb
FFieupicadenF nahdew Upl v2 -18-11-201 48k _wapgiRelease'avi . pob

CWUserstARAGONDocumenisvVisual Studio J008'Frajects DowniVin2Z ReleaseDowniind2 pdb

EUEer SARAGONDOC U NS Vi ual Slheda 2008 Frojec]s DowniWind 2 Rekase DonnWind 2. pdl
E\RATF D IRosT Release'dihost pdb

CUsers'ARAGON DocumentsVisual Studio 2008'Frajects Downidind2iRelease Oowniind pab

CiUsersiMFINITEDocumentstWisual Shadio 2008 Projects\Dovwn\Wing 2 Relkease | Down Wind2 pdb

o

Ws=rsUNFINIT ElDocumenisiVisual Studio 200&ProjectsiDown Wini2\Relea ss Down Wind2 pdb

CUsarsINFINIT EDocuments sl Studed 2005 ProjectsDown Wing 2\Rekea se Down Wind2 pdb

&

Wssrs\pefiDocumesntsiisual Studo 2008 FrojectsaVMIS Releas= WM IS pat

o

sarsUNFINITE\DoCuments il Studio 2008 FroectsiNewDown Release NewDown pab
CueapoiReleaseiepo pab

CoEer s Desten Do uments'isual Sudio 2008 ProjctsiiReleasel]_3.pdb

Hone

Chiap Releasetienpo pl

Dby Warkdsual Sudiotmysw Diebuag mwos: pdb

Mone

- 'poke Releass\poke pdb

C 'poke Releaseipoke pdb

CmedalReleaseimedal pab

CUsers'ULTROMDocumsnis Vsual Shedo 2008 Frojects Downl2Sept Release' Down02 Sept pdb

It is important to note that some of these RATSs are distributed at a later time than their compilation date.

Command and Control

BITTER used free dynamic DNS (DDNS) and dedicated server hosting services in order to set up their C2s. The

download site where the exploit documents download the RAT binaries are, in most cases, different from the

actual RAT C2. However, both of them are typically registered using a Gmail email address and a spoofed identity

purporting to be either from United Kingdom or Great Britain. Below is an example of a spoofed registrant

information for the C2, spiralbook71[.]Jcom:

Registrar Data

Registrant Contact Information:

Mame

Organization

Address
City

State / Province
Postal Code

Country
Phone
Email

Chris Hardin
Hardin

City Lane
London

Derby

W2 356

GE

+44 . 7859632549

chrishardinG492gnail , con

A list of all related malicious domains we managed to collect are as follows:
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Damain

ranadey.netTa ned
Infg2t.com

rangeT.com

WA QUErYZAU.COm
W SPONSIoNET 1 com
MmiCronet. na-ip.co.uk
Wk INSpireT 1. com
spiralbookT1.com
govsie ddns net
randomwalueS0.com
marvelds com
choudupdates serehitp.oom
pickup ddns. net
marveldd com
updateservice. redirectme.net
pickup ddns net
destingS1.com
medzoneT 1. com

weew nexsterd!.com
karns0 website
scholarsS0.website
frontleré website
reloadguideT 1 com
creedd0.com

wesler websile
chinateta0.com

wesier websile

The email address witribehelp@gmail.com points to an empty Google Plus profile with the name "WhatsApp

Support". Interestingly, however, the account is connected to another Google Plus account with the handle "Love

Pakistan":

Registrant Email

damek-martini 7@post £z
Denpaull 967 @gmail cam
LAk

neiljphng 12 @gemail com
chrshardnG49Egmal.com
LAk
pesshardind6 T @gmaid com
fring 1879 @gmall cam
LMk

LAk

frimg 187 S@gmail cam
LAk

LKAy

andrewadams1 799 @gmail.com
roblee 1 546@gmail com
witribehelpi@gmail com
trentjohin 1985 @amail com
Unkndwn

Linknsdiam
thomasbaker 1342 @gmad com
chishardinG49@gmall.com
AT
chinglelSE0@gmall.com

K

Type

C2 / Downboad Site

2

c2

Download Site
Downioad Site
Download Sie
Dowamioad Site
Download Site
Dovamicad Sile
Download Site

Downioad Sie
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WhatsApp Support

In WhatsApp's circles

o Love Pakistan

Intent

While cyber-espionage is a common motivation for targeted attacks, this is often hard to conclude unless a
forensic investigation is conducted on the actual victims' machines. In some cases, specific capabilities in RATs

provides us with clues on what the attackers' true intents are.

One of the backdoor capabilities mentioned above is the logging of files and files' time stamps from the victim's
machine. Furthermore, an older variant of their RAT from 2014 that has the

SHA1 3ab4ce4b3a44c96d6c454efcece774b33335dda2 are found to look for more specific file types. After
identifying the logical drives from a victim PC, this RAT variant proceeds to enumerate files and check if they

match any of the hard coded document and archive file extensions below:
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pizdzi47|l. €5 E&% PLSH 3. 01245374 22 = Teyt™

a1a4214Cc|) . Fl.IEH 5. B81248CCA 1 e

a1342161(] . Fa a4 F HOUS EYTE PTR ES:CEDI1,BVTE PTR DS:

G1242152|) . FFIS CLSES48) :u.l. mnnn PTR DS:[<&MSUCRSB._stricmp>]|Ll_stricmp

@124215%|] . 83C4 @8 nnn

pi34z1ec|| . esce nk ERX

A1242156 | o BFS4 D4QBBEE -..IE a.ma4zza=a

G1z4z164/| . 8835 CCSO34E HOY ESI,DWORD FTR D5:[<&MSUCRSE._stricm| HSUCRSE._stricmp

@134216a|] . 68 TES334E1 FLISH 3. 01345378 s2 = "ppt™

A1E4216F |}« 68 CEBCA4a1 | PUS i.BimEB sl *

a1342174|) . FFD& CALL E= _stricmp

@13421vs|| . 83C4 @B a0o ESP g

@1z42179|] . 8SCe TEST EAN, EAX

aizazivel| o BF84 erocopnl JE a.B81342238

A1242151|) . &8 7CS334e] | PUSH a.@134537C ASCIT "ppesx"

mi24z126|| . 68 CEBC34@1 |PUSH a.B1348CCH

@aiz4z168|l . FFOS CALL ESI

a13421eD)) « £3C4 88 AOD ESP, &

alz4z1%6|] . 8508 TEST EAX, ERX_

ai242152|| ov oFd4 peeseom JE a.81342239

ala4z1ee ) . 68 B4833401 Fl.IEH 1.31315354 ASCIT "pd¢™

@1242i50|] . 68 COBEC348]  PUSH a.@1348CCH

@i342102() .  FFODE ESI

@1242104|] . B93C4 es

eizaz1m7|) . esce Eni: ER

a12421a%() v al-'a4 o Te e e dE ...5134

@134210F || . PUSH =z.B1345382 ASCII "doc™

a134z164(] . 'E-'B CBEC34@1 | PUSH a.@1348CC0

B13421E « FFD&e CALL ESI

al342166|] . &3C4 o8 AOD_ESF, &

@134z1EE(| . 85Ce TEST EAX,EARX

1242 1C8|] .+ 74 76 JE SHORT a.@1342238

a1z4zicz|] . PUSH &.8134538C BECIT “docsk®

@12421C7|) . 68 COZCI4G] | PUSH a.@1348CCOH

ei3421cc|l . FFOE ESI

@12421CE|] . 8304 88 A0D ESP, &

eiz4zipi|| . aSce TEST EAN, EAX

@1z42102|] .~ 74 53 JE SHORT a.B1342238

a1z4z105() . 68 PIUSH a.81345394 ASCIT "™uls™

alz4zi06(l . 68 1 |PUSH a.@1348CC0

@a134210F|| . FFD& CALL ESI

a134z1E1|| . #3C4 B8 A00_ESF, =

a134z1E4|| . TEST EAX,EARX

a12421E6(l v 74 ER JE SHORT a.81342238

a12421E8(] . PUSH a.01345398 ASCIT "™y Lsx™

@12421ED|) . 68 COICI4G] | PUSH a.@1348CCO

@i34z1Fz|| . FFOE

B13421F4|] . 8304 B8 ADD ESP, =

@a12421F7|] . 85Ce TEST ERX,EAX

a13421F%|] .~ 74 30 JE SHORT a.@1342238

aiz4ziFE|l . 68 APS3I3481 PUSH a.013453A8 ASCIT "zip™

ala4z2ze0 ) . 68 LEECI4A] | PUSH i.EiS‘-‘BﬂEB

@134zz65|] . FFD& CALL ES

@i34zz67|| . 83C4 88 a00 ESP g

a1z4226a(] . TEST EAX,EAX

aia422ac)) .~ 74 2R JE SHORT a.81342238

Bizszzts||: €8 m&ama: FOSH 3-61345cca s
- - ™

alEd42218 = FFD

a134221a|] . B3C4 o8 AOD ESP, &

a1z4zz10|] .  85C8 TEST ER%, B

@l 4221F o T4 1T E SHORT a.@1342233

al « 68 HAEE33401 Fl.ISH 8. 81345308 FASCIT "rtf™

m_+ zze | . 68 CBEC34A] | PUSH a.Bi348CCH

@134z=76(| .  FFODE ESI

@1242270|] . S3C4 @8 E'BF

pizazzz0|) . esce TEST ERlLE

E]:-‘l:’i":’ - ﬂ:ﬂg ECBEIBEE JHE 3. Blé AAmonse to et File

While it is hard to conclude based only on these artifacts, the nature of these targeted file types suggests that the

attackers may be after sensitive documents.

Other Tools Used

In December 2015 one of the campaign's download sites hosted a binary at scholars90[.]website/putty. The
downloaded file is a free SSH and Telnet client application called "PuTTY", which has been used in the past in
other targeted attacks.

In addition, the same RAT variant previously mentioned (SHA1 3ab4ce4b3a44c96d6c454efcece774b33335dda?2)
connects to the C2 info2t[.Jcom/m2s.php. This has also served as a C2 for at least two AndroRAT variants in the

past. The following diagram shows these relationships:
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3ab4cedb3ad4cd6d6cd5defcece7T74b33335dda2
Windows RAT

v

nfo2tcom/m2s.php

Y

info2tcom
nfo2t comidefaultphp
hitp:info2t.comidefau1tA php
info2t.com/UploadToServerphp
645a6e53116f1fd7ece91549172480c0c78df0fc 7d47ae3114f08eciTb4T3bTH5T1d70c2556da
AndroRAT AndroRAT

AndroRAT is an open source remote administration tool for Android. Its GitHub repository lists the following

capabilities:
e Get contacts (and all theirs informations)
e Get call logs
e Get all messages
e Location by GPS/Network
» Monitoring received messages in live
e Monitoring phone state in live (call received, call sent, call missed..)
o Take a picture from the camera
» Stream sound from microphone (or other sources..)
e Streaming video (for activity based client only)
e Do a toast
e Send a text message

o Give call
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e Open an URL in the default browser
e Do vibrate the phone

The AndroRAT variant with SHA1 7d47ae3114f08ecf7fb473b7f5571d70cf2556da disguises itself as the Islam
Adhan Alarm - an Android app that alerts to prayer times of Islam, which is the state religion of Pakistan. The
variant with SHA1 645a6e53116f1fd7ece91549172480c0c78df0f, on the other hand, disguises itself as Kashmir
News app. Kashmir is the northernmost geographical region of South Asia and is a disputed territory between

India and Pakistan.

Protection Statement

o Stage 2 (Lure) - Spear-phishing e-mails associated with this attack are identified and blocked.
e Stage 5 (Dropper File) - Related RATs are prevented from being downloaded.

e Stage 6 (Call Home) - Communication between the RAT and command and control are blocked.

Conclusion

Many targeted attacks continue to be discovered today. It is interesting to see that while these attacks are not
always sophisticated in nature, the same characteristic allows them to stay under the radar by blending in with
common attacks in the wild. BITTER is able to achieve this by using available online services such as free DDNS,

dedicated server hosting and Gmail to setup their C2s. Such setup is exhibited by today's common malware.

It is worth noting that in all the artifacts collected in this research, none of the English words that were used had
spelling errors, suggesting that the actors behind BITTER are proficient in the English language. Furthermore, as
discussed above, all the artifacts we have seen are consistent with Pakistan being the target of this group. There
may be other targets that have not been discovered yet or BITTER may be a branch of a larger campaign with

broader targets, but only time will tell whether any of these are correct.
Indicators of Compromise

RAT (SHA1)

42cdfe465ed996c546c215a8e994a82fea7dc24c
3ab4cedb3ad4c96dbc4b4efcece774b33335dda2
1990fa48702c52688cebdad5b714a1b3e634db76
93e98e9c4cf7964eade7a559cdd2720afb26f7f7
€3a39dc22991fcf2455b8b6b479eda3009d6d0fd
37€59c1b32684cedb341584387ab75990749bde7
52485ae219d64daad6380abdc5f48678d2fbdb54
137a7dc1c33dc04e4f00714c074f35c52017bb97
€57c88b302d39f4b1da33cbb781557fed5b8cece
0172526faf5d0c72122febd2fb96e2a01efleff8
e7e0ba30878de73597a51637f52e20dc94aeb71d
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fa8c800224786bab5a436b4b6acd2c223edda230e
c75b46b50b78e25e09485556acd2e9862dce3890
72fa5250069639b6ac4f3477b85159a24c603723
£898794563fa2ae31218e0bb8670e08b246979c9
2b873878b4cfhedacab32aff8890b2ebceed1804
d7a770233848f42c5e1d5f4b88472f7cb12d5f3d
ddf5bb366c810e4d524833dcd219599380c86e7a
23b28275887¢7757fa1d024df3bd7484753bba37
6caae6853d88fc35cc150e1793fef5420fF311ch
1a2ec73fa90d800056516a8bdblcc4da76f82ade
f£73d3c649703111d095bb92c956fe52c1bf5589

RAT Dropper (SHA1)

cOfcfdfcfdd24467aed379b07166T27c86c3200
0116b053d8ed6d864833511306876c47ad1e227
4bebe7e7fb651c51181949cc1a2d20161708371a
998d401edba7a9509546511981f8cd4bff5bc098
21ef1f7df01a568014a92c1f8b41c33d7b62ch40
c77b8deb689caee312a29d30094be72b18eca778d

AndroRAT (SHA1)

7d47ae3114f08ecf7fb473b7f5571d70cf2556da
645a6e53116f1fd7ece91549172480c0c78dfOf

RAT download sites

kart90.website/sysdll
range7.com/svcf.exe
scholars90.website/ifxc
scholars90.website/ifxc
scholars90.website/cnhost.exe
kart90.website/cnhost
frontier89.website/wmiserve
reloadguide71.com/winter/iofs
creed90.com/ismr
wester.website/uwe
chinatel190.com/min
wester.website/nqw

scholars9@.website/splsrv

RAT C2s

Page 10 of 11



https://web.archive.org/web/20220706125432 /https://www.forcepoint.com /blog/x-labs /bitter-targeted-attack-against-pakistan

ranadey.net78.net/Muzic/exist.php
info2t.com
range7.com/m2s_reply_u2.php

www . queryz4u.com

www. sportszone71.com/games/hill.php
micronet.no-ip.co.uk

www. inspire71.com/warzone/hill.php
spiralbook71.com/warzone/hill.php
govsite.ddns.net
randomvalue90.com/warzone/hill.php
marvel89.com/ahead.php
cloudupdates.servehttp.com
pickup.ddns.net
marvel89.com/msuds.php
updateservice.redirectme.net
pickup.ddns.net
destiny91.com/truen/adfsdsqw.php
medzone71.com/medal/adfsdsqw.php

nexster91.com/winter/war.php

Source: https://web.archive.org/web/20220706125432/https://www.forcepoint.com/blog/x-labs/bitter-targeted-attack-against-pakistan
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