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In case the C2 becomes unreachable/down and we have the served payload, we can reimplement C2 functionality.
In this Video we are reimplementing the C2 of GULoader and LokiBot using 2 VMs and tools INetSim +

BurpSuite. This is universal solution, very useful in most of situations. Remnux VM is Default Gateway for
Window VM victim. Inetsim is simulating DNS, HTTP, HTTPS etc... Burpsuit is listening HTTPS/HTTP, for TLS
it is generating Certificates on the fly according the requested host and redirecting to inetsim. Walk-Through:

https://github.com/Dump-GUY/Malware-a...

Source: https://www.youtube.com/watch?v=N0wAh26wShE

https://www.youtube.com/watch?v=N0wAh26wShE
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https://www.youtube.com/redirect?event=video_description&redir_token=QUFFLUhqbnplNTFtZndfeTJFV2x0NnBkNE9DOVFyVm9iUXxBQ3Jtc0tuNFItZUtvc2kxQ0twOUpYbjBDMlpNazgyZmlDYVppWU5ndGNDdXNHeXZlYVZocjhEYzNieDhmbU9rUHktYjNTR2ZnQ3RzZDVaTkZ4T1hMa295enFFSHpOdEc4eU5kemdMSGFMOGZXaFEwTU5RRW13SQ&q=https%3A%2F%2Fgithub.com%2FDump-GUY%2FMalware-analysis-and-Reverse-engineering%2Fblob%2Fmain%2FLokibot_Analyzing%2FLokibot_analyzing.md%232-lokibot-analyzing---spoofing-guloader-and-lokibot-c2-part2---inetsim--burpsuite&v=N0wAh26wShE

