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GulLoader [figure 1]

So we need to know what does Gul.oader do for living, but before that let us discuss and talk about its history.
GuLoader history:

GulLoader also known as CloudEyE and vbdropper. First seen in the wild was in December 2019 and it’s delivered

via spam emails (Malspam) as an attachment fooling users and acting like a legit mail.

Here’s some examples:
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Fri 7/24/2020 11:45 PM

DHL | Express Shipping <dhlexpress.billingid@dhl.com>

Urgent: Shipping Documents (Reminder)
To

Message | |o| DHL_AWE.INV_9832000_39862738_998.img

S/ A

AWB NO0: 7253F***8341
ARRIVAL DATE: 17/07/2020

Dear Consighee,

Home Share

Your parcel has arrived at the office.Our courie 4 @ > i

due to wrong address from our customer,
[l Desktop -, N

To receive your parcel, please go to our closes
‘v Downleads  #

please click the attatchment to downloas k
= Documents
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& = INOTIFICATION

| [/ | = | DVD Drive (E} 20200... pan.. -

View Drive Tools
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Best Regards, [&] Pictures »
The DHL Team. = infected (\\VBox DHL_AWB_INV_9
J’ Music 382900_99862738
_993. exe
m Videos
. Guloader
i@ Contact Center > AboutUs ¢ @ OneDrive
» DHL Express > Partnershios [ 4 EThm PC
= L
ﬁ See more about DHL | Express Shipping. ) M 3N Ohierts
1item
Malspam using DHL theme to push GuLoader, MalwareBytes [Figure 2]
Press enter or click to view image in full size
RE: PAYMENT TO BANK DETAILS (CONFIRM BANK DETAILS)
@ To I
(i) click here to download pictures, To help protect your privacy, Outlook prevented automatic downtoad of some pactures in this message,
1 transfer request form.rar -
| 17KB
Good Day, File Edit View Favorites Tools Help
Greetings, g =m v B = ¥ i
Add Extract Test Copy Move Delete Info
We submitted payment twice as attached transfer request. However, botH r [D Chlsers\RevengersiDeskiophtransier request farmurary
payments were rejected. Narme Size  Popked Size Modified
BT transfer requisst Farm.exe 49152 16988 2020-02-20...
In our system we have the banking information listed on the invoice,
however the banking names are different.
Please confirm and help fill your correct banking infarmation in
attached transfer request form, so we may submit for payment ASAP.
Best Regards,

another Malspam, CrowdStrike [Figure 3]
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Guten Tag,

haben von 795.65 CHF.

Abrechnung auf Ihrem Rechner zu

Mit freundiichen GriBien,
Eidgenossische Steuervenwallung

offnen.

Nach den letzien jahrlichen Berechnungen threr steverlichen Tatigkeit haben
wir fesigestelll, dass Sie Anspruch auf eine Steuerrickerstamung zu erhalten

Umi Ihre Steuerrickerstatiung zu erhalten, bitten wir Sie das Dokument
herunterzuladen und filllen Sie das Steuerrickerstattungs-Formular an uns
zuriick. Reichen Sie bitte die Steuernickerstatungsanforderung ein und lassen
Sie es uns innerhalb 2 Tage zu verarbeiten.

Bitte beachten Sie, dass die Abrechnung aus technischen Griinden auf
Mobilen Endgeraten nicht komrekt dargestellt wird. Wir bitten Sie die

another Malspam, PCrisk [Figure 4]
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From AhnLab [Figure 5]
GuLoader got its name as Google Drive is frequently used as its download URL. (ASEC analysis team)

GuLoader is written in VB6(wrapper)containing the shellcode that gives GuLoader the needed flexibility to be

heavily obfuscated to evade and escape from AVs and that gives GuLoader low detection on VT.

Guloader has a lot of capabilities that we will discuss in a moment, After doing its work it drops a lot of different
malwares like RATSs, stealers and ransomwares (ex: Formbook, Remcos, Lokibot, NanoCore, AgentTesla,
Arkei/Vidar, NetWire, Hakbit, etc.) using clouds like google drive(not always), at 2020(when GuLoader
distributed and was so active) using cloud services was a trend to deliver your malware and from a legitimate

website was a big benefit (still a good thing for adversaries of course).

At 2020 Check Point exposed GuLoader as it’s related to CloudEye (CloudEyE is an italian security software
company intended for “Protecting windows applications from cracking, tampering, debugging, disassembling,

dumping”).
here’s the link

We will discuss GuLoader’s career through the past years 2020, 2021, 2022, and the latest Italian e-commerce
attack(Feb 2023) using NSIS.
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A lot of its capabilities will continue through years and GuLoader’s author will modify some code

implementations for them and some interesting techniques will be added.

So let’s start our analysis...

At 2020 (GuLoader’s birth)

According to Lawrence Abrams he said that first discovered this spam campaign is MalwareHunterTeam. I tried to

get an early sample of it and the earliest sample i got(my starting point) from Jan 15 2020:
md5:cf3e7341f48bcc58822c4aech4eb6241

Guloader once executed will download an encrypted file from google drive and decrypt it then inject it(not
always) into wininit.exe(lgeitimate windows process) and evade detection.They also impersonated WHO in

Covid-19 pandemic.
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Latest on corona-vinus - Meszage (HTML)

Message

World Health Organization; WHO « »
Latest on corona-wvirus . MBET

ﬂ This message was sent with High importance.

B WhyHealth-Ebook.zip
! 22EB

q J’% World Health
W ,_g.,’fOrgamzatlon

LS

Ci a-virus upda

Concemning Corona-virus disease (COVID-19) outbreak, the World Health Organization brings vou the Corona-virus E-Book
and Guide.

Inside this E-Book (My-health), you shall find out the complete research/origin of corona-virus and
the recommended guide to follow to protect yourself and others.

< Guidance to protect children and business centre;

This quidance provides critical considerations and practical checklists to keep Kids and business cenfre safe, It also
advises national and local authorities on how to adapt and implement emergency plans for educational facilities.

Critical preparedness, readiness and response actions for COVID-19;

WHO has defined four transmission scenarios for COVID-19. My Health E-book describes the preparedness,
readiness and response actions for e@ach transmission scenario,

Basic protective measures against the new corona-virus;

1. Stay aware with the most contented information on the COVID-19 outbreak, available on the E-Book attached
to this mail and through your national and local public health authority.

2. Avoid touching Eyes, Nose and mouth
Why? Hands touch many surfaces and can pick up viruses, Once contaminated, hands can transfer the virus to
your eyes, nose or mouth,

3. Practice respiratory hygiene
This will also protect you and help prevent the spread of viruses and other infections.

You can now download and access the attached My Health Zip file from a Windows Computer anly.

You are recerving this email because your hifie count as everyone lives count. Sign up for mone updates at the WHO website

{www who.int),

Thanks for helping to make the world a lirtle healthier. \ .

GuLoader as WHO (Malwarebytes) [Figure 6]

Process injection:
How does it excute?

GulLoader uses process hollowing but Here shellcode doesn’t unmap memory code of legitimate processes;

instead it uses the NtCreateSection:
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By calling CreateProcessInternal W to create the legitimate process

RegAsm.exe(C:\Windows\Microsoft. NET\Framework\v2.0.50727\Reg Asm.exe) or if it doesn’t find it will loop(in
the same path) to find MSbuild.exe or RegSvcs.com(they all a part of NET framework maybe will distribute .NET
malware) and create it in susbended state CREATE_SUSPENDED(0x00000004) then will use zwOpenFile to
open a file handle to mstsc.exe or msvbvm60.dll then will call NtCreateSection for this fila handle to create a
section of memory with the desired access parameter then this section mapped in the legitimate process that in
suspended state (ex: RegAsm.exe) using NtMapViewOfSection with base address 0x400000 instead of a normal
high load address then will call NtWriteVirtualMemory to write the shellcode in this new section. Now after
writting the shellcode in this newly allocated memory Gul.oader needs to excutes it by using NtSetContextThread
to change the context of the only thread running in the targeted process that is still in a suspended state. now this
context change sets the EIP register to the address that points to the begining of the shellcode that will make the
shellcode runs by using NtResumeThread. The shellcode will do some anti debugging, analysis, vin and some

other interesting techniques.that’s what we will talk about next.

Anti AVs:

GuLoader is wrapped in a VB6 and changing in every campaign to evade AV detections and inside it the shellcode
and
the downloaded payloads are encrypted with a hard coded 4 bytes XOR key embedded inside the malware to

make it difficult for AVs so it won’t identify the payload as malicious.
Anti Debugging:

GuLoader does hooks for functions DbgBreakPoint and DbgUiRemoteBreakin. And patches these two APIs by
replacing the INT3 opcode of DbgBreakPoint with opcode 90 (NOP or no operation to do nothing) and for

DbgUiRemoteBreakin it replaces the first few bytes with a dummy call to cause a crash.

' .
Error ﬁ

This program cannot be run under virtual environment or
debugging software !

OK

L

Crash message [Figure 7]

and another thing that GuLoader does is to hide its running thread from debuggers by calling
NtSetInformationThreadpushing with the value (0x11) as the second parameter and that value is
ThreadHideFromDebugger.
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Also GuLoader checks for both hardware and software breakpoints by checking DRO-DR7 registers (that registers
responsible for hardware breakpoints by debuggers)

cmp dword ptr ds:[eax+4],0
jne Crash_fn

cmp dword ptr ds:[eax+8],0
jne Crash_fn

test bl,bl

cmp dword ptr ds:[eax+(C],0
jne Crash_fn

cmp dword ptr ds:[eax+10],0
jne Crash_fn

test ecx,ecx

cmp dword ptr ds:[eax+14],0
jne Crash_fn

cmp dword ptr ds:[eax+18],0
jne Crash_fn

cmp ah,ah

[eax+4] =DR 0
[eax+8] =DR 1
[eax+C] =DR 2
[eax+10] = DR 3
[eax+14] = DR 4
[eax+18] =DR 5

and this Crash_fn that responsible for showing the crash message box[Figure 7].

and the software breakpoints by looking for 0xCC (INT3), 0x3C and 0xBOF and if a breakpoint is found it will

cause a crash (same as the message above)[Figure 7].

pop eax

test bx,bx

mov bl,byte ptr ds:[eax]
cmp b1, CC

je Crash_fn

mov bx,word ptr ds:[eax]
cmp bx, 3CD

je Crash_fn

cmp edx, ebx

mov bx,word ptr ds:[eax]
cmp bx,BOF

je Crash_fn
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this Crash_fn that responsible for showing the crash message box[Figure 7].

Anti Sandboxing and VMs (virtualization):

GulLoader is using EnumWindows API to count all the windows on the screen and if it’s less than 12 (by checking

EAX value if less than 12)it calls TerminateProcess.

call eax

pop eax

cmp eax, C

jge TerminateProcess_fn

Using CPUID:

calling CPUID then do

bt ecx,1F // 31

cause if it’s running inside a debugger or vm the 31st bit will be set to one
(by default it’s zero)

and then showing the crash message box[Figure 7].

calling CPUID will generate a VM exit to the VM manager and that takes much more time than running in a

physical machine.
Using RDTSC:

RDTSC(Read Time-Stamp Counter) is the same and takes so much time and slower if it’s in a vm but in

GulLoader it’s using:

mov ecx,186A0

(that’s 100,000 times). Storing it in ECX it’s the number of times EDI will be incremented with.

then decrement ecx and then compare it with 0 if not zero will return again till ecx becomes zero

and we said that edi will be incremented, it’ll be incremented till it comares it with

cmp edi,68E7780

(that’s 110,000,000 times). cause if it reachs that number will enter the loop again and it will be an infinte loop.

As you can see GuLoader choosing specific time and numbers for that so of course these numbers mean

something. I guess he estimated everything in a virsualized environment.

GuLoader also uses instruction hammering we have seen this techniques in so many malware samples by

executing massive amounts of delay that exceeds the execution time on a sandbox or any analyzer so the payload
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execution is never reached. GuLoader also uses ZwQuery VirtualMemory to lacate any pages that contains any
strings that related to VMs(scaning the process’s memory)with the handle Oxffffffff(to retrieve the base address of

every page) and if it finds any , will create the Crash message box[Figure 7].
Api resolving:

GuLoader uses a DJB2 hash algorithm for resolving APIs to hide them from the IAT( import address table). When
it needs any windows API it resolves it first as it first generates the hashs for every function in Kernel32.dll then
when it needs any API it’ll call it by its hash value.Like if it needs CreateProcessInternal W will use 9688DA44.

DJB2

unsigned long
hash(unsigned char *str)

{
unsigned long hash = 5381;

int c;

while (c=*str++)
hash = ((hash << 5) + hash) + c;

return hash;

using 5381 in this alogrithm cause fewer collisions and better avalanching

using 33 never explained

Get ZainWare’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

using (hash << 5) + hash that’s bit shifting and it’s faster for CPU than performing hash*32 and that’s shifting it
five bits to left as multiplying it with 25 (32) and adding it to itself means it becoming 33.

Entering Heaven:

Guloader is a 32-bit application and if it’s running on 64-bit systems could trick the operating system into
executing 64-bit code, despite initially declaring itself as 32-bit process. How does it happen? by calling 32-bit
ntdll.dll then wow64.dll (windows on windows) and that will call wow64cpu.dll and then call wow64Transition
and that’s the heaven’s gate and then performs a far jmp instruction that switches into 64-bit and use ntdll.dll but
the 64 version of it.How do you know if it’s using Heaven’s gate or not?

by using FS:[0xC0] register value(containing a pointer to FastSysCall in wow64) to see if the system is x64 or not

so if it’s a 64 it will use heaven’s gate.
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(mov ebx, dword ptr FS:[CO0]).

in this year 2020, when CheckPoint exposed CloudEyE at June 8 2020,GuLoader was boomin at June 9:

Press enter or click to view image in full size

Database Entry

Signature: i tosies ] e~ |
Firstseen: 2020-03-16 18:29:.11 UTE
Lastseen:

2022.05.25 13:56:52UTC

Mahvare samples: 5954

I ¥ of mwans samgies

Malware Bazzar[Figure 8]

Press enter or click to view image in full size

CP<R=> | CloudEyE
Publication suspension

CheckPoint[Figure 9]

Here you can see it was active at that month and at June 10 Sebastiano said:

Press enter or click to view image in full size

Chient aréa

06/10/2020 : SERVICE SUSPENSION

We learned from the press that unsuspecting users would use our platform to perpetrate abuses of all kinds.
Qur protection software was created and developed to protect intellectual works from the abuse of hackers
and their affiliates, not to sow malware around the network. Although we are not sure that what is reported
by the mediais true, we believe it appropriate to suspend our service indefinitely. We are two young
entrepreneurs, passionate about I T security and our goal is to enrich the scientific community with our
services, not to allow a distorted use of our intellectual work. We thank all our customers, who have legally
used our services since 2015, Customers will be reimbursed for purchased and unused license days. For more
infarmation contact us by e-mail info@securitycode.eu, you will receive an answer within 24 hours.

Sebastiano Dragna
Ivano Mancini

Service Suspension temporarily[Figure 10]
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but CheckPoint came again after this Message:
Taking down The top malicious dropper of 2020 said by CheckPoint[Figure 11]

Press enter or click to view image in full size

« ¢ @ © & htipsuwsecuritycode.su - @ ¥ n @ & =

Home Features W 5 Pricing Contact TermsofService Privacy Clientarea

07/11/2020: Resume of service

Following an internal investigation aimed at verifying abuses carried out with our protection software, we decided to
intensify our internal control policies aimed at limiting possible future abuses. Each contribution or report will be
analyzed by the staff with the utmost attention and if ascertained, the account will be suspended immediately.

11/07/2020: Ripresa del servizio
Aseguito di un'indagine interna volta a verificare abusi eseguiti con i nostri software di protezione abbiamo deciso di
intensificare le nostre policy di controllo interne volte a limitare | possibili abusi futuri, Ogni contributo o segnalazione
verrd analizzata dallo staff con la massima attenzione e qualora accertato, I'account verra sospeso immediatamente.
Resume_service Malwarebytes[Figure 12]
So i think that’s enough for 2020 let’s discuss 2021.

Press enter or click to view image in full size
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Number of GuLoader samples submitted to MalwareBazaar during Jan-Oct 2021(deepinstict)
[Figure 13]

2021’s code is the same as 2020 plus some features. I’ll discuss these features as the previous ones i already talked

about above.

Anti VMs:

GuLoader searches for Qemu emulator and virtualizer

C:\Program Files\Qemu-ga\qemu-ga.exe
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and also searching for qga (Qemu gues agent).
C:\Program Files\qga\qga.exe
Checking the installed softwares by using MsiEnumProductsA, MsiGetProductInfoA.

The MsiEnumProductsA function enumerates through all the products currently installed.

The MsiGetProductInfoA function returns product information for published and installed products.

by using OpenSCManagerA GulLoader opens a specific service control manager database and checks for running

processes by using EnumServicesStatusA.

OpenSCManagerA establishes a connection to the service control manager on the specified computer and opens

the specified service control manager database.

EnumServicesStatusA function Enumerates services in the specified service control manager database. The name
and status of each service are provided, along with additional data based on the specified information level.

Examples of some services GuLoader is looking for:VMware tools, VMware snapshot provider.
Checking windows drivers by using EnumDeviceDrivers and GetDeviceDriverBaseName.
EnumDeviceDrivers receives the list of load addresses for the device drivers.
GetDeviceDriverBaseName Retrieves the base name of the specified device driver.

Examples of some drivers GuLoader is looking for:vm3dmp.sys, vm3dmp_loader.sys, vmmouse.sys and

vmusbmouse.sys.

Anti analysis:

GulLoader uses a lot of useless and dummy calls like pushfd followed by popfd, using mov edx,edx or repeating

some instructions or doing some arithmetic calculations for nothing. And using opaque predicate.

Opaque predicates are conditions that always(constant) true or false and obfuscate it to hide that they are constant

and fool the disassembler that there’s two paths but in fact there’s only one path.

All used APIs is hashed by DJB2 as we know but before using any of them GulL.oader XOR the shellcode then
calling them and then xoring it again to return the instructions back. At this process the disassembler treats the

xored instructions as data and doesn’t define it as functions.

some code instructions then followed by

db random hex

2022
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In 2022 Guloader started to use NSIS.

What is NSIS used for?

NSIS (Nullsoft Scriptable Install System) is a tool that allows programmers to create such installers
for Windows. It is released under an open source license and is completely free for any use. NSIS

creates installers that are capable of installing, uninstalling, setting system settings, extracting files, etc.

Press enter or click to view image in full size

» Straighforward NSIS loader code
FeBruary:2022 » GuLoader shellcode in .dat file

* XOR based obfuscation and garbage code in NSIS
February - April 2022 ¢ Guloader shellcode filename became random
and entry point changed from 0 to any

» Powershell and cmd for XOR encryption of NSIS
code

September 2022

» Obfuscation of encrypted data and encrypted
November 2022 data length by using mathematical operations
per DWORD.

trellix[Figure 14]
Anti debugging:

like any animal that lives in caves when searching for food he goes out and then return again to its cave not to be
noticed.GuLoader when it uses any data will first decrypt it and then encrypt it again covering itself from being
noticed. Another example:the first 40 bytes of the shellcode is responsible for decrypting the code and after doing
its job all the 40 bytes changed to NOPs(90 No operation) like it’s destroying its key.

By using VEH(Vectored Exception Handling a function to handle all exceptions for the application) GuLoader
waste researchers time by raising expections and distrub the control flow of the sc pointing and jumping to other
instructions handling it by using RtlAddVectoredExcepitionHandler API. Another use of Exception handler
GulLoader uses it for software breakpoints and hardware breakpoints if an exception is raised by any of them will
continue without jumping and excutes some invalid instructions and if non of them are set it’ll jump to a new

value and continue.

By using NtQueryInformationProcess GuL.oader checks for a presence of a remote debugger and by using 0x7 as
the second parameter (ProcessDebugPort) by checking the return values if it’s non-zero it means the process is

being debugged.

Beside using Reg Asm.exe(for process injection) GuLoader also used caspol.exe and aspnet_compiler.exe. And
after that it calls NtOpenFile on C:\Windows\syswow64\iertutil.dll(I already explained how process injection

happens in GuLoader above).
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Conclusion:
GuLoader doesn’t targeting a specific nation or a specific industry but most of its attacks is E-Commerce.

Press enter or click to view image in full size
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It’s just a service everyone can buy it(with minimum 100$) and do whatever he wants (if really GuLoader is part
of CloudEyE).

GuLoader started long ago and still active and will remain active because it uses polymorphic Shellcode that
always change and its DJB2 algorithm XORing the hashes everytime with a different key so no need for a table to
save its API hashes because it’s changing everytime and also using NSIS and improving it over time. Using a lot
of anti debugging it’s trivial and well known but with all these techniques it’s pain in the ass and time consuming

for reversing it.

Additional reading & Resources

GulLoader? No, CloudEyE.

Malware Analysis: Gul.oader Dissection Reveals New Anti-Analysis Techniques and Code Injection Redundancy

Gul.oader: Peering Into a Shellcode-based Downloader

GuLoader: The NSIS Vantage Point

Defeating Guloader Anti-Analysis Technique

GulLoader: A fileless shellcode based malware in action
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[Down]loaded by Gul.oader Malware | Deeplnstinct

The evolution of Gul.oader

Spoofed Saudi Purchase Order Drops Gul.oader: Part 1

Spoofed Saudi Purchase Order Drops Gul.oader — Part 2

Gul.oader: The RAT Downloader

Dissecting the new shellcode-based variant of Gul.oader (CloudEyE)

Dancing With Shellcodes: Cracking the latest version of Guloader

Playing with GuL.oader Anti-VM techniques

and so many others but i don’t remember :(

Source: https://medium.com/@ZainWare/analyzing-guloader-42c1d6a73dfa
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