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&2 Tool: TeamViewer

Names TeamViewer
Category Tools
Type Backdoor

TeamViewer is a comprehensive, remote access, remote control and remote support
solution that works with almost every desktop and mobile platform, including Windows,

macOS, Android, and iOS. TeamViewer lets you remote in to computers or mobile

Description ) _
devices located anywhere in the world and use them as though you were there. Plus, you
can remotely connect to servers, commercial-grade machines, and IoT devices from
anywhere, at any time through our secure global remote access network.

Information <https://www.teamviewer.com/en/products/teamviewer/>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag;teamviewer>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool TeamViewer

Changed Name Country Observed

APT groups

Carbanak, Anunak 2013-Apr 2023

Mustang Panda, Bronze President . 2012-Jun 2025

Naikon, Lotus Panda 2010-Apr 2022

TeamSpy Crew 2010-Feb 2017
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4 groups listed (4 APT, 0 other, 0 unknown)
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