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KEKW Ransomware

KEKW-Locker Ransomware

(mmudpoBanbIMK-BBIMOraTe/ib, AeCTPYKTOP, CTUPaTe/ib) (IePBOMCTOUYHHUK)

Translation into English

OTOT KPUITO-BBIMOTaTe/ b IU(PYET JaHHbIe TI0/Ib30BaTeieli ¢ momolpio AES, a 3aTeM B 1yTKy TpeOyeT BBIKYII B

1 mumnon BTC. OpuruHanbHOe Ha3BaHUe: B 3alucKe He yKa3aHo. Ha daiine Harucano: KEKW.exe

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.31348

BitDefender -> Trojan.GenericKD.42888790
Avira (no cloud) -> TR/Ransom.xrlse
ESET-NOD32 -> A Variant Of MSIL/Filecoder.YR
Malwarebytes -> Ransom.Kekw

Rising -> Ransom.Genasom!8.293 (CLOUD)
Symantec -> Trojan.Gen.2

Tencent -> Msil.Trojan.Encoder.Wnlz
TrendMicro -> Ransom.MSIL.KEKW.A

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bengopam! XoTHTe ObITH B 9TOM CITUCKe Pery/sipHO WM 1oBbiie? Coobirure MHe!

© I'eneanorus: ??? >> KEKW
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3aumdpoBansbiM datinam gobaensiercs paciiupenve: JKEKW

OBHHMaHI/le! Hossie pacuivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B O0OHOB/IEHUSX.

Tam MOTYT OBITh pas3nuuda C repBoOHa4Ya/IbHbIM BAPDHUAHTOM.

AXTHBHOCTB 3TOTO KPUIITO-BBIMOTaTe/Is MPHUILIACh Ha BTOPYHO TosioBUHY MapTta 2020 r. OpreHTHpOBaH Ha

dHIJIOA3BIYHBIX HOHL3OBaTEHeﬁ, UTO He MelllaeT pAaCrpoCTPAHATHL €ro Mo BCEMY MUDY.

3amuicka c TpeboBaHMEM BBIKyTIa Ha3biBaeTcs: Decrypt.txt

RANS0M MESSAGE

GIVE ML 1 MILLIOH BITLOIN at RANSDM. onlon

AES Encryption Eey: GIMgfdfalzCO0{TurvAilal B ORbAIEIF] sy S 1T
AES Encryption IV: coweutS qobxglSOEyj=-

Cojiep)xaHue 3aNMCKH 0 BBIKYIIe:

RANSOM MESSAGE

GIVE ME 1 MILLION BITCOIN at RANSOM.onion

AES Encryption Key: G3Xgfd9aizCCOCZurvAINaEs09RbA23iFjs3kySDIZQ=
AES Encryption IV: cswzut8/X3qc6xgISDSu9Q==

Jlpyroii BapuaHT:

RANSOM MESSAGE

GIVE ME 1 MILLION BITCOIN at RANSOM.onion

AES Encryption Key: pG1fWp5RUkIRp6NITUCuUY SI3zhLhy/E9BgcOoMC9ak=
AES Encryption IV: rBvS7Ew31YbPQ2byHd76fA==

ITepeBop 3anMCcKH Ha PYCCKUH A3BIK:
RANSOM COOBIIEHUE
[Hatite mHe 1 MuuOH 6uTKOHHOB HAa RANSOM.onion

AES-kmrou mmdposanus: G3Xgfd9aizCCOCZurvAINaEs09RbA?23iFjs3kySDIZQ=
AES 1V mmdposanue: cswzut8 / X3qcoxgISDSu9Q==

TexHuuecKue geTanu

MoxkeT pacripoCTpaHsIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momotisto email-criama

Page 2 of 5


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhpkH2khrbiPQzcEoAMDvAGbE8wOaXdhhgK1_1ArQRZ1IXWEk0r3_blFBaiRKZNQC6t2HG87vDJD2m2B3GBcmofEStx5tB-5iMeJI0BfbJVVfzRsrHZYREIOS1kF9SOra5OPL8u9BbncmA/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhpkH2khrbiPQzcEoAMDvAGbE8wOaXdhhgK1_1ArQRZ1IXWEk0r3_blFBaiRKZNQC6t2HG87vDJD2m2B3GBcmofEStx5tB-5iMeJI0BfbJVVfzRsrHZYREIOS1kF9SOra5OPL8u9BbncmA/s1600/note.png

https://id-ransomware.blogspot.com/2020,/03 /kekw-ransomware.html

1 BPe/IOHOCHBIX BJIO’KEHUH, 0OMaHHBIX 3arpy30K, OOTHETOB, SKCIVIONTOB, BpEJOHOCHOH PeK/laMbl, BeO-HH)KXEKTOB,
(habIIMBBIX 0OHOBJIEHHH, ITeperakoBaHHbIX 1 3apaXKEHHBIX MHCTaIIATOPoB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCTpaHeH s KPUITTOBLIMOTaTe el Ha BBOHOU CTpaHuLle biiora.

OHy}KHO BCeryja UCT0/1b30BaTh AKTYalbHYI aHTUBUPYCHYIO 3auTy!!!

Eciu BbI ipeHe6GperaeTe KOMILJIEKCHOM aHTUBMPYCHOM 3aruTol Kiacca Internet Security vu Total Security, To

x0Ts1 OBl ZiealiTe pe3epBHOe KOTMPOBaHKWe Ba)XXHBIX (aiiyioB 1o MeTofy 3-2-1.

» Ha MOMEeHT HariCaHus CTaTbU OBITIO0 HEW3BeCTHO, IIOMOT'YT JIM JdaHHbIE. YKa3daHHbIE B 3allMCKe, BOCCTAHOBUTH
(baflﬂbl. Bo Bcskom C/Iy4dae 1oCTpaZiaBiiire He CMOIr'yT CaMUi BOCCTAaHOBUTD [JaHHBIE. CYMMa BBIKYIIa HEpeaJ/lbHasd,

3HAUMT, 3TO OoJbIIIe BpeAUTE/IbCTBO, YEM BBIMOI'aT€/IbCTBO.

Crucok ¢ail/1oBbIX paclIMpeHuil, NoBepraniuxcsa MuppoBaHUIO:
910 gokymentbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BU/EO,

(haiisbI 06pa30B, apXUBBI U TIP.

®daiisbl, cCBsA3aHHbIE € ’TUM Ransomware:
Decrypt.txt - Ha3BaHMe (aiisa ¢ TpebOBaHWEM BHIKyTIa

KEKW.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiiia

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\Jacob\source\repos\KEKW\obj\Debug\KEKW.pdb

1 jpg. KEEW 2. docx KERW 3 jpeg KEKW
s

=) 4. pdf.EEEW SdeC RN Decryptbxt

3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pesy/bTaThbl aHA/IM30B.

MpbIoTeKChbI:

CM. HUKe pe3y/ibTaTbl aHA/IU30B.
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CeTeBbIe MOJK/TIOUEHMS H CBA3M:

URL: ransom.onion

Email: -

BTC: -

CM. HIDKe B 0OHOB/IEHUSIX pyrHie afipeca U KOHTaKThI.

CM. HIDKe pe3y/ibTaTbl aHA/IN30B.

Pesysibrarel aHa/1M30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >> AR>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>

*# AlienVault analysis >>
7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

ITonpoGHble cBefeHust cobrparoTcs pery/aspHo. IIpucsuiaiite o6pasipl

=== VICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

E1é He Obl710 0OHOB/IEHHUI 3TOTO BapUaHTa.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS

http:
k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as ***)

Write-up, Topic of Support

*
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Thanks:
GrujaRS
Andrew Ivanov (author)
*%k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/03/kekw-ransomware.html
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