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&2 Tool: MrPerfectInstaller

Names MrPerfectInstaller
Category Malware
Type Dropper

(Trend Micro) We found the initial stage .Net dropper malware called MrPerfectInstaller
Description ~ (detected by Trend Micro as Trojan.MSIL.REDCAP.AD) responsible for dropping four

different files, with each component stored in a Base64 buffer inside the main dropper.

) <https://www.trendmicro.com/en us/research/23/b/new-apt34-malware-targets-the-middle-
Information
east.html>

Last change to this tool card: 17 February 2023

Download this tool card in JSON format

All groups using tool MrPerfectInstaller

Changed Name Country Observed
APT groups
—
OilRig, APT 34, Helix Kitten, Chrysene — 2014-Sep 2024 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=17e41087-8373-41d9-a862-8ef0512f2430
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